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Distributed security log management method
using blockchain scheme

Yusuke Taguchi! Atsushi Kanai'! Shigeaki Tanimoto?

Abstract: In the case of a cyber attack, it is important to prevent the spread of damage by quickly incident response. In order to
investigate an accurate situation of cyber attack, it is necessary to collect, manage and preserve log data of devices related to the
system. In this research, a distributed security log management method using blockchain scheme is proposed. Blockchain scheme
has following two features. Tamper resistance of managed data can be improved. By sharing the same data with multiple terminals,
the availability of access to the data become increase. In this paper, feasibility of proposed method is evaluated by using
prototype.
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RETHRE SN VERFEORE L EELZHE LT
W5, KgXr@ElL ey s Fo—rffién 7EHE
DOBAMED S S A BER L, Bl oo TRtz &
Mz eNTER. Fe, BRBION 5% OREEL
Y52 LT, T D AR MRIT & [EZ I
BT 5 LNTEZ. 4%, KX Thon-®¥REeF
BIZ A, BRI RBEE L, oA vT
VN VAR A OB AT SERFEORRE L
FEAXAREETS.
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