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Abstract: In IoT ecosystems where various entities deal with IoT data and their analysis results, a public key infrastructure (PKI)
constructs trust relationships between entities and improves reliability of the ecosystem from the viewpoint of the data source
assurance or prevention of non-repudiation of transactions. However, since a certificate authority (CA), which is a single trust
point, guarantees all the identities, if the CA is infringed, all the trust relationships will be impaired. This research aims to construct
a distributed authentication infrastructure (Meta-PKI) composed of multiple CAs with mutual trust relationships using cross-certi-
fication. However, the appropriate trust relationships are not guaranteed only by relying on the cross-certification according to the
CA’s judgment. This paper proposes a cross-certification method using smart-contract for constructing the trust relationships based
on uniform standards and shows that the proposed method is safe against takeover and spoofing of CAs.
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Figure 4 An overview of Distributed Ledger Technology.
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