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ΩʔϫʔυɿCBCϞʔυɼCMAC

A management scheme by using document evidences

Daichi Ikeda1,a) Hikaru Morita1

Abstract:
Organizations keep the document their business description to later verify the facts. However, in the Morit-
omo Gakuen problem, there was a suspicion that the document was falsified at the government office, and it
was difficult to verify it. For the prevention of falsification of documents, it is necessary to record evidences
such as the relationship between the person responsible for the document and the document so that it can
be verified.
In this paper, the authors propose a method to create and publish evidence. A third party can verify the
evidence by legitimate evidence. In addition, since the arbitrator verifies the document, the authors propose
a management method that makes it hard to falsified by showing necessary document data.
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1. ͡Ίʹ

৫Ͱɼ͔ޙΒۀࣄΛ͢ূݕΔͨΊʹɼۀࣄ༰Λจ

ॻԽ͢Δɽਖ਼֬ʹจॻԽ͢Δ͜ͱͰɼจॻͷ৴པੑ͕อͨ

Εɼ৫͕ਖ਼͍͠ۀࣄΛߦͳ͍ͬͯΔ͜ͱΛࣔ͢͜ͱ͕Ͱ

͖Δɽෆਖ਼͕ͨͬ͜ى߹ͰɼจॻΛͱʹ͢ূݕΔ͜

ͱͰɼݪҼ͕໌͢Δɽ·ͨɼਖ਼֬ʹ͕ূݕͰ͖Εɼจ

ॻͷِΛࣄલʹ͢ࢭΔ͜ͱ͕Ͱ͖Δɽ

͔͠͠ɼ༑ֶԂΛ͡Ίͱͨ͠ɼެతؔػʹΑΔ

ܾఆ߲ࣄʹؔ͢Δจॻͷվ͟ΜٙͳͲ͕͋Δ [1]ɽ·ͨɼ

͔ΜΆੜ໋อݥͷෆਖ਼ൢചͰɼ٬ސʹແஅͰܖॻྨ
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Λِ͢ΔͳͲͱ͍͕ͬͨ͋Δ [2]ɽ

จॻͷෆਖ਼͕͜ىΔཁҼͱͯ͠ෆਖ਼Λ͢Δػձ͕ଘ͠ࡏ

͍ͯΔɽෆਖ਼Λ͢͜ىཁҼͱͯ͠ਖ਼Խɼಈػɼػձ͕͋

Γɼ͜ͷ 3ͭͷཁҼ͕͋Δͱෆਖ਼͕͜ىΔɽެతؔػͰ

จॻΛอଘ͢Δ্ͰอଘؒظΛઃఆ͢Δඞཁ͕͋Δɽͦͷ

ɼจॻͷ༰Λਫ਼ࠪ͢ΔʹޙΛຬྃͨؒ͠ظ [3]ɽ͔͠͠Ұ

ະຬʹઃఆͨ͠߹ɼਫ਼ࠪͤͣʹจॻΛഁ͢غΔ͜ͱ͕

Ͱ͖Δɽͦͷ݁Ռɼෆਖ਼Λػ͏ߦձ͕͋ͬͨͨΊɼෆਖ਼͕

ΔཁҼʹͳͬͨɽ͖ى

จॻͷվ͟Μࢭͷҝʹɼจॻͷऀͱจॻͷؔ࿈

ੑͳͲͷΤϏσϯεΛهʹཹΊɼূݕՄʹ͢Δඞཁ͕

͋Δɽݻڧͳཧํ๏Λ࣮͢ݱΔ͜ͱͰෆਖ਼ͷػձΛࣄલ

ʹ͙ͨΊͰ͋ΔɽຊߘͰΤϏσϯεΛ࡞͠ɼެ։͢
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Δํ๏ΛఏҊ͢Δɽୈ 3ऀ͕ΤϏσϯεͷূݕΛ͜͏ߦͱ

Ͱɼจॻͷਖ਼ੑΛ֬ೝͰ͖Δɽ·ͨɼจॻͷূݕௐఀ

ͷͰɼඞཁͳจॻσʔλΛެ։͢Δ͜ͱͰվ͟Μ͏ߦ͕ऀ

ͳจॻཧํ๏ΛఏҊ͢Δɽࠔ

ຊจͷߏҎԼͷ௨ΓͰ͋Δɽୈ 2અͰɼఏҊํ

๏ͱఆٛΛࣔ͢ɽୈ 3અͰɼγεςϜΛࣔ͢ɽୈ 4અͰ

ߟΛࣔ͢ɽୈ 5અͰ·ͱΊΔɽ

2. ఏҊํ๏

ຊఏҊͰɼจॻͷҰ෦σʔλΛΤϏσϯεͱͯ͠࡞

͠ɼจॻΛ࡞͢Δ͕ݶݖͳ͍ୈ 3ऀʹެ։͢Δɽୈ 3ऀ

ʹΑΔΤϏσϯεͷূݕʹΑΓɼվ͟Μࠔͳจॻʹ͢Δ

͜ͱΛతͱ͢Δɽ

୲ऀ͕ΤϏσϯεΛ࡞ͨ͠ͱ͖ɼରԠͨࣝ͠ผࢠΛ

औಘ͢Δɽ͜ͷࣝผࢠʹΑͬͯެ։͞ΕͨΤϏσϯεͷத

ΛӾཡ͢Δ͜ͱ͕Ͱ͖ɼจॻͷଘ໌͕ࡏΒ͔ʹͳΔɽΤ

Ϗσϯεʹ؆қͳۀࣄ༰ॺ໊͕͋Γɼୈ 3ऀͦͷ

༰ΛূݕͰ͖Δɽͦ͜Ͱෆඋ͕͋Δ߹ɼௐఀऀʹ։ࣔ

ٻΛ͍ߦɼจॻͷඞཁσʔλΛऔಘ͢ΔɽΤϏσϯεΛ

ग़͢Δ͜ͱ͕Ͱ͖ɼॺ໊ʹΑΓ୲ݕͰվ͟ΜΛূݕ͍ͨ༺

ऀΛผ͢Δ͜ͱͰվ͟ΜࠔͳจॻΛ࣮ݱͰ͖Δɽ

ΔͨΊɼΤϏσϯεɼจॻɼॺ໊ͷ͢ݱΛ࣮ػͷه্

ఆٛΛ༻͍Δ͜ͱʹ͢Δɽ·ͨɼΤϏσϯεͷެ։ͱจॻ

ͷূݕͰిࣔܝࢠ൘ (BBS)Λ༻͍Δɽ

2.1 ΤϏσϯε

2.1.1 ͷఆٛ߸ه

• ϝλσʔλ; mt

• ୲ऀ ID; BID

• ॺ໊; Sig

• ϋογϡ; h(m)

• จॻ ID; DID=h(BID, Sig, h(m),mt)

• จॻ; m

͜͜Ͱɼmtจॻͷ༰Λͱʹ؆қͳ༰Λࣔͨ͠

σʔλͰ͋Δɽmt Λ֬ೝ͢Δ͜ͱͰ֘͢Δ m ͷҰ෦

༰Λ֬ೝ͢Δ͜ͱ͕Ͱ͖ΔɽBID ۀࣄΛ͍ͯͬ͘ߦ

্ͰɼؔΘͬͨ୲ऀ ID ʹ૬͢ΔɽSig  m Λ࡞

ͨ͠୲ऀ͕σδλϧॺ໊ʹΑΓੜͨ͠ॺ໊ʹ૬͢

Δɽh(m) mΛͱʹੜͨ͠ϋογϡʹ૬͢Δɽ

mͱؔੑΛͤͨ࣋ΔͨΊ֨ೲ͢Δඞཁ͕͋ΔɽDID 

BID, h(m), Sig,mtͷσʔλΛϋογϡԽͨࣝ͠ผࢠʹ૬

͢Δɽ

2.1.2 ΤϏσϯεͷఆٛ

ΤϏσϯε Epub ࣍ͷΑ͏ʹఆٛ͢Δɿ

Epub = (DID,BID, Sig, h(m),mt)

͜ͷ Epubجຊతʹެ։͢ΔɽEpubʹΑͬͯୈ 3ऀm

ʹؔ͢ΔҰ෦σʔλΛӾཡ͢Δ͜ͱ͕Ͱ͖Δɽ

2.2 จॻ

2.2.1 ͷఆٛ߸ه

• ;༰ۀࣄ t

͜͜Ͱɼtۀࣄ༰ʹ૬͢Δɽݪଇ tͷσʔλඇެ

։Ͱ͋Δɽ

2.2.2 จॻͷఆٛ

จॻm࣍ͷΑ͏ʹఆٛ͢Δɿ

m = (DID,BID, t, )

mجຊతʹඇެ։Ͱ͋ΔͨΊɼୈ 3ऀ m͕ਖ਼ʹ

ཧ͞Ε͍ͯΔ͔அͰ͖ͳ͍ɽͦ͜Ͱ Epub Ͱੜ͞Εͨ

DID Λ mʹ֨ೲ͢ΔɽDID  Epub ͕ੜ͞Εͨ߹ɼ

୲ऀ͕औಘ͢ΔɽDID͕mʹ֨ೲ͞ΕΔ͜ͱʹΑͬͯɼ

୲ऀ͕ Epub Λެ։ͨ͠ূ໌ʹͳΓɼਖ਼ͳखॱͰmΛ

ੜ͍ͯ͠Δূ໌ʹͳΔɽ·ͨɼ୲ऀ DIDΛୈ 3ऀ

ʹެ։͢ΔͷͰɼEpub ʹΑΓɼmඇެ։Ͱਖ਼ʹ࡞

͞Ε͍ͯΔ͔அͰ͖Δɽ

2.3 ॺ໊

͜͜ͰɼΤϏσϯεͷॺ໊ํ๏Λࣔ͢ɽΤϏσϯεΛ

͢Δ্Ͱɼจॻʹॺ໊Λ༩͢Δ͜ͱͰ୭͕ؔΘͬͨ࡞

͔໌͢Δɽ·ͨɼͦͷॺ໊ʹ৴པੑ͕͋Εɼෆਖ਼͕ߦ

ΘΕΔՄੑ͕͘ͳΔɽຊߘͰσδλϧॺ໊?, block

:Λఆٛ͢Δ߸هΔɽҎԼɺؔ࿈͢Δ͢༺

ͷఆٛ߸ه

• ެ։ݤ; V k

• ൿີݤ; Sk

୲ऀ͕ SkͰ DIDʹॺ໊͢Δ.

Sk(DID) = Sig

ରԠ͢Δ V kͰͷॺ໊ͷ֬ೝ

V k(Sig,DID)

SigΛੜ͢Δ্Ͱɼ୲ऀࣗͷ SkΛ༻͍ͯDIDʹ

ରͯ͠ͷ Sig Λੜ͠ɼEpub ʹ༩͢Δɽ͜ͷ࣌ɼ୲

ऀ V kΛެ։͢Δ͜ͱͰୈ 3ऀ Sigͷ͕ূݕͰ͖Δͨ

ΊɼEpub ͷਖ਼ੑΛผͰ͖Δɽ

2.4 ΤϏσϯεͷࡌܝ

EpubΛୈ 3ऀʹެ։͢ΔͨΊɼి ൘ࣔܝࢠ (BBS)Λ༻͍

Δɽ୲ऀ BBSʹ Epubͱ V kΛ͢ࡌܝΔɽV k Epub

ʹ͋Δ Sig Λ͢ূݕΔͨΊʹอ͢ΔɽEpub ͷࣝผࢠ

Ͱ͋Δ DID ޙࡌܝɼ୲ऀʹૹΔɽ୲ऀ DID Λ

mʹ֨ೲ͢Δ͜ͱͰ Epub Λ࡞ͨ͠ূ໌ʹͳΔɽ

2.5 ΤϏσϯεͷެ։

ୈ 3ऀ͕EpubΛӾཡ͢ΔʹDIDΛBBSʹૹΓɼ֘ 
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ͨ͠ EpubΛऔಘ͢ΔɽͦͷͨΊɼ୲ऀୈ 3ऀʹDID

Λެ։͢Δඞཁ͕͋Δɽެ։͞Εͨ DID Λ༻͍ͯ Epub

Λऔಘ͢Δɽ·ͨ BBSʹ V k ֨ೲ͞Ε͍ͯΔ͜ͱ͔

Βɼୈ 3ऀ V kΛͱʹ SigΛ͢ূݕΔ͜ͱ͕Ͱ͖Δɽ

2.6 จॻͷূݕ

mΛ͢ূݕΔ্Ͱɼ৴པੑͷ͋Δௐఀऀ͕ mͷূݕΛ

ɽ୲ऀෆਖ਼ͷ͕ٙ͋Δ͏ߦ mΛௐఀऀʹૹΔɽௐ

ఀऀϋογϡؔΛ༻͍ͯ m ͷϋογϡΛٻΊΔɽ

ͦͷޙɼBBSͷ Epub ͷ h(m)Λऔಘ͠ɼ̎ͭͷͷݕ

ূΛ͏ߦɽ͕ಉͩͬͨ͡߹ BBSʹ͞ࡌܝΕͨޙɼ

mม͞ߋΕ͍ͯͳ͔ͬͨ͜ͱΛࣔ͢ɽ͠ɼ͕ҟͳͬ

͍ͯͨ߹ɼBBSʹ͞ࡌܝΕͨޙʹm͕ม͞ߋΕͨ͜ͱ

Λࣔͨ͢Ίɼͦͷ୲ऀ͕վ͟Μͨ͠Մੑ͕͋Δ͜ͱΛ

ࣔ͢ɽ

3. γεςϜਤ

ୈ 2અͰఆٛͨ͠ఏҊํ๏Λ༻͍ͯγεςϜߏΛఆٛ

͢ΔɽγεςϜͱͯ͠ΤϏσϯεͷཧํ๏ͱจॻͷূݕ

ํ๏Λఆٛ͢Δɽ

3.1 ΤϏσϯεͷཧํ๏

ਤ 1 ཧํ๏

( 1 ) ୲ऀmΛ࡞ͨ͠ޙʹɼBBSʹ h(m), BID,mt

ΛૹΔɽ

( 2 ) BBSͰ Epub ͞ΕɼDIDΛ୲ऀʹૹΔɽ࡞͕

( 3 ) ୲ऀ Sig, V kΛ BBSʹૹΔɽSig ͷূݕΛ͍ߦɼ

ਖ਼͚͠Ε Epub ʹ֨ೲ͢Δɽ

( 4 ) ୲ऀ DIDΛୈ 3ऀʹެ։͢Δɽ

( 5 ) ୈ 3ऀDIDΛ༻͍ͯ BBSͷ Epub ͱ V kΛཁٻ

͢Δɽ

( 6 ) औಘͨ͠ Epub ͷ SigΛ͢ূݕΔɽ

ਤ 2 ๏ํূݕ

3.2 จॻͷํূݕ๏

( 1 ) ௐఀऀෆਖ਼ͷ͍͕ٙ͋Δ୲ऀ͔ΒmΛऔಘ͠ɼm

ͷϋογϡΛٻΊΔɽ

( 2 ) ެ։͞Ε͍ͯΔ Epub ͔Βɼh(m)Λऔಘ͢Δɽ

( 3 ) ௐఀऀɼh(m)ͷূݕΛ͏ߦɽ

( 4 ) ௐఀऀ։ࣔٻΛड͚ͨจॻͷඞཁ෦ m′ Λୈ 3

ऀʹެ։͢Δɽ

3.3 จॻͷ։ࣔٻ

ਤ 3 ๏ํূݕ

( 1 ) ୈ 3ऀ DIDΛ༻͍ͯௐఀऀʹ։ࣔٻΛ͏ߦɽ

( 2 ) ௐఀऀ։ࣔٻΛड͚ͨจॻͷඞཁ෦ m′ Λୈ 3

ऀʹެ։͢Δɽ

4. ߟ

4.1 ඞཁσʔλͷΈΛ෮߸

ຊߘͰɼΤϏσϯεͱϋογϡΛ༻͍ͨจॻͷূݕ

ํ๏ΛఏҊͨ͠ɽจॻͷϋογϡΛ͢ূݕΔ͜ͱͰจॻ

͕վ͟Μ͞Ε͔ͨ໌Β͔ʹͳΔɽ͜͜Ͱɼୈ 3ऀ͕ௐఀऀ

Δ߹͕͋Δɽ͜ͷஈ֊Ͱ͢ٻจॻΛ։ࣔͨ͠ূݕʹ

จॻ࡞్தͰ͋Γɼີػใ͕࿙Ӯ͢ΔڪΕ͕͋Δͨ

ΊɼඞཁͳใͷΈެ։͢Δ͜ͱ͕ଥͰ͋Δɽ͔͠͠ɼ

͜ͷஅௐఀऀͰෆेͰ͋Δɽ

͜ͷ͜ͱ͔Βɼ୲ऀ͕ௐఀऀʹจॻΛૹΔલʹஅ͢
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Δඞཁ͕͋Δɽ୲ऀจॻΛ҉߸Խ͠ɼௐఀऀ͕෮߸͢

Δ࣌ɼඞཁσʔλͷΈΛӾཡՄʹ͢ΔɽඞཁσʔλҎ֎

෮߸ෆՄʹ͢Ε͍͍ɽ

ຊߘͰɼCBCϞʔυ [4], [5]ͱ CMAC[4]ʹΑΔඞཁ

σʔλͷΈΛ෮߸ΛҰߟͱͯ͠ఏҊ͢Δɽ

4.1.1 CBCϞʔυʹΑΔ҉߸Խ

҉߸ϒϩοΫ࿈ (CBC)ϞʔυͰɼ֤ฏจҰͭલ

ͷ҉߸จϒϩοΫͱͷ XORΛͱ͔ͬͯΒ҉߸Խ͞ΕΔɽ

ͨͩ͠ɼ࠷ॳͷϒϩοΫʹϑΟʔυόοΫ͢Δσʔλ͕

ͳ͍ͨΊɼॳظ (IV)Λઃఆ͢Δɽਤ 4Ͱ CBCϞʔυΛ

༻͍ͨจॻͷ҉߸ԽΛࣔ͢ɽ

• จॻ; m

• ॳظ; IV=c0

• ҉߸จ; ci = Ek(mi ⊕ ci−1)

ਤ 4 CBC ϞʔυʹΑΔ҉߸Խ

୲ऀmΛ iϏοτʹׂ͠ɼ҉߸ԽΛ͏ߦɽׂ͠

ͨσʔλ͝ͱʹ҉߸จ͕ੜ͞ΕΔͨΊɼҰ෦σʔλΛӾ

ཡෆՄʹ͢Δ͜ͱ͕Ͱ͖ΔɽӾཡෆՄʹ͍ͨ͠ฏจʹ

֘͢Δ҉߸จΛௐఀऀʹఏ͠ڙͳ͚Ε෮߸͢Δ͜ͱ

Ͱ͖ͳ͍ɽ

4.1.2 CBCϞʔυʹΑΔ෮߸

CBCϞʔυʹΑΔ෮߸ͷࡍɼ҉߸ԽͷٯͷखॱΛ౿

Ήɽ࠷ॳͷ҉߸จϒϩοΫී௨ʹ෮߸͞Εɼͦͷ݁Ռ

ϑΟʔυόοΫϨδελʹ֨ೲ͞ΕΔɽ࣍ͷϒϩοΫ͕෮

߸͞Εͨޙʹɼͦͷ݁ՌϑΟʔυόοΫϨδελͷ༰

ͱ XOR͞ΕΔɽਤ 5Ͱ CBCϞʔυΛ༻͍ͨจॻͷ෮߸

Λࣔ͢ɽ

• ҉߸จ; c

• ;ΑΔ҉߸Խʹݤ௨ڞ Ek

• ॳظ; IV

• จॻ; mi = ci−1 ⊕Dk(ci)

ௐఀऀ͕෮߸͢Δࡍɼ୲ऀ͔Βड͚औͬͨ cΛ༻͢Δɽ

͜͜ͰӾཡෆՄʹ͢Δ߹ɼௐఀऀҰ෦ͷ҉߸จΛ୲

ऀ͔Βड͚औ͍ͬͯͳ͍͜ͱʹͳΔɽm1 ͷσʔλΛӾ

ཡෆՄʹ͢Δ߹ɼc1 ͕ॴ͍ͯ࣋͠ͳ͍͜ͱʹͳΔɽͦ

ͷ݁Ռɼm2 Λ෮߸͢Δࡍ c2 ͷଞʹ c1 ͕ඞཁͳͷͰm2

ӾཡෆՄʹͳΔɽ͔͠͠ɼm3 ͔Β෮߸͢Δσʔλ

ਤ 5 CBC ϞʔυʹΑΔ෮߸

͕ͦΕ͍ͬͯΔͷͰɼӾཡՄͰ͋Δɽ͜ͷ͜ͱ͔Βɼ

Խ͕͋Δͱ͍͑Δɽظಉݾࣗ

4.1.3 CMACʹΑΔೝূࢠ

CMAC҉߸ԽϞʔυͰ͋Δ CBCϞʔυΛϕʔεʹ͠

ΒΕͨϝοηʔδೝূίʔυͰ͋Δ࡞ͯ CBC-MACͷվ

ྑ൛Ͱ͢ɽCMACͰ͕ݤҰͭͰ͢Έɼϝοηʔδϒ

ϩοΫ nͷഒͰ͋Δඞཁ͕ͳ͘ɼҙͷϝοηʔ

δΛѻ͏͜ͱ͕Ͱ͖ΔɽCMACจॻΛׂͯ͠҉߸Խ

͢Δࡍɼ్தͷ҉߸จग़ྗ͠ͳ͍ɽޙ࠷ͷจॻΛ҉߸Խ

͠ɼͦͷग़ྗΛೝূࢠͱ͢Δɽ

• ҉߸จ; c

• ;߸ΑΔ෮ʹݤ௨ڞ Dk

• ॳظ; IV

• จॻ; m

• L=Ek(0n)

• ೝূࢠ; Tag = Ek(ci−1 ⊕mi ⊕ (L · u))

ਤ 6 CMAC ʹೝূࢠͷ༩

ຊߘͰɼCBCϞʔυ҉߸Λ༻্ͨ͠Ͱޙ࠷ͷ҉߸จ

cn ʹ CMAC Ͱ Tag Λ͚ͭΔɽௐఀऀڞ௨ݤΛ༻͍ͯ

TagͷূݕΛ͏ߦɽTagͷ͕ਖ਼͍͠߹ɼ҉߸จͷ෮߸

Λ͏ߦɽ

5. ·ͱΊ

ຊߘͰɼվ͟Μࠔͳจॻཧํ๏ΛఏҊͨ͠ɽจॻ ID

Λ༻͍ͨॺ໊ํࣜʹΑΓ୲ऀͷͳΓ͢·͠Λ͗ɼΤϏ

σϯεͷެ։ʹΑΓจॻͷվ͟ΜରࡦʹͳΔ͜ͱΛࣔ͠

ͨɽ·ͨɼඞཁσʔλͷΈͷจॻ։ࣔػҰߟͱͯ͠

ఏҊͨ͠ɽ͜ΕΒͷػΛ༻͍Δ͜ͱͰվ͟Μࠔͳจॻ
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