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Extraction Method of Event Based Periodic Messages
for CAN Anomaly Detection
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Abstract: Recently, the greater part of cars are electronically controlled by the in-vehicle networks like
CAN. In addition, the number of connected cars that connected with external networks (for example, the
Internet etc.) increases. Therefore, it is pointed out that there are remote-controlled attacks from physically
outside of a car. In this attack, they control a car by injecting remote control messages into the in-vehicle
networks. As one countermeasure, there is attack detection on in-vehicle network. If an attack can be de-
tected, many emergency activity can be applied. As one of the attack detection method, there are detection
methods focusing on CAN payload. In the pre-extraction phase of these methods, the detector extracts
behaviors of data in CAN payload at normal situation. In the detection phase, when the detector detects a
different behavior from normal situation, the situation is detected as an attack. In this paper, we show an
attack detection method against event-based periodic messages that were not paid attention so much so far.
We also show a method for pre-extraction phase. This method extracts event-based periodic messages from
all messages, and event-based part of it.
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Table 1 An example of event-based periodic messages

timestamp  value

177.821529 29 00 00 00 00 00 28 56
187.822498 29 00 00 00 00 00 28 56
197.821295 29 00 00 00 00 00 28 56
200.641073 29 80 00 00 00 00 28 57
210.641196 29 00 00 00 00 00 28 57
214.960909 29 80 00 00 00 00 28 58
224.960940 29 00 00 00 00 00 28 58
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