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Visualization of Program Behavior
for Image Processing Based Program Identification

IsHIKAWA RyoTa! KOBAYASHI RYOTARO! KATO MASAHIKO? SHIMADA HAJIME?

Abstract: In recent years, there is a major problem in information security caused by malicious programs
(malware) that perform malicious activities. Malware performs many malicious activities to both internal
and external side such as information theft and denial of service attacks. There are many researches to
detect these malicious programs using machine learning and deep learning, but the detection rate are still
insufficient. On the other hand, there are remarkable advancements in image classification and detection
techniques by machine learning and deep learning. Therefore, we propose to use these image processing
techniques for program classification and identification. In this paper, we examined the visualization process
to make behavioral characteristics of the program into an image or a motion picture as a first step to utilize
image processing technology. As a detail process, we use DBI (Dynamic Binary Instrumentation) to obtain
a memory access log of a program and plot it into 3D space. The shape and color of the plotted points are
changed according to the access frequency. In order to show the usefulness of this method, we performed
visualization examples using a memory access log of some programs and verified that they can be classified
visually.
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Fig. 1 Schematic diagram of the proposal
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Fig. 2 x axis corresponding to the memory address
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Fig. 3 x-y-z cube corresponding to the memory address
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Fig. 4 An example of memory access visualization
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Fig. 5 Relationship between access frequency and color
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Fig. 6 Memory access visualization system
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Fig. 7 Visualization example of ipconfig and hello
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Fig. 8 Visualization example of for_normal, for_upx1, for_upx2, and for_aspack
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Fig. 9 Visualization example of the original processing part of for_normal
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Fig. 10 Visualization example of each processing of for_upx1, for_upx2, and for_aspack
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Fig. 11 Visualization example of shaml and sham?2
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