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Proposal of Ransomware analysis using Memory Forensics
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7 7 ANDESEOIOOEHT — XTI N TR o T
DIEELEZLND.

57 BARRELDZTOER
SEIDEBRTIE, AEY EIZERSLTWEZE2TO T 1
T RIZK LT ZAT 5> O Tid/el, ¥ v=7I1CHM
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=PIV RTRRTEHIENTEL., TOD,
1EZ Y Ay =T REE L, Ef%ICERI N
Prefetch 7 7 A V&R T 5. 7oV A0 = TiEE#ZICA
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2764 | H
3784 | A
3988 | M

LN icacls - H
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A 2 dllhost 912 | A
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PING 2536 | &

taskkill - i
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FTK Imager Lite THUfFT&E o7z & A%, 4[E
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DEAF%1T > 72. Process Explorer i%, xS TW\5H
BEANLZDT B ADAE) XU T HEERET S Z
EMARETHD. LinL, —HOT v RIT 7 ¥ RAEAR
Lo TAEN XU TORBRAARETH 72057
W, e T 500 28 TERET L LT TE
727 o 7=, F£72, Process Explorer 25 AE U ¥ v T &[H
BRST 5720, AEVAA—U TR Y, Volatility T
T35 LlXTERV. LLaeRb, #ikds
Volatility © memdump =~ RZHEH L TG TE 5 A€
Y & 7 & Process Explorer CTHUS L7z A€ Y ¥ v 7L
CAERV X TREEEZONDTEDRATHZ ENTE
%. %7z, Volatility @ dlllist 2~ > N TE&SF T 5 KED
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IR
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root@kali: ~ volatility/W

1 psscan 2> RO IIFER

F72, pstree 2 v RafiH 7L, psscan &R TC L 7
DEADY A NERRTLHN, T AOR TGRSR
TLRD.

dillist =~ > RCgo 7t 208 — LT\
DLL {E#D VU A b & FRT 5. dlllist 2~ > RO RS
X 2 1R

root@kal: ~ volatility/ W ©00

I 7AILF) WEE) BTV HREES) EED ALTH)
T

X2 dlllist 2~ ROH 55

memdump 2~ RNk, 72t ANOETOYHEAEY
FOR=TE@BOE T T AN E LTRMTSZ LN
TZ%. memdump 2~ > FCHAS LD AEY &
77 7 A%, Linux 2~ K& H LT ASCI FER DXL
FHNZEH L. L7 Linux =< > i, #7137
7
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