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BT U T AR E I N TS, White-Box Cryptography IC351) 2 EHO—DiE, DI
ST 2 DICREGRZE - IE€— U T&EMT % Code Lifting Tdh 5. AKRifFETlE, Code
Lifting ®RZMETd 5. White-Box Cryptography ORHEZIEN LIzt UTA Y T A 2 THEZZNEE
9570 b VEREL, FARZEETERHE LU THISTE % &%/"9. Code Lifting RERIC & > T
AIN=Y T b 2T OWREUZEREENEE TH 5 C & ZHE6HIT 5.

F—"7— F : White-Box Cryptography, Code Lifting, Iif % >/78— 7 b7 = 77, BREIEESFRAE, K
ZRENE, AA VT 7 )T 4 WG, 42T A Ui

Countermeasure for Code Lifting of White-Box Cryptography utilizing

Resistance to Modification of Tamper Resistant Software

OISHI, Kazuomr*?)

Abstract: White-Box Cryptography is a cryptography implementation, from which secret cryptographic
key embedded within is hard to extract. When cryptography or security functionalities are implemented as
software, the software implementation should attain resistance to observation and resistance to modification,
and such software is refferred to as tamper resistant software. Thus, white-box cryptography is a method to
realize resistance to observation of tamper resistant cryptography software. As a concrete scheme of white-
box cryptography, research on table network implementation has been actively conducted and table network
implementation schemes strong against known attacks are proposed. A problem of white-box cryptography is
code lifting, which extracts, copies, and uses the implemantation itself instead of the embedded secret key. In
this manuscript, we study countermeasure for code lifting. As a countermeasure utilizing nature of white-box
cryptography, an online protocol to verify implementation is explained, which can detect simultaneous multi
execution and take appropriate action. It is pointed out that resistance to modification of tamper resistant
software is important in order to realize effective countermeasure for code lifting.
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T2V TRV T b 2TV RET B EEFITRDS
N5 EE IS RS TRRE E RN CTH D, £ N
SOMEZFREOV T b 2T ZMAIS—=V T o7 L
M3, §it> T, White-Box Cryptography (&, Mif &2 >/73—I
FY T bY 27 OWEFRT 2B 5 FRO—DT
& %. White-Box Cryptography O, H@#E7 mwy
U550 DES & AES 2R E T % T AMRIICHREE SN,
ZTNHICHT ZHBERRDIZEES N, 2018 FITHBW
T, DES % AES & White-Box Cryptography & L T
5 Nd 2T (REBIRR I DRRNICHZ RO 2 5
IKE->0) HENTW%. —J7, White-Box Cryptography
DR 2T KO ICREFE NI B @ T 1y J 10
SV OMERENTHED, ZTNHEREEHONEITH L
TN EN TV S.

White-Box Cryptography QD —DIE, OIS
B2t 9 2 b D IcHERAZMT - ¥ — LU THEH
9 % Code Lifting TH 5. Code Lifting i3V 7 b 7
DAREAE—THO, TOHILIIES TEEWV. AT
&, White-Box Cryptography @ Code Lifting X DU\
THiET9 %. White-Box Cryptography ORI LTz
WRE UTH YT A CHREZFAT %710 b V725
L, FARZEIATZMHMI L THSETES 2 &Z2/RT. Code
Lifting ¥ITRIC & > T Z > 73—y 7 b7 = 7 O¥HESZE R
HEMENEETH D L 2iehid 5.

LUR, 2 THERDBIFHCDOWT E Lo, 3 T Code Lifting
R EFRIE 7 E b U DWTHIAL, %35, 4 T
LH%.

2. HEROHZE

AKRETIX, R78—Y T b7 27 & White-Box Cryp-
tography OWFFHUIDWVWT, WEX TORNZIEHLIESN
TR 2RSS, AFEOBEHSTH % Code Lifting IZD
WCRERIHT %.

21 WEVIN—=VYT+oxT

it 2> 78— 7 b 2 77i&, HR [1] T Aucsmith I &
D 1996 FITER SN, HRXIS=V T o7&, N
HORENEIRL 7 )V TV X L7 ANEICH LD T & hY R
ThHHME EERTMHE &, NEOMH7 VI
ALZZARNEICAE T % T ENNEETH 2 M (FEREEN
HME) D2 DO0MEZRDY T YT THS.

ZORRLLK, BRLITMAMTbN TS (9], [11], [23],
[25], [26]. EMAMNGET O TS Lefige 357 Su—F &
L T Code Obfuscation h% 5. White-Box Cryptography
2 NKT HEE 7075 L35l 3% Code
Obfuscation 72 & H75d T N TE 5. ficld, FHEEH
NIRRT Ta—F, BRI NFHEE S B X UT «
VENVELENGRET BT T u—FEHb, HENBLU
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HENZRAENMESN TN S.
2.1.1 Code Obfuscation

Code Obfuscation[17] I&, 4V IO T0rT Lw%
L TR CIR2 8723 2 Dt DS N2 71 75 Lz 1s
BETHB. Hyiklk, V—A7 07T LRI 5T
EMNEEIC TR B K S ICHFMZHT B 5k e L TIREE N
73, Code Obfuscation E[AFFEDHE X T L HIRT T LMNT
E5%. TO77a—FOMKIR 1997 FET A SIEFHEND
HARRONCHIZE R, BEE (16 ICE EHENTWVS. L
L, Code Obfuscation DFIHUERERT, MEHTICH L TEL
HEDMEZRDOEEZBNTED, White-Box AES D
avT A [12], [27], [28] DFEREZNEART S.
2.1.2 Theoretical, Key, and indistinguishablility

Obfuscations

BRI 7a—F & U, FHREHERICHED S8
RETEICBET % 2001 FEDOWZE (3] WEHTHD. H5H 71
JI L (B0 297958 E, ZTOANEMINFEIEE
nNan, o7y LNEICOWTIIMEEEEND T
ENEVKIIC LIV, FOXSITaT T LT
% Obfuscation &, Virtual Black Box (VBB) property 7%
FoLE&£EINS. EEDOBEEZ obfuscate TE % VBB
Obfuscator IF1FIELRWT &M [3] TAEHE Nz, —77,
KEDBIE (GRA > FBEC!) % VBB obfuscate TE% T
EMEEHE NI [8]. TN D OWFFLIIE A 7R B2 X 5
&9 % obfuscation I DWW T DFI R RIHGRANEIIZE TH 5.

BARINZR BB S5 2 05 & 9 2 W25 BI L T, VBB
property &1L 7z average case VBB property (ACVBP)
% FFD obfuscation I & T Re-encryption /78 & En-
crypted Signature /720D obfuscation HVaEHA ] HEZE 41T
FEITES T LA 2007 4 & 2010 FEISRE Nz 21], [22].
Encrypted Signature /52 (ES /570 &, HB A vt—
EANNETBREE, ZORYE—JICWTET 10V ZIVE
$ 7z NG 5 TS b U e S sz 9 2 ARG =
HRTHS. ik [21] D ES 7D obfuscation 1&, ES 4
W7 I LS T« Y RIVELERE M ST &
W EEMCN#EETH S T L2 HAEd 5. ZOFRICIE N
LORMAKRE L, FEDHFRITKFEL THeh, BIRRY
BT 4 VRIVELTTADOT « V2V EREREICEIT B
obfuscation W RMEDFEIAN & TEEARETH S L2
RUTZRT, ES /280D obfuscation (WA /iR R 72
EEZBENS.

HERIID DINAED EmORIOWIZ R L LT, VBB &0
FIWEFD indistinguishability Obfuscation (10) & 5
obfuscation ICDWT, ZIHXY A XD TDEIFKICH LT
10 ZHEHT 5 IED 2013 FRIC [19] THRES Nz, 10 1d,
D DIFIER UY A XD DOEE% obfuscate L7z &

1B BRFED AINTH LT H B %219 2D AJNTH LTI
0 %7779 % BHEL
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I, FN 5O obfuscate T N7z[EIEKZEAIT 5 T & AVGET
BRMIC N #E7: obfuscation TH 5. i0 ZIET 5 LR
BTSSR TE 5729, B5OMEmNEIFL B
BOTIO IKET MBI RERFENEE->TWVS. T
75 LNIGHEREETHREHTEZDT, i0 70T I L0
obfuscation ICXf L TH A BT RKRENEEDbNS. =
72U, BRSOV TR NI ORMAZ <, &
(A /AT NN ST B SRS Ar A N W 117 A e
EDMATREMIC DV TIFSBRDOMAAEDRETH 5.

2.2 White-Box Cryptography

White-Box Cryptography (&, 2002 4FIC Chow et al. I
KOREEINT (13], [14], WEHZ N 55 DR
HEBXUOZDOEZ T THE. MEOX ST+ 2)
aAVTYVery hI—UTRETHEIRAICEBNT
V7TV TRET S ERMEIE—ENTLES
DT, AVT VIRENAIRER Y T VY EE Y AT L
DRM (Digital Rights Management) &PER, AR 5N
%. DRM OFAE, a7V ERR#ET 5ol @i
Ty JEEERAWE T EE L, MERENEL RS T
077 LZEMOI—PICEL, Befklicaryrry
ZA—HPIEET 2 A THS. 22—V, vy b7
Rw 7R, PC, AR—FT* Y, EBNA)VIGKFEOHK
ERNCaY TV EFET DN, T Oz 11—
MHBICYCE T 2 REENH 2720, BE TSI LIS
FHTE2 LIRS RWVERETENET 5. DD, HS5T 0
I LA TIATRES 2 —Y DO MCEIMN TN
5. ZORMICBNTA—YOREENMES T 0T T Lk
fifEdT « IXEEY % T L 7% White-Box Attack Context &PES,
White-Box Attack Context IZ 3Tl DO 5522,
Tixbb, FENEOMERZGONRVEK S EIESFE
% White-Box Cryptography &5, > T, White-Box
Cryptography &, fMifZ > /8—WE5Y 7 v o 7 OMEE
HEFREZ BT 5 TFRO—DTH 5.
2.2.1 White-Box DES/AES

White-Box Cryptography O BARINZAEBIGTLEE LT,
HRDT—T )V eflBHEDE M T DES % AES % %
B 27—7 )by b T —7REMRERES NI (13], [14].
ZCH LT, ZNHOESTXORBHIRE>T—7 )
ORISR LTI SR 2R § 2 BT
ED R I NI [4], [20], [29]. 2014 fEEEE TIC, DES %
AES DT —7 V3w FU— 7 RIEFADETH, SRR
K ORRNICHZ RDOT 2 TEIC K> THEBN TS [24].
2.2.2 SPACE, SPNbox, and DCA

AR DT —T )2y hT— 7 REICBWTHHAEN S
7—7)UiE DES *® AES ® S-Box Z I L THKE N5
M, S-Box DfkB K UHE S-Box DR (T RiiEL
S-Box DHHMHGEREIFIE NS) IIRHENTWS. 2Dk
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O, HEROT—T )Ly b T — T IEEDOREK TIE, R
O ZS T LI TE A>T, 22T, H28%(S
AES O Eb/EBICET 5 RS X DORT ZHic L
TT—=7NVZED, ZOT—TNV2Z2AVTT A ATV
oy FT— 7 DR R LA o @i 7wy g
+ SPACE 7’ 2015 IR E N7z [5]. SPACE &, AES
DIFEAL/EFIC BT 2 X ENEF X OXRT DEG D)
BT —TIWVELTHWEDT, AES LR ERE
5L, TNEOT—T I SRZMINT 5 & ISR
Thd. TOTATT72ZMMALT, EoBIRDRE LIRS
DOEAF OB § B2 2RiD X o Icikat T et
Hoda# 7 oy 755710 SPACE TH 5. 561,
SPACE &0 &dials5 & LT, AES OEETH 5SS
I (S-Box, MixColumns) FZFMM L TSP v bV —
2 (Substitution-Permutation Network) DA ZEH L
TR A QM@ T 1 ZBE S SPNbox Y 2016 IR E
Nz 6].

X7z, DES *° AES OREIIHEE ORI Z 0 E &9 5
kOB L IZEE D, Ta g T LMl —)L® Binary
Instrumentation Z W TT—7 V% FT— 7N 5
HENIC 2 fh T & % DCA (Differential Computation
Attack) A 2016 FICHEEEN [7], DCA KT BV Tk
Uz 7 AREEA DA R OWIZE 2] RSNz, T
D & 51 White-Box Cryptography OFZEI3#H /570 & HK
BOREZRTEMEEL TEHD, RTINS EEHR O
MLHBHDHEHZED TV S.

2.2.3 White-Box Cryptography D&

White-Box Cryptography HwAgE & XN T2 BSEDOHR
M —E AL LT, DRMICHIA T, CAS (Conditional
Access System) & HCE (Host-based Card Emulation) A
HF5N3 (6], [28]. CAS IIBREZEY AT L EMIEN,
T4V RIHEED AV TV ERGEDV EDTHS.
EDL—T I WL ZHEETE 5 K 517 7 AHil#d
HMATHD, HATIE B-CAS HhEMLTWAS. HCE
A —F 7+ N E N7z NFC (Near Field Commu-
nication) 72 {f > TIFFEMAIRGS 2 BT S HEE, WD
% BT — 2 A DEETH %. HCE TR0 JEHfil
PFORBTETIEEF 27 - TLAY FEMEN S N—
R 27D TH 5. LFa7 - TLAY MINESOHE
ZURIRE L, BESUBRRF U 2 2RI EITTES
ICA—F (% /8—FY 2—)b) IKHMT %*2. HCE
&, EFa7 c TLAV R RREEET, AXN—FTF
D CPU B Z DFREZ D DICEITT 2B TH . T
DG, EHON—RFRT 27DV T M T 27 TIC
71— P OMN 2 28— REEST 5 T EMRETH D,
B OMB G 2 D White-Box Cryptography

2 BF a7 s TLAYMEIAY— T 4 UARICHNET BA, SIM
H—RHB5VE SD H1— RICHERKT 5.
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MEHENWREEENTVS

2.3 Code Lifting

Code Lifting l& White-Box Cryptography 33X U Obfus-
cation IZX 9 ZINHNTHRNEZHETH 5. Code Lifting
&, FENSWEOR 2T 5D DICHEAKRD S0
BRENOARGNZEH 72t U, Thzat—LU TEHY
LWEETH 5. Code Lifting (V7 b7 =7 ORIEIE—
THO, MWEEHRFMME O K DB BN
& %Y, White-Box Cryprography & % & Obfuscation

DFIEFZF THiIEZFBIT 5 T L3RS TIERW.

2.3.1 Incompressibility /Space-Hardness

Code Lifting N\O[if % 72 34l 9~ % & N A fEiE & LT
Incompressibility[18] & %\ & Space-Hardness[5], [6] H'E
EEINTWS. ThHi, Code Lifting MTbhb & &, H

S CHE S 21 % T2 D DI EL 7S White-Box Cryp-
tography FHD I — N A X & Z O I # Thif 72
Bt %. H35BEORINERZ 2T IEDICRETZY A
AMRKENVZERBHIZOa—FzaE¥—LkThn
72 5V OTIHEED RV EFHlid 2. EECE, BS
TS LOT—7)vry U= FEDOEE, BEX
MO AT 5D BERT— IV Z TR %
WIE EMMPEEeR< 7%, HEHEFEEED DES *° AES D8,
BEZHETENRE NI RNHENT WS-
&, Incompressibility/Space-hardness (Z/hE V. DE D,

G L1855 & IS T—TILDfEY A AHKEWN

13 £ Incompressibility /Space-hardness Oifif (%58 < 7% %
EBDONBN, TDOIEREIE White-Box Cryptography HMii
DNBEREE L DBESHHICHEND 5.

i 21X, White-Box Cryptography 7% DRM ICfifi &1
B0, 1—PE PCRAY— M7+ Vix EOMREfi>
TaryroozilEss. COEE, BKiROAEY —I3H
RTHB7dT0r I LOY A LG/ NENE EENETFE
BN, Incompressibility /Space-hardness DS Z 41
Wif79 5. fit> T, Incompressibility/Space-hardness D
A&V White-Box Cryptography F=UMEN TV 3 &)
Wid 22 &3 d Le il cidizun.

3. Code Lifting X% D&R5T

Code Lifting ¥fRICOWTHRET L, Mt& /83— 7 b
U = 7 OFEREE NN Z2 R % 2 EF 5157250
HI 5.

3.1 Code Lifting |C K BFRIEER

Code Lifting D558, [F—® White-Box Cryptography
FEAEMNERUFAE T 2R 2 EdT 5. ThHI3aE—TdHh
57z8%, EUCHZNKT 5.

055 AOAREIE—Z S HEZN S DOhdH 5. fHi
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A, TTT LDREDOHER TORHIATTE SHAD
EZHN%. TNUE node-locking[14], [24] LFEXN, #es
DON—FY 7 DA=—7IxEyw MBS e T Tl T L
HAF 5N TEHD, BEfIF SNz Y & DA
bETHRFNE T BT T LI EFEFEIT LRV X D ICHEK
ENB. PCT IV r—yayOREIE—R/RDHIC
PC O/37 L)VAR—F USB K— MMZ R 7)) LI SH
FN—RD 27 2B U NET 7)) r— a 9T
TEIRWMEPAD node-locking DHITH S, Fialliz/N—F
VT BT EHTENREATHS.

BUE, IKKBHENTOBAETE—HRIE, T4
DAYV AEIMTH 5. B, Microsoft D Windows
0S ICHBWV T Windows XP DIlE 1 =— 77X 7 b
F—BANLTT 7T 4= 3 r=E{TbENE 0S &k
BT 2 2 & AT ERW. Windows OS ZA >~ A
F—=IV U7z PC A ¥ Z—3 v MEH T Microsoft DVEHE
@‘%)"7“—/\&3_{:. LT, ERToXx 7 F—0R0EE N

Y= tICET A kic ko TR T B R Y
F:\:—O)%Eﬁﬁﬁ&iﬁﬁﬁ\‘ﬂ%.

White-Box Cryptography ¥ & U Obfuscation @ Code
Lifting XERICE A > T A VRIS K 2 2 HE G H O A
HHTES. TOMRORG Y bT— Tk Y —N
LT BHT ETH SN, White-Box Cryptography D
A—Rr—AT¥H%DRM Tldxy FT—TH#ki L —N
WMEHET ZEREDHTETH S 7D T LERE TR 5
V. CAS *° HCE DEIEAITIANC Y 7))V 2 A LOEEDN
TEB LIRS E.

3.2 WERDTATT
#4275 White-Box Cryptography & % W & Obfuscation
LT, oy 705575 (SPACE, SPNbox) &
Encrypted Signature TRMDHISNTWS. > T, Had
Ty JHERICH D Ay —VR8Ea— R (MAC) &
BT 4 VRIVEL VSR RE I T X B,
White-Box Cryptography S£2£d % & obfuscation <
e —rkkiE (WS {bH/EE#RHZ2NIET IR
VELERED) ZNET ST Iic kD, FEZHRHTE 5.
TATTIE, FRZEIATOMHTHS. EEDRED
AR 2GR CIRFEIFICHI 2 E DRM 327 2 2
Iz erzBBTaizwic, arys Yy EHIET 2R
MY R 2 A X 7 CRlak 71 b V2l HIATT 5.
PRET T b V2R T HEE, TO VDR AT Y
7LLJ’OU%MI@?’J‘E&ﬁgﬂTCi&'573111\. Bz, A
VRRRE I — FZ2AEAC EIRNIEED, (FTE %9435
fJ‘B)‘ vl — VB — RERR L L“C{; 50, Hih
EESTER LD X ST T b )V zRIFTETER

3 az=—77Ew ik LT PUF (Physically Unclonable Func-
tion) D NZHAVBHHAEEZEZENS.
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5. ZOldicld, Tu ) ERETEZ TSI L
MHZNCHFENS 2T 5 2 LU T 5T LN
TERWHE, DX O ERESERNEERDENSD. o
T, White-Box Cryptography & % & Obfuscation IZ &
ZReak 71 b )V ORI HERESS R 2 7 e
BHEV. BRNE T 10T LEstg e U TS TS
P & BEREC R 2 2B T 2 2 IUANGEFiLEE LTHE
TR & > 3= T b7 2 7HHIS N TV 5 [25], [26] 72
b, T O THRENZENEM 2595 2 LN TES.

3.3 ZERITREAE
Bl LT, 2—YIchi5N% DRM FOHEET TS S L

ZLLRDOXSICHKL, #2568 %2Hd5. YT

VAN = VT EIGET S.

AVFVY « TOINA S aVTFoVEea1—YEEHL
Gk Lizay oy aEry hI—2%ELTIER
I—PA\BMET 5.

DRM BE70O55L: v NT—=IE%ZE LIS
ftarsr>oyeEEs U THET S, el —/ &8
7'a ka9 %.

SREEH —IN: OV Ty - aNA ROV EIER - E
HI 50 —/NTHD, IERI—PICEA L7z DRM
oGS LI RS UTEMT 5.

ERI1-—Y: avFry - 7TangsZe o141y A%K
ZxZb L, DRM #ET 055 L2 b, Thi
E OIS TEIEE Y, av T Y HEET 5.

REI-Y: avFry - 7TangZe o4ty A%
ERDET, TALHOFETIEHLI—YD DRM #
£ T I L ATL, ZTNEED OB TIES S,
VT RAREHIEL K5 LidABb.

3.3.1 DRM B&707 5 LDIERR BT

DRM 4707 I Lk, EHI—YZNZThIcE xS

TS LERDBZEHICAVTVY s TanARick->T

RDE S IHERK - BdfiEhb.

(1) Z427% White-Box Cryptography 32453 % W & Obfus-
cation FEZHET 5. 121X, SPNbox DTV
VS 7175 L& SPNbox D A wt— VR —
RERTT T T LEEKT 5. TNTNEE 28 7%
WV, I—PHEENEHEREZEDET 5.

(2) IEHZ—PICID ZH|D YT, ZOID & Fidar T
viES s L Ay —UiEa— RERTa s
T LR, BROFEGE T 0 k a)Lx g Uiz DRM
BAETT TS LEERT 5.

(3) iRt 7 7T LT it U THEREE NS Z (59 %
fif 2 > 8—{b7zdH$ 5. HlZE, H O 2 >
IS—=Y T BT 2 TERRUTE T 2 > 83—k d %.

(4) Mt Z >/ 8—{b& N7z DRM 47055 LEEHILI—
PIhAd %.
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3.3.2 EREET—NN
aAVFUY . 7Dn4&d&i®m£7mb:w%%ﬁ
T507ILBXCI—Y, ID, S/ A, BS{LH#,
Awb— VRO — RAEREE, XT7—X A% @T%T—
ZN— A7 GRRE T — N\ ICFHEET 5.
3.3.3 Zokaw
IEMa—I3fEdA SNz DRM B 7079 LEEH7O
BRI A VA=V LT, DRM AT S LE2ETL
TayrryzHiET 5. F47EN/ DRM L7179
LIELL RO 7\ s )V iBiEt—N e T3 5.
step-1 [ifZ >/ S—{L &N/ DRM BE7T 075 Lk, %
DI—PHPHEL 2T VT Y RIEEENTIITE
N%. PN, a>s > yHEEERE LT, 21—
fREENnNcary 7Y%, 1D ZiliEY—\ICik 5.
step-2 FRREEY —/NE, a7 UV HEEERZRZITI0,
IDEF—ELLTT—EZN—AZKKEL, TOID D
A—FDOITA RV AFZMNBLUCRAT— 2 AT
%. AT—RRAZA—FOHEEIRNOLERTH .
step-3 ALY —NE, TA LV ABRURAT—X AHEF
A5 a2 7 2 UHEEERIZ S, 1D, av T U4,
a7 Y HEEESRORETCT RLA (], IPv6 7 R
LA) ZAT—Z ik L, Z0OID O1—HIchd
L7z DRM 47075 LIMES TES XS IS
ftLiza> 7> ZEKT %. HEERIERELZ A7 —
2 AN B
step-4 FRAEY —/NE, FERFECK Req 2 DRM fi4: 71
PS5 LCEET S, ID, 3V T V4% name, W%l
timepeq, IXETCT F LA address, HLE nonce 7%
LAy =Y

Mpeq = ID||namel|timegeq||address||noncel|etc

EER L, ZTNEZD ID O2—HIchifi L7z DRM
HAETTOT S LHESTES XS I S{E LIRS
R RBAEEK Req £ 9 %.

step-5 DRM 47075 LI, ZFH-> 7238 EK Req
ZH5 LT Mpeg ZHO L, Mpe, I timerge,
A LIZA Y b—

Mpep = ID||namel|time geq||timegep||address||noncel|ete

IS 2 Ay —VF8Ea— F MAC 24K L, 785
Y= Mpep, & MAC %Z23%52%™4.

step-6 ALY — N, RIFH ST Mpe, & MAC D85
PR Req IS T BIE LW A v—VF8EEa— R, D
E0ZDID OL—PICEA Lz DRM AT 7S
LY Mpey WG timege, ZHHA LTz A v —I1Th

1 ZOEEREET 8RR DRM HET 0TI LICEDTE
%, MRep & MAC @Hﬁﬁi%m_nﬁqj— 7\1:&575.5&{)7&713 }‘
VDV EDET S,
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UTIER LT X — VBt a— R ThH 2 T L =235
T5. BAEENTGEE, s bLicary sz
M= VI THBAEL, Mpep & MAC ZAT—H A
ICRER L, MHODIRETLT FLAMD Mpe, &IV
D Mp,, EZTNUKT B MAC" &2 F B> TREAEE
NTRLEIN AT — 2 AR SN TWiRW T & 2R
T 5. WAEENZVGEED B WIFMOREETT FLA
Mo Mp,, & MAC %2323 B> TR¥RE S N7zl
AT —Z AICREREN TV BEGEIZRD step LAFD
WERZrRlT L, A 7—Z Aozl L, 7
DID =TTy 7 UAMIANS.

step-7 DRM HE70 75 L&, BES{blLizarysoy
ZREL, HEL, BETS.

step-8 FRELY—/N& DRM AT 7S L0E, a>vry
YVEARICHEY) R XA T T step-4 h' 5 step-7 &
#OIRd.

step-10 IV 7 VY OMHEENET Lz b, FEEEY —NF
IR T RS 72 A 77— 2 AICELER T 5.

VT - TaNA R, 7Ty ) AMIREREN
72 ID O a—HIiTx UGyl miczis. flail, 2o
I—HITHE B BN 5 DD /75T Code Lifting T
TLESGEAIRHT LW DRM HAETTO TS LEER LT
Bdfi L, LD DRM HET 07 I Lh60ay 7 Uil
BRI ZIRFIRNEIICT . ZOI—YNAREL—
PICEMKIMIC Code Lifting LC DRM #4705 S LA
LIz EMVIIH L2581 T A 2 AR ZfRIRT 2% T
H%.

3.4 EE

Code Lifting W& LTA Y S A Vit M LI £ &
FUTIRI51E T, Code Lifting & N7z D IENEAE
L WA AR UK A O SEENGEAE 7' 1 k a)b
EETUGTNEZERITE LTRIBEE R L. Thid
Fl—DFRENMEREFEL TV TH, BixsRlaIicary 7
YEEMTON AR BIEIEY ROy T Y HEERE & Bk
¥HH5TH5. il EFI TR GEZH N, T4
T 2 RIS U TRBHCEBOFEDFITZHAT 5 DRM
VAT LR T AT EEARETH B.

RIS ZZFEE 71 k)L TClE Code Lifting 747D E
DB EFTERND, I—FICEBENEL Code
Lifting EN7z5AE, Zo3ER M bd % 2 LA AHET
H5.

CAS % HCE OH&1E, WAMODY 7))V A LiEENT
2 LMLV, ARETRRZERITR G ER
ZOEFETRICHTZRRWY. CASDEEX, avry -
TONA BN A—PIHOET %2 AT LD T, )iz &
A VT TIERFEHT B J57ED Code Lifting RO T
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DL LTEZALNS. HCE DEHIEE, 22—V DAY —
N7 4 U BPEY AT LEEEANRF T — 2D %SNS
DT, PFY AT LiREMRADOZEMH 2T 5 C
ENHRETH B, RADLZHEMH 2R LR EFFv v
¥ a [10] FORHEOMFENBEIC RS,
Incompressibility /Space-Hardness ODfFEHNC B LT, i
A2 DRM £ 70 7T LIS IO THEH & N T A3HE s IR
HZAWBLUTORS RUERMNEAZONS. BRERE
W25 TEBME 8=V T b = THERR T %
FIAT UL, T>737 Fix White-Box Cryptography J23&
ZR I T Lk 2 28—k TES. TOHA,
ZD7TarZ Lir 5 White-Box Cryptography J25721) %
I U &S & UTEREReZE IR #EE 0 7z & hll S IR 8T
HB. TOEZHESHTNE, I—YORIBIAEET S
T4 TR 08 1—x)VE LR TR DI 2 > 73—
VI T THERKT A5 EAHETHS. TDLE,
Code Lifiting DX#5¢l& White-Box Cryptography F¢%57% 7
MR IS=V T by 2T ER5D, JE—9FXEY
A A %, $E> T, Incompressibility /Space-Hardness
DFMiA & White-Box Cryptography F23ETidia< T
Incompressibility /Space-Hardness DIz 55 5 Z &
A[REZR DT, BERELCENEEMEIX Code Lifitng N\OXfH & L
THLAMNGHEREGNETH %.

4. L&

White-Box Cryptography @ Code Lifting %= fat L
7z. White-Box Cryptography OFHEZ{EHM Lz sk e L
THYITAVTHRERTAT 270 b )V ZREL, [FkF
ZEIATEHRB L THIGTES T 2R L.

BTz K 51T, Incompressibility /Space-Hardness
DFMAEV White-Box Cryptography F23ETid7a< T
Incompressibility /Space-Hardness Ofif 2588 5 T &
AJREZR DT, FEREUEEINEEMEIE Code Lifitng NOXfHR & L
TLEMGEEELZEETHS.
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