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Abstract:

Stealing confidential information of the database has became a serious vulnerability issue of Web applica-
tions. Defining the whitelist of SQL queries issued by the Web application is a countermeasure to detect the
attack. For large-scale Web applications, automated generation of the whitelist is conducted since manually
defining a large number of the query patterns is impractical for the developers. Conventional methods for
the automated generation are unable to detect the attacks immediately due to the long requiring time of
collecting legitmate queries and require the application-specific implementations which reduce the versatility
of the methods. In this paper, we propose a method to automatically generate a whitelist using issued queries
during Web application tests. Our proposed method uses the generated queries during the application tests
and does not depend on the specific application, which results in improved timeliness against the attacks and
versatility for the multiple applications.
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> a v OISR X > THRITI 05, BAFE ORUES
Dy X)) ERIEEHTCELDSHE LTS,
FFEEE T, 7—F X—2 70 ¥ & LT ProxySQL[7]
ZEAL 7. ProxySQL 12k, ZIJH->77 ) ZINEL
7 L) REEICE L CREET B EEREDSH D, _@%ﬁz%?ﬁ
74 MV A ORISR L7, 7, 7—F_X—2RITIE
ProxySQL 234 R — F L TWw3 MySQL Z#M L, article
T —7IVIC title A 7 L & content B 7 L EIER L 7z, Web
7 7V r— a v OFEEEIZIE Ruby on Rails 2 A7z, &
1Dk, artlcle‘?‘ g ?TL"C PRUEL, 7—%
—& - RAER, T—2F OHEH, T—F DHIBRDOEMEET
AAXY Y FRFERLI, £k, SQL/f/‘/lﬁf/El YDA
YUy avolfiggtkdid b article % title TR T 2
Ay Pkl 7,

4.1 1”74 MJ AN False positive & False negative

3.2 fi TR 7R BT HEOWMEFHED &, RETFHER,
SQLA v Yz 7 v a vIRBRZRNZ(BAITES LEZS
N5, Fil, REFEHETIE, 2TDO Web 77V 7 —
avhRiTT a7 LY 2RI A PYRAMCERT S L
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I TE R\, False positive BHAET 2 EEZ 65,
INoOREEHRT 2701, FEETIE, TAMAN
L v PIZX T % False positive & False negative % Gl L
7o, MEFEETAEIANL Yy DIk THRTIA FY A B
WCERS NS 7 Y REEDELT 5720, FEERTIE Web 7
TVr—=2avDFT A ANy POHIIEITo 7. Web
TV =2 avdT A ANL Yy POREIICE, TAb
RRCRTINALY —RAa—FOfTZ25HHl L ¢, fTHATD
ANy P RET 5 SimpleCov[9] ZFIH L%, A7 4

FURMCERT S 7 T URREICIE, Web 7T 7V 7 —> 3
VDT A EFETLIEIC, ProxySQL ICRI#RI N/ 7 =
UEEMAL, = PVBER2BEOETA FY A2
R L 7z,

E¥EI7ZVF—=%ELT, 77990 oFEHT, £1
IR RAY Y F2E> Web 7 7' 7y —> a »IZ HTTP )
XA FET, ZOMICHETIN1THO 7 ) 2R
L7, ABLAEREZ 7V T—% 374 Y A 2R
HLT BRI nszrsx) %A L, False positive
ZEML, FIERI7ZYVT—=5ELT, Web 77V 7 —
¥ a v D article % title THZRT % XV v FIZ, sqlmap[10]
ZHWTSQLA v P27y a vIKB%E&EAE HTTP Y 7
IAF#ITV, ZOMIC Web 77V 75— 3 vh 65T
SNt 265 oy ) ZHE L, HELAIER7 Y
T—=FEERT7A MY AMERBALT, BHACTE Lol
TV %A kL, False negative #HH L 72,

FEAERIE T A B AL v ¥ 68.97T%I % L T, False
positive 23 17.65%, False negative 25 0% & 7272, Bk
B & D, False negative I3FAELTE5T, SQLA v =
7y a vBEBICL AR L) 22 THAITE 2 L¥D
2%, F7z, False positive I3 17.65%F84E L7278, IEH
BATNZE 2T Web 77V r =2 a v 3RfT$2% 71

D— LB 5 2 LB bhroTz,

B 74 b Y R MIZ False positive 28%4: L 22 KD
THEETL, RLIORTETDOAY Yy FIZRNLTT A MZ
HREhTEBY, FTAM ANV y PORHICHEEN T
7273, False positive 23%64: L 7z, False positive & L TiR
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BAZ N7 ) 2SR T,
e UPDATE ‘articles’ SET ‘content’ = 7, ‘updated_at’
= ? WHERE ‘articles‘.‘id* = 7
e UPDATE ‘articles’ SET ‘title’ = 7, ‘updated_at® = 7
WHERE ‘articles‘.id* = 7
e UPDATE ‘articles* SET ‘title = 7, ‘content‘ = ?, ‘up-
dated_at* = 7 WHERE ‘articles‘.‘id* = 7
HMAINL 7TV IZETERLICEBITS PATCH Y 7
I A b &ESLIRFICEIET %2 UPDATE XV v FB%TT
57XV ThHolk. TN6DITYBRITING»o
A, 7R PRI UPDATE XY v FBEHL LI L L
TWw3 article 7—% &, 77— X—2Z_EIZH 2 HHHTD
article 7 — ¥ 23E—IZ > T Z ETH 5. HHHIOD
article 77— EFHEH L k9 & LT3 article 7 — % 23FH
—®IF, Ruby on Rails THEEEL 7% Web 7 7V r—> a v
¥ UPDATE @7 =) 2547837 A MIRNT 5, F,
UPDATE % YV v FOMIIZT A b ALy YOREPICH
BEND, ZOIEDDL, TANT—RICX o TIRATS
N7 Y BH Y, False positive & F: S8 2 K &
5B EDMERTE., ZDLI) R —RAITHIBL, False
positive Z &K T 572012, REFEICL>THRT7A MY
A MIERSIN o7 ) B HIEPBELE 25,
F 74 b1 A MIZ False negative 23%64: L 722> 72 5A
IZDWTHELET S, ERRTIE, False negative (X1l S 4172
Pofedd, 328 TRz K I, FTA PV AT A
FREDOAFEITIND 7 T BEENTED, False negative
ZRAEIELHRELDH S, 207D, FT7A FY AR
LENLZTAMNGOARTINE 7Y DRGEZD I L
VGO e AL 2. HEOME, AV MY A A
FIZHLTT A MRDOAF TSNS 7 213 39.13% &
nTEH, FFncnirsrzVo—EEZMIRT.
e ROLLBACK
e SELECT COUNT(*) FROM ‘articles’
e RELEASE SAVEPOINT active_record-1
e SAVEPOINT active_record_1
e SET FOREIGN_KEY_CHECKS = ?
e SELECT ‘articles’.* FROM ‘articles’
ORDER BY ‘articles‘.‘id* DESC LIMIT ?
e DELETE FROM -‘articles’; INSERT INTO
‘articles’ (‘id‘, ‘title‘, ‘content‘, ‘created-at‘, ‘up-
dated_at‘) VALUES (?, 7, 7, 2, 7), (2, 2,7, 2, 7),
(7,2,2,2,7);
e SELECT @QAQFOREIGN_KEY_CHECKS
e SELECT @@max_allowed_packet
CORRDP S, REFETE, RilLltk) RV
BERO7ZVERIMTERWLI E3bho, LaL,
SQLA v 27y a vKEIZ Web 7 7V r —3 a VS5
19227 ZVIERED SQL XF 2 vy 22y a v
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22 LICE-oTCHIERZTRD, ERRLZ7ZVREE —
T HAREEREFEZ NS, OB S, FT7A
I Y A M IZ False negative D35E L ko7 &EZ 65,
ZD0, REFHEE, SQLA vz avRBIZX-
THITINEAIEZ ) OWRANCAZITH 5 LHFEZ S5,

4.2 R"I7A4 M)A MOBERRA

33HTHBREFATAL PV A LD Y P Y EICHKAEST
WWYAMDIRERITABZEZRTIOIZ, AIE7ZYD
HEZRTIV 7 b 272 FEREL, EEfrhol, FHi

LY 7927 7TlR, 7ZYVDYFI5L%2 T L—AF
S EEMZ 7 ) EEE XL TN v aT—7
NELTHRTIAPYAPEZFRLTWSE, Z2LTC, DY
Z7h727UE, Ny aT—=7 NV ERCTEATL LS
26Nl ) OWMEEITY, AL 702 EHEH I
WHT2, AL PV R LDV P YKL 28540
EHICHAETER L2 R TRDIL, T P23
ZD 1005 THB 2300 HOF T4 YR EHEL .
£z, Ny vaT—7rEHeuEEZZ Y YIS
L CHYBICIHEOFMEEDEZ 5, F 74 b Y A MCER
INTRWIITYVEZHEL, IN6x2EELALZY 71
7 =75 2, CPU OFERRPLIC X % EATRFE D& %2 1
Z 570z, WAL 2R % 1000 RIFHAL, FHE%
BWH L 7. 5EEuE, CPU 2% Intel Core i7 3.3 GHz 2core,
AEYH16 GB DEEEI T > -

FEROFGR, WAEICHE L 7PN, = Y23 M
DWFIZ 140.8us, T b V2300 HDKEIZ 151.9us TH -
7o, ZORERDP S, BEICEL 2 PHRMEOZET 11.1us &
MNEL, ZV M YED) A MEGICET 2MICE 2 55
BRINZ LI EDHERTE T,

5. ER

REFHIE, BET A FE2HVWKERE 7o ANTHRY
A FVAMRERT S, Zuc ko, BAFEIX, MHED
B 70 22 EHT 2 2 L BFRE2TA, PIFROEK
TAIEZ ) OBWANCHIATES2 R 74 P A MERS Z
EXTESL, TAFI—=FEFK T2 ANT Web 77
Vr—2a v DOEBRINGU TEMINS 70, BIFE DR
THERINBZFZTA FY R MRFEITEINE 7 V) IELH
HoHBEITOMIBTE S, £/, BEFERT—FR—
A7axe Tz ENELFT7A PR ERERT 57
b, Web 7 7’V r = a v OFEBIIRFE T, #HED Web
TV r—vav oL CHHTE S, s DOREL
5, IRETFERZHE - DFEETEHED Web 7 7V r—> a v
IGHATE, »ORETFELZEATS I L1225 Web ¥ —
EADRFEPHEAICE 2 2BII/NInEEZI NS,

4.1 i cOFEBRERD 6, RETFEE, SQLA Y=V
CavHBICL o TRITENDAIEZ Y ZMAITE S 2
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EDPMEREI N, Lo L, £ CoREREINIAY v FITK
LCTAMZERLAZELTD, XYY FPRHITTEI L
JIZT AN =R X > TET 285603H 570, 17
ARV RAMCERTERWI ZYDFEL, EERI Y
DR TL £ 2 EDMRINL, BRI H
72, 1ITHOEFEZ 7Y TF—=7D17.65%TH % 3
Hor Y ThHotz, ZDIEh5, kKB Web 7
TV = a VICREFIRERZEAT 28548, BTV
DMLY, BRASING 7 VIR TEEEZ S
N5, ZOMERBERTEZDIZ, Web 7 7V r—>ay
WHITTE72)VDHN, x4 FYRMIERTERDS
77 ) 2D OO HFEOWRBBETH L, £, &
T4 PYANMZIE, TANT—928HT272)DL)
BT AMEOARFEITINDE 7V ZIVDBEENDE, ZNoDY
TViE, 2—HFANIZE>TWeb 77V 75— avhb
RITINL 7)) TR L, T=7VDT—% 2 THIER
T35XI) %7 T )DREETNGEICIE, KEMNE)HFITT
LEID, TTAFPYRAMIEDDIRETIER Y, Z0D
72, TAMRROARITIND 7 Y ~ORUIT DMK
DRETH 5.

42 fiDEBFER DS, 7T UEEF—L LIy
T=7NVEHWT, A4 PYAMERBRETLZET, Y
APDIY P VENY R P EEAT ZRRICE Z 28
INEWT EDMERTEL, DI ERS, KBS Web
TV =y a VICREFEEEA L 25BEY, Edicy
A+ EBETES,

REFHEIZ, F74 FY A NOERTEORMEE, £
THER L 2 AL 7 =) OFAEER L 4 5 v > — o Mifil%)
B, Web ¥ —ERADRFPLHEHNOHELZ /NS (X
EBTZ2SQLA Vv 27 aryiRe LT, ARIH
HTzstE20N 5,

6. ¥&&

ARETIX, Web 7707 —s a DS 27— % _—
AZFHITINDAIE7 2V 2 BAIT 572002, ¥ 7ot
ADTAMCERL, TAMHIHETINS 7Y ZH0
TWeb 7 7V 75— avdBiT9%572)VDFT74 Y
A+ HECERT 2 FE2IREL, FERICXD, RET
ORI ORHEZFHI L 72, #RETFHER, FFE 7 v A
F7 A4 FYRFOHBEERZ AR EI2X>T, Web
Y —ERADOMFH LEAFOAMEEIHEL 2D, FIE/ T
YOWMZIT) ZENBTELLEEZOND,

KBS, EFFEIFISQLA VP27 a vHBICk-
THATINIAILE Y =) % False negative Z FAE X TH
HTELZEEMRL, SQLA v =7 a v REIH
LCHEMCHATESL Z Edbholk. LL, MRET
LAYy FIZNLTTAMZRBL Tz LThH, T4
b= A Lo THIT 7 T VIR L 256035 5 7%
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&, F74 PV RMIEFEINRLT Y DHEFEL, False
positive BFA:T 5 Z L DER S Tz,

SO E L TlE, False positive Z KK T % 72912,
Web 7 7’V r—> a 374572 )ON, x74 Y
A MCERTERPOR IV EMH LODAHER, T—
FR—AWT AT =8 288 T2L) 5T A MREOA
WKRITEINS 7 ) ~NORMUTEOBRI DT o s, £
7o, S, REFEOFT7A FY R 2O BHMOKE
e, REFEOEAILLSE Web 7 /Y r—>a v
ET = R=AMD VLA T ¥ > —~DEEDWGEEP KB
7t Web 7 7Y 77— a vIZEIT % False positive & False
negative DIRGEZ 1T .
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