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A Study of Attacker’s Image
Based on Classification of Programs Presumed Cyber Attack
Used Packet Data Observed Long Term

SAMEJIMA AYAKA! AsHINO YUKI? Sucyo KazusHI' YANO YUKIKO! NAKAMURA YASUHIRO?

Abstract: 1 suggested the analysis method of the communication data for the purpose of finding a cyber
attack and the research activity that I attacked slowly for a long term without letting communication and the
behavior of the damage terminal produce a sudden change in approximately a cyber attack in late years to
evade the cyber attack measures technology that became mainstream in this article. It suggested technique
to classify the programs that a sender used from communication data that a sender used the program that
behaved according to intention of the sender by all means in that communication data existed. At the same
time, using the analysis technique that I suggested, I classified programs from communication data by ana-
lyzing the communication data which I observed with the sensor which the writers installed on Cyberspace
and showed the effectiveness of the suggestion technique. Furthermore, I report it because I considered the
assailant image using the program from the communication data which I classified.
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Fig. 1 Communication Model from Shannon and Weaver
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Fig. 2 Proposed Analysis Technique
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