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Automatic Enhancement of Script Engines
by Appending Behavior Analysis Capabilities
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Abstract:

Malicious scripts have been a crucial attack vector in the recent attacks such as malware spams (malspams)
and fileless malware. Since malicious scripts are generally obfuscated, statically analyzing them is difficult
due to reflections. Therefore, dynamic analysis, which is not affected by the obfuscation, is used for malicious
script analysis. However, despite its wide adoption, some problems remain unsolved in dynamic analysis. For
emulator-based approach, implementation differences between real script engines and the emulators cause
an incorrect execution problem. For system level hook approach, semantic gaps occur between executed
scripts and observed system Application Programming Interfaces (APIs). In this paper, for narrowing down
the semantic gaps, we propose a method for automatically enhancing script engines by appending behavior
analysis capabilities to their binaries. We reduces the semantic gaps by considering language elements that
are specific to observing scripts. Our method conducts dynamic analysis on script engines using predefined
test scripts. Through the analysis, we mine the knowledge of script engine internals that are required to
append behavior analysis capabilities. This enables to add analysis functionalities to arbitrary script engines.
Experimental results showed that we can apply this method for building malicious script analysis tools.

Keywords: malicious script, dynamic analysis, function enhancement
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Fig. 1 Hookpoint-based categorization of script analysis sys-

tem construction.
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1 original eval = eval;

2 eval = function(input_code) {

3 console.log(’ [evall code: .’ + input_code);
4 original_eval(input_code); }
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Fig. 2 Overview of the proposing method.
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1 Dim objShell
2 Set objShell = CreateObject("WScript.Shell")
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Fig. 3 Concept of hookpoint detection by backtrace.
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Fig. 4 Concept of hookpoint detection by differential execution

analysis.
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Fig. 5 Modified Smith-Waterman algorithm.
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Fig. 6 Execution duration of the proposing method.
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