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secure update framework using a blockchain for IoT devices

KEIGO NAGARAT:®  YuTaka MATSUBARAT!  HirRoAKI TAKADAT!

Abstract: In recent years, the Internet of Things (IoT) equipment has become widespread, and its vulnera-
bility is also clarified. Attacks that exploit the vulnerability of IoT devices for stepping stones of distributed
denial of service attacks and illegal mining have also been confirmed. Therefore, a secure software update
that can fix vulnerabilities and improve functions is required. In this research, based on the existing frame-
work, we have proposed and developed a secure update framework for IoT devices utilizing the blockchain.

By using the blockchain, the tamper-resistant and low-cost framework can be realized.
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