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Permissioned blockchain technology is quickly evolving to provide a general blockchain framework with
identifiable participants for a variety of business applications. Identifying software and hardware bottlenecks,
which limit scalability and performance, is challenging due to its complex architecture, which is distributed,
replicated, event-driven, cryptography-intensive, and modular. We propose a methodology for hierarchical
bottleneck identification which can be applicable to permissioned blockchains. Our approach identifies soft-
ware and hardware bottlenecks by extracting queue lengths of a conceptual layered queueing network (LQN)
from profiles of threads sampled from the target application. We also use a graphical notation of the LQN to
visualize the bottleneck resources. We demonstrate that our approach identifies bottlenecks in multiple con-
figurations of Hyperledger Fabric, which is an implementation of permissioned blockchain developed as one
of the Hyperledger projects hosted by the Linux Foundation. The measurements are done with blockchain
applications, foremost among which is an application that conducts post-trade processing for a stock market.
Our analysis indicates our approach allows us to optimize Hyperledger Fabric by identifying performance
bottlenecks, despite of its complex nature involving many kinds of software components. We will also show
in this paper that our profile-based approach is particularly useful for agile performance optimization over
rapidly evolving complex systems, like Hyperledger Fabric.
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