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Abstract: Some modern malware programs target Raspberry Pi and analysis of malware behavior in Rasp-
berry Pi environments is needed. Some malware programs for PC environments detect analysis systems such
as virtual machines and then execute analysis evasion activities such as execution termination. Malware
programs for Raspberry Pi environments can also execute similar activities and understanding the threat
of them is needed. In this study, we show a method with which malware programs estimate for analysis
evasion whether their Raspberry Pi environment is a virtual machine or real machine based on performance
information only. In this method, malware measures the performance of basic operating system operations
relative to those of integer arithmetic operations, and estimates by comparing it with a threshold. The
characteristic of the method is that analysis systems will have difficulty in determining that the malware
program is attempting the estimation. We executed programs based on the method on a virtual machine
and real machine of Raspberry Pi 2, and found that the method enabled accurate estimation.
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£ 1 Raspberry Pi 2 DRV OMHE

Machine model | Raspberry Pi 2 Model B Rev 1.2

Architecture Armv7 rev 4

CPU Arm Cortex-A53 (900 MHz)
Memory 1 GB

oS Raspbian 8.0 (Linux 4.9.35-v7+)

%« 2 Raspberry Pi 2 DR~ > DAk

Machine model | Raspberry Pi 2 Model B

Architecture Armv7 rev 1

CPU Arm Cortex-A7 (900 MHz)
Memory 1 GB

oS Raspbian 8.0 (Linux 4.9.35-v7+)
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CPU Intel Core i7-7700 (3.6 GHz)

Memory 32 GB

(O} Ubuntu 17.10 (Linux 4.13.0-36-generic)
Emulator | QEMU 2.10.1
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TEVRYV] 2 ZEMONA T T—2Z22E L5
KER DA FICT — 2 ZIEET 2N 20 IRd). Pl
& TRy OBBARTIC, —EROBEGHE 2379 %
AL RZHENT S, TOFAL Yy FIFBEGHE O T2
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uint32_t load(uint32_t n)
{
int i, j, sum = O;
for (i = 0; 1 < n; i++) {
for (j = 0; j < 1000000; j++) {
sum += j;
}
}
return sum;
}

N /
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R4 FExvrTHMELEONEZ QY RES Y U tiD7z

DA T ORMH
Pipe Exec Fork  Forkexec  Pagefault
A7 | 1046411 17836 30509 11304 18995660
B[ 523205 8918 15254 5652 9497830
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Raspberry Pi 2 D~ Y ETHEL TGRS NZRaT
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NTNEOMER FREIS T L&, JEENEEED, #<
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e 5. ZTOLGICERITREIE~Y YV Th s L HIE
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5. RERER

FATEREMMAE S ¥ Vi~ Y TN 507 R %
WCHET 27U S L RETOT S L) ZHFEL, #
D Raspberry Pi 2 REFICEBENTCHE B Y T LI KB
HEFERESD IR ETo 7. COREE, FHiRSRTR
DYERENZHSMNMCT ST EZHNE L TWS. LD
BRETHE 0T Led L.

(1) R1OFEITY

(2) £10OEITY (Jz7ZL CPU AEZHE LK) 5T
Ot Az 4 DELT

(3) FAMRY YA (GE3) ETHITLIEL 20 RME<x >
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Y <y I YO T OfREIREL)
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CPU Intel Core i5-4570 (3.2 GHz)

Memory 8 GB

(ON] Ubuntu 18.04 (Linux 4.13.0-25-generic)
Emulator | QEMU 2.11.1

K6 YU EMESEERA T Y C DR

CPU Intel Core i5-560M (2.67 GHz)
Memory 4 GB

oS Ubuntu 17.10 (Linux 4.13.0-37-generic)
Emulator | QEMU 2.10.1
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Pi DEIRTIE, SNV 7 & T 7 TV r—>a b
EOTVBZEEEZ. HIZIE Web Y—I359, ¥ 57—
RN 55 E T 0TS AW TN ST ehHb. Z
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HITENBYPL a7 % taskset AX Y RTRET ST &I
EoTHHALE (REa7HE40FEFETHS.

KEASR 2B 3 1IRT. AR TR ETOREMIE 5
BIDORITTOEITH 5. 7T 7OHEE, Bz 1L
LTIEHMELTMR R a7 2R L TW0W5. LTz (1)
M5 (6) DERBEE, 757 TEZENZN Physical, Physical
(extra load), VM on host A, VM on host B, VM on host C
(4 cores), VM on host C (2 cores) IcHfIi LT 5.

HET TS LR ZI 7R 10 EabidEx v,
LO RS~ >V EHET 20, 2 DEFICBY
TIEULWHEZTIT> Tz, HIEZFR S T2DIE, Physical (extra
load) DERBEET Fork & Forkexec DEAREGEEZ W5
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BELZ0D, CPUAMMNEWT BT LBEINTNS
Ky R~ THBEHETHHENEND 5. i
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REVENHAEN, EOMEREE BEE TRE AN D >
Te. TNSOEAEEZFIHT IR, CPU BN T 1
55 LINEIN TR ER Y OBRESR, HlEE N5 ERED
DLRFED CEBETHIELWHIENTE SRR GV, X
7z, RARMY VOMREN EAWBIFE, R~ > ETHl
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PERED VAR A R Y A ETORATTERE, KV
Y ETORIT KO RIGITAEL, IELWHEDRETH 5.
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Pipe Exec Fork Forkexec Pagefault
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Load only  Pipe Exec Fork  Forkexec Pagefault

m Physical
m VM on host A
m VM on host C (4 cores)

m Physical (extra load)
VM on host B
VM on host C (2 cores)

4 BREEE DI TR

HE T TS LDVBEEBIEEOIITICE LR 2R 4
IRY. ZNHORFIFEREIC K > TRELE SOV T
%. KR, AfEinZ iz (2) OREI T IATRIRIA KRS
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A7 % B CTHRENSEIZ T LI DR > TS,

6. &R

6.1 TI\ARDEE

AL TIE, FATERBIN Raspberry Pi 2 DHEI T V%
RS U TH2B T b, BERENHENNITRT G
7 73A A fingerprinting I &> THEL TW2 EREL T
W5, ZNZz{ET 2 F TOHDIIAWIEDOHFHN & L
TWaH, Yl s ENHhDOMEHD Raspberry Pi Th
5T VT 7 DRERGE R LICHETETWVS
F—RAEWTIIHRVWEEZS. FhiE, 2<o~x) o7
I& Raspbian O7 7 4 )V MATH % pi LW 5 1—H 1D &
raspberry £WHIRAT— R TRT A U 7Z2ilP, THHIC
K074 ORINE, WRD TV Raspberry Pi T
HBHT eEEmRET SO THS. Rigtid, HEL:
BRI NEZBEICHERZEDE TV S,
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JratA 1 (PID: 28670)
pipe([3, 41) =0
pipe([5, 6]1) =0
# communication-peer process
clone(...) = 28677
close(3) =0
close(6) =0
mmap2 (NULL, 8388608, ...,
... |MAP_ANONYMOUS|..., -1, 0) = 0x7658£000
brk(0) = 0xb99000
brk (0xbba000) = 0xbba000
mprotect (0x7658£000, 4096, PROT_NONE) =0
# computation thread
clone(...) = 28678
write(4, "\O\O\O\O", 4) =4
read(5, "\0O\0O\O\0", 4) =4
write(4, "\267%\1\0", 4) =4
read (5, "\267%\1\0", 4) =4
ki11(28677, SIGKILL) =0
--- SIGCHLD { ..., si_pid=28677, ... } —--
wait4 (28677, ...) = 28677
J
\

Jrt A 2 (PID: 28677)

set_robust_list (0x76fde280, 12) =0

close(4) =0

close(5) =0

read(3, "\0\0O\O\O", 4) =4

write(6, "\0O\O\O\O", 4) =4

read(3, "\267%\1\0", 4) =4

write(6, "\267%\1\0", 4) =4

read(3, <unfinished ...>

+++ killed by SIGKILL +++

. J

K5 YATLIaA—)ILETTF L4 (Pipe)

6.2 RETY VRHDERDRERK
SRS T RO R~ o VR T % LfifbTs A

TLWHET B[R EEZ S, HET 0TI LRIV

v ETstrace AV RICK > TEBH LA SIFATL, FiT

NV AT LA—)VEZEENTY T FIVOY 2T L

fz. ZI5MD 55, Pipe, Forkexec, Pagefault DT T

BfFEhizglzzhenE 5, 6, TIRY. &%,

Exec & Fork DEIT9 5 U DK} E Forkexec MEITT

BN T END 28, FNHICDODVTORLRIEE L.

Pipe, Forkexec, Pagefault DFfTHICFITE NIz A

T L 3—)UI K BN DA% LU RICRT.

Pipe /S 7D%EK, HihEE, 7o—X, Yot
KURALw ROEKEFRE, 7 FIVDIE(E, robust
futex list DEER, ATV OFfEfR & Rk

Forkexec 7HYAIBITAL v ROARK, F5E%, #&7,
robust futex list D&, T 7 T LT 7 A IVDIFFT

Pagefault AL ROAERLERHE, ATV OMHER L MRIK

INbiE, 2LDERETOT T LERITT B RINTIL

HTHO, BNY AT LTINS Zfi#AT eEHIIR 72 & HIE

THAMEIEIRVEE R B, 1272, AT KB 2HE D

T—REZER, MEETIK 7T T a XD KREER

ICRL TR, Z ORI & HE X N TR R O xf
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Bl7mt A (PID: 28670)
# computation thread
clone(...) = 11252
# execve processes
clone(...) = 11253
wait4(11253, ...) = 112563
--- SIGCHLD { ..., si_pid=11253, ... } ---
clone(...) = 11254
wait4(11254, ...) = 11254
--- SIGCHLD { ..., si_pid=11254, ... } --—-
clone(...) = 14171
wait4 (14171, ...) = 14171
--- SIGCHLD { ..., si_pid=14171, ... } ---
F7at X (PID: 11253, 11254, ..., 14171)
set_robust_list(...) =0
execve("./nop", ["nop"]l, [/* 40 vars */]) =0
(2T main BEOMETH L)
exit_group(0) =7
+++ exited with 0 +++ p,
K6 A7TLa—)Lbk> T FIILoH| (Forkexec)
# computation thread
clone(...) = 14172
mmap2 (NULL, 838864896, ...,
... |MAP_ANONYMOUS, -1, 0) = 0x4458e000
munmap (0x4458e000, 838864896) =0
mmap2 (NULL, 838864896, ...,
... |MAP_ANONYMOUS, -1, 0) = 0x4458e000
munmap (0x4458e000, 838864896) =0
mmap2 (NULL, 838864896, ...,
... |MAP_ANONYMOUS, -1, 0) = 0x4458e000
# thread join
futex(0x76d8e4c8, FUTEX_WAIT, 14172, NULL) = O

K7 YATLa—)e>7FILos] (Pagefault)

RICENBAREMEEE D B LHWT 5. LhL, ZOHAT
b, THSERMZRWE D R OFRZ >3 Tz DX
ST H B LHES NSRS <, S S UM
HTH B EHEET NS ATHEMEIIAR EHEHIT .

CPU fHHFEOR—T 7T 4 )V Mz T BT AT
L, FHiNSA N E 259 TN 5 OFYEDOE LW 5
2, TREINEERE LTI EIRA SRR H % .
LML, REOEEN TN ZRE~Y RIcK 58
DTH 5 LHIET B ATREMEIIK L, FHE EDORXY—T [13],
T 7 AIEEEE, a1 A2 TR EDMOEIC X B
LDTH B EHET B ATREIED = EHENT 5.

Al G N2 BGR L T o A7 Leh i, £075
ROET2M T2 LIFARETH B. /L, TOHE
TH, FTENBHUHEIZNE ERMIITIREL, Bl
2R d K9 o HoOWLEiZtho 7 7)) r— 3 Vi
EFET B DT, false negative P false positive 72 < 9
CERBHLY. T, FTZERMFHEE2a—-F2 A
F v TGN IAE NTfRHT S AT L [13] 1, FH
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SRR OWNEEE A Fy T 2% LN TEZ0REED D

A, [AICFRH T false negative *® false positive Z##< 9°C
EFEEL .

7. BEERARE

PC M3 O > VU RHICE L TIEE < DFFER Y A
T LhH B, Pafish [18] l&H > FRw 7 AR X7
LzMtd 272 DLEONE 2 FITT B Y — IV TH 5.
Pafish 137 7 A )VER LI A MU HLOREICINA T, T
HEIC KB~y U979 5. £hicid, CPUID
M DOFRIFICHET B 1 7))V RDTSC f i CTHHd %
WHENEZENS. Franklin 5 9] EARMILEFEC ANV F
=770 T LOMWREIC X o TR~ & > O f %
ETBNHRNERLTWS, REEHRIE RDTSC a4y THL
BLTWA. Kedrowitsch 5 [11] &, T > 75, NA2IN
A, LTI a2 L—XEFTHRA R R LRI
TeFATERBEC, X HIS NI O LBk 7 8%
i LTV 5. CPUID i OEITICET 59 1 7 )VEx
RDTSC i CHG I 5 XEFHE L THD, QEMU L
TREI VY EICHRTH A 7 NVBDREEDERKENT
ERERMELTWVS. HASODWIYE [22] Tid, RDTSC
MREDEDDFITICET Z9 41 7 )V~ v L
F Y ETEDB LR LT~ Y U2 LT
W%, RDTSC @4 CPUID &2 HNTH > KRRy 7
A7zt d % /515132 < ORETEN TH % LFIRFHC, A
CHIBNTWA. EEE, FEXRXIVY 7Y —IVTH
5 YARAILE, TNED@MB/ET VF T8y T L TH
HI2IL—IVDFEET B, Ko T, NIV AT LB ZENG
DB OEITZ AT EUPLCH % & LTS % rfREl:
KL< mWEEZ S, £z, BHE O Raspberry Pi Biii T
X, =707 I LY A I IVEIERZESS CPU mf
ZFRITTERVIZD, TOHEFHHTE RV, i, &
filixd 5 /5 20& Raspberry Pi EiEE AN O JAFT R BiEE Tl
TE5Y, PCIRETLAMNTHZAREMNIEZHS. D
BIMEITDWTIE, THRBZERMICK>THRIASMTT
ZREND .

SNVT 2 TICTEDRFMHES RN T L ZERL TR
REE NIRRT AT LD BAFES 5 [6,7,10,12,14,15].
TS OWFLUEMNT IRBELEIC T 5 iR > X T LD AT
A2 S TWBD, AT S AT L9 5 iR
e D 2 7 )L A Z2 > TV 5.

Cozzi 5 [5] i Linux ¥ /L7 = 7 10548 M7z 7347 L,
ZOXEFEHALMCLTVS. SO TR~ >
W72 & SRANT IR O AN S N TV 5D, 1A
N=2ADPHER ¥ RHIC DV TIREL ShEN TRV,

8. ELHESEDHRE

Raspberry Pi BREICBWNT, ZOWREMAE T U h
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T Tvud S LOMREEMO AN 5HET % /7K
ToRlle. EETE, A TICKBT—ZDIEZIE, execl
B DT, "=V T )V b ZREIEZATV T VA
DOMRER FAVWTZEAIC, AL TORBETELWHE
WCEIZ bRl 205U, TR TH %
EEDNOT VI AT LA EFITLENENS ()L
T TEERICE > TD) FlEEALTOS.

SHOBEZ LI NISRR S, H—ld, Ry EHT
¥V TIHEREDMEIANSEWAVE U S B2 RN RA L, 7
filixf 57 I K A~ > D N % T2 D DA 7%
HEMNMCT BT ENMRETH S, FHIRTAH QEMU
*> Raspbian ORFHIC & DFEEAKAT L T 20531
O TIR%RL, AT Z20ENHS. H I, QEMU LA
WD AT LW TESNIZY > KRy 7 ZoMmHIicE
U % FHlR SR RO RIS K> TRHiT 5 2 &
WETHS. & URIERED & RWGEIcE, HEz L
F2I-00RZHETT 5T LIc/xb. BT, FHlNS
FHRITH T BAEOMEN BT NS, HIZIE, SR
Fi RO 72 Bk U T2 A BT & - TR~ > Uit
BEXNEBH LD, TaEARALy RICHD Y THN%
BROBIHENC & > TR Y U O¥ERBRS BT
B EDRNENEZENS.

BEE AW BVT, MRSt E @O/ MR
MERIC, R OBMEHI K O AR E 20 zi2wn
To. AWFFEO—IE JSPS RHifFE 17K00179 DBk Z 524
T3,
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