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Abstract: In Bitcoin, all transactions issued by users have been recorded in the common ledger, called
blockchain, which is shared by all users. Lightweight clients are developped because of a constrained strage
of portable devices like smartphone. For a lightweight client to check if there are transactions related to
it, a Bloom filter where their Bitcoin addresses are involved is sent to a full client that possesses the entire
blockchain. However, it is necessary to preserve the privacy of lightweight clients when designing a Bloom
filter because lightweight clients’ Bitcoin addresses will be identified by a full client with high probabil-
ity. In this paper, we propose a privacy-preserving Bloom filter scheme for lightweight clients based on
Y -Deniability. From a simulation, we show that the privacy level of lightweight clients can be improved by
applying our proposed scheme.
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Transaction

Inputs Outputs

Transaction hash | | user B's address | 1.000 BTC (Spent) |
user A'saddress | —» [ _user A's address [ 9.995 BTC (Unspent) |

K2

user A's signature

| Transaction fee |0.005 BTC |

Transaction
Inputs Outputs
| Transaction hash | user C's address | 0.100 BTC (Unspent) |

|
user B's address | - | user B's address | 0.895 BTC (Unspent) |
| | Transaction fee | 0.005 BTC |

user B's signature
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Block # i Block # i+1
[ Timestamp | [ Timestamp |
— | Previous block hash | [ Previous block hash | —
| Nonce | | Nonce |

Transaction (reward to a miner)
Transaction

Transaction (reward to a miner)
Transaction
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