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Security Policy for secure robot operation

KEITA SAITOY®  TATSUYA MORI'P)

Abstract: As consumer robot products are connected to the network, they have security threats such as
attacks by intruders and malware infections as existing IoT devices do. Because the robot’s motion has a
high degree of freedom, an attacker can perform physical attacks by the remote control after exploiting the
robot. For instance, a fire or an explosion could be caused by a remotely-controlled robot that approaches
the heating appliance and turns on the switch. This work propose a set of generic security policies so that
the developers of robot can secure their products. The security policy is aimed mainly to apply appropriate
restrictions on the various I/Os and behavior of the robot. Using ROS, which is one of the most popular
OSes for robot, as an example, we present the concrete methods to implement the rules on I/O and realize
it on ROS. We also present several examples in which the policies on behavior are made into into a set of
specific rules for the humanoid robots and cleaning robots.
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Robots are multi-use tools. Robots should not be de-
signed solely or primarily to kill or harm humans, except
in the interests of national security.

Robots

should be designed; operated as far as is practicable to

e Humans, not robots, are responsible agents.

comply with existing laws & fundamental rights & free-
doms, including privacy.

e Robots are products. They should be designed using pro-
cesses which assure their safety and security.

e Robots are manufactured artefacts. They should not be
designed in a deceptive way to exploit vulnerable users;

instead their machine nature should be transparent.

e The person with legal responsibility for a robot should be
attributed.
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