Computer Security Symposium 2017
23 -25 October 2017

ENAILTTY)EEEICL DR ISDERETFEE

LN GEEDY @It CR? V8 EIR IR AR Bl R AR !

BE: ~—7 v MIFETBZENANT TVIIEMFEEET 20D R R0nA, Zh o ORfiggrEs
DEDEIBRERAIVITEBEINSED, HEVIENESNZEETHRONITHS L TIEARWV. K% TR
Android DARY =7 v N TEAAEINTWE T TV 2% e U, 77 VRRKEIC X 2HegtExs0 EiEH
BEITS. BARNIZIE Google @ App Security Improvement Program ( AST Program ) 12 & 2 i §5i4:(&
EF ¥y UV R—VORRE LS EHEEREOT 7Y 2L, BEOXA IV I2FETS. KEE~AD
KIE%E F v o R—=VBIBUET, Fy o=y, Fy RV TRIEEERBIELZT 7Y RS,
BLOMEFEEBIELR»r o727 7Y RHBE AU EITS. BELTON-—Va VENETER
21,046 DO T 7V, # 142,611 fHD R4 D APK 7 7 1 L& NRIZHH 24T o 72458, ASI Program @
faggth~ DXk, F v > R—VBBUETOBIED 25.9%, F v > R—VHOBIED 38.6%, ¥+ v R—V
MTHOEBIED 21.0%, RIEED 14.5%TH o7, REERT TV IXRIETHE 4,622 FHEA VA b—)
ENTHY, 5LV IZHHINTVWDIAREERH L. £/, HEF v UR—VOMFHENEBEEINT
WRMPro72T7 TVDW 63.4% B A—T 4 VI E2BEL LRWT TVERY - AL D ERINEZT TV
FEotz., ESITA VA N=IVEDRDLENT TV EF vy v R=IZHIG UIZ K WMHEEDRH B Z & B IR L 72,

F—DO—R:ENMANT TV, MW, ST, VI MU TR

Understanding the Vulnerability Responses by Mobile App Developers

TATSUHIKO YASUMATSUY®  FUMIHIRO KANEIZ2 TAKUYA WATANABE? EITARO SHIOJI?
MITSUAKI AKIYAMAZ TATSUYA MORI*

Abstract: Mobile applications are distributed via market. In the Android official market there are over 3.2
million apps. It is known that a considerable number of these apps have vulnerabilities. However, it has not
been studied when the vulnerabilities are fixed, or remained unfixed. To answer the question, in this work we
analyzed how Android application developers responded to major vulnerabilities reported in Google’s App
Security Improvement Program (ASI Program). ASI program launches several campaigns that set deadlines
for fixing vulnerabilities. We categorized the developer’s response to the vulnerability into 4 groups: fix
before the campaign, fix during the campaign, fix after the campaign and unfixed apps. We conducted the
analysis against 21,046 apps that we were able to collect whole versions, which sums up to 142,611 distinct
APKs. Out of the apps that were vulnerable 25.9% fixed the vulnerability before the campaign, 38.6% fixed
during the campaign, 21.0% fixed after the campaign, and 14.5% were still unfixed. These unfixed apps have
been installed at least 46 million times, and users may still be using it. Also for a specific campaign, 63.4%
of the unfixed apps were generated using an app building service. In addition we confirmed that apps with
few installs tend to react to the campaign slowly or do not react at all.

Keywords: mobile apps, vulnerabilities, libraries, software development
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6 7T7VDA VAN =LEEF ¥ R=2AD time-to-react D
BafR.

RARXT5HEE LT MoPub 2K L 72K &E28INT %
HEREZIRMAE L TH Y, Mobincube IZ& W &EFK X N7 TV
ZIZIAEOFHIZE D 5343 MoPub Ad SDK 234 £
TW5 [6]. EEHEN=Ya D74 T )V%T Y TT—
N9 5121k, — Mobincube IZ2T7 7V 24K LB L
TH & Google Play (27 v 71— N3 HIXRW.

Mobincube IZ & W I N7 7V DEEI, NET
&7 7V 2AROFTIX 0.442%77 5 7253, MoPub D ¥
v R_R—T Unfixed &2 >77 7)) OHTIX 634% & &
Ko TW5., ZNEFFRIZT SV 2ERTE D KE, R
Wiz ) 2 XA FF U AT EEHROFOEREENZ <
HRoTUEL/-0EEEZS.

— 7 MoPub 2" HDF ¥ > R— 2D time-to-react
D - 1E Mobincube (Z & D AEFR I N7 7V OEHIE
274+444 HTH Y, ZNLSOT 7V DFH 180 + 139
HEDBHE< o TWa., @EDI—T 1 VT2 BELT
57 TVRKTIEIATIVE Ty T —MTB8ICIE
BET 7 A INVDRERENVBEL 755, Mobincube %
FAUZBEARKTIEZOBER R, 2O X5 IZfEggi N —
VavDIA4TIVETY T T T REAHEIDRN L
73, time-to-react DI D> TWVWB EEZ LN,

4.5 BAEEZOHIN

ASI Program D F ¥ > R— 2V DIR & 7 - 7 M55k % —
ETHELT 7V 2R LURAER, BRLEZT VI
Ko THEFTFHEANDT RN RR B2 TE L 72, HROMT
MEatT 7Y & 2HLh LR L 72 72 AORFEEDN, T
TV & o THEFIMEANDIIEAE R 5 72Dl 15 A (20.8%
) DREFHETH 7. THXOFEFHEPF ¥ v R—=2AD
SIS EFAREE Z LB A D B Z L DR TE 5.

BRFEDIMER U7 7V RN E D X 5 12 figgitic
KB U7 & o TRODHAFEEDATT, developerScore
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7 BAREDPAFE U 7ZME58 4T TV E developerScore DA,

EUTRDESITER L.

developed AppsScore = 2 (# of Early Fix apps)

+ (# of Campaign Fix apps)
— (# of Late Fix apps)

—2 (# of Unfixed apps)

developed AppsScore

# of vulnerable apps developed

developerScore WE\WHRKEZIZE 71477 )VDT v 7
T=hMRF vy RV TH B, BEREVFFKL
AL TOPFENR L 2> TVWBIEHEEZEL T 7Y O
&, developerScore DBfREZRLUZFOTHEZR 7125
. DL FIFENEFNE SR, BZUSAMA, R
REIRAAVE, OO IERILE, T IEA U E R
TR, BUMEZ R, MEMEEEAZT 7Y & 10 1H
PAEBAF U ZBAFH XD OB E O THS. 8 i,
9 AL ZRMRBHF XL 6 — AL VWA o 2720
NENTWDS., MsEEE2EARZT 7Y % 5 HEM EERL 72
fFE DA AT HRENMEAMIZHD L, ZLTAAT
NELEFOTWVWDIENHRTES. DEDF Y=V
ORBL o EEEEAET 7V 2L 0L BERKL
BREDFED, TTVDAYTFF VA, HEEPF v
RV R EAOMIERRV. AFEETIET v F 7o
TWa7 7V, 07 7Y LFURRE DR L Mo
77V ENESLRE UTMA. LU versionCode ® _E
RAZIZEONHRELET TV 2T2INET LI LIETE
oz, o TR 7 TORMBEMER L -MTHHRT 7Y

developerScore =

BITERASETIER VW LIZEEI N,
5. &

ARETIIAMET ORI, 5EOHE RIS MEN DR IE

IZOWTDREZITS.
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5.1 ASI Program TXH& LTWAHEHEMN

ARWE5ETld ASI Program TOMEFEMBEF ¥ =Y
DN L2 > TVWDIEFHHEDN JAR ¥ AAR 77 1)L &
ULCT 7VICHARL Z N TES T T T ) R—ADfi
FMEICER Uz, Fvy o R=v R e o TV Bt
IFBEREDO I FREERP A A T4 TRTA T TV HED
feggttin v d 5. MEEOHKIZE>TT 7Y OXIEH
RIgB N ED PORFEIISBROBETH 5.

5.2 Supersonic & MoPub DX GDE

4.2 ffiTlZ Supersonic & MoPub DTN DRI T 2
Mo/l eiBRIz, ZNITIEFAIT7IVT v TTF—1h
RRCRHBE 25 B8HEMEDbo TS EFZ NS, L
MUSEIZERO R a2 AV M 2R THI N TER
Motztzh, 7477V Ty FTF— b NDOAHEFAET 5F
BEOBERPBETH .

7o, MSHMEORELAELBERLTWEEERXD. DT
KT HMEFTEEEP U LT, BEAEIZ X2 E0E N

DL SHORETH 5.

5.3 OMFROY Y TIL

SEIZF Yy v R=VOMNGRE B iR ST
D, AR 352 % Eaafiage LTHW., EbhE<o
U INEFAET LI eNTENIE, X0 EMHERRERIE
5. £, WERGE LTI VF U EEOT TV %
e U, 77 2 FEBIZINE T B BRIZ versionCode Dk
KEH T 2208 v TR BEC TV A EEEES H
L. T7VDONERSE Y VB EEP L, BUOAET
52 L35 HBOBEBRLFETH S.

EFEMZT ) 2NET LI HFETHS. 2tk
D7 TVDON=Ya vDIEMHER) V) —AHE2MEZ DT
&, versionCode DEKRMEIZ X DY > TIVDIF D & B X
nas.

5.4 HESFHEA DR

AHFSETlE ASI Program O F ¥ v R— 2V TRHE L -
WS R EEL TWARWT 7V 2% 35 Google Play T
NFENTWBZ & ZRUKE. BEHELREERT 7V D
IR — Y2 R TE MBI T 23R IE I N T VAR,
Fy U=V OMRIZT B &5 Mgt S, HesrEo
X —7 v oD, U Ika—HFickagikz
HoEBMoNDF ¥ 2N EHRITEIRETHS.

7T 7VERY - AL o TERES N7 7 IRHEsE
MEEZNIZAWZ 2 RLUE., ZOL5 Y —E2%F]
FALTWBT ZTVDRA YT F U AETFWIZ WEFEE TR
LTo4 7707y 77— bRlfggtxinz iR E < Fk
U, EfiLTH I VAT LEHERIRETHS.
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6. BEEME

6.1 BHON—Y3VEFNALLAZR

TV DEBDON—Ya v EXY va— KT 51Tk
DN—=Ya vz TAMTLEDTREL, BRIz —
Ty hEosO—IVTE5EEHS. Viennot o [7] IXEM
HIZ Google Play EDT 7V L ZD AR T—XEINET S
21—, PlayDrone % {ERK L 7=.

Taylor & [8] ik, U7 7V DOdEH W A=Yz v EH LW
W=z VEHBUERT 52—y Y 3 Oz
L7z, ZOfER, Google Play THIAEINT WA T 7V Ik
R DR L L HIZE DL D=3 v a vEERT S
EITHoTVBE T L 2WE U7z, [FRRIZHMETMED BRI
DWTHEHEERITo72. XD, A&7 TVIET v
LI N7 7Y LR L, KOEEHIcR-oT w3
ZEEWHSMIUE. 2, Y=RR=F1 51477 UN
BHEMIZT 7V stk 2 i a2 Hs L Tns.

6.2 Android 7 7' OSSR

Fahl & [9] 1%, Android 7 7Y @ SSL/TLS D& - 7= f#
WA Z AT %Y — )L MalloDroid Z/ER L 7=. BEARKIZ
X7 7V 0, £To SSL AEHE 2 F AT 5 5%, GEH
ETHEINTWVWAE AL VERBEL CAEAE 2 IS
LREDEEAT T - NOBNBIFIZ LD RRTS.
MalloDroid # WA 7 7'V Oz & Rt 4 SSL/TLS
DFiANH D Z L WALz, BEIL7ZT 7V O—iixt
U MITM WEZ{TWEBRIEEPBITE 5 Z L 2R
L7=.

Backes 5 [3] 1%, Android 7 7V iZffbhTWd I 41 7
YV EeXTDN=Y a3 v EBAY LY —)b LibScout % ik
Uiz, 29 RAZV V72 HWE54 75 )AL IR %
D, REILEZSAT75VDNR=Ya v @Bidsl e
T&E3. TR, FHLTWS 177 b Mgsm —
VaviRONEI THRVONBYHETEZ N TES. i
§972 Facebook SDK & Dropbox SDK ND < —77 v h®D
KIGZEHFHEL, RERN=VavPR) ) —AINTHhoH
feggienN—ya v EMALEZT TIVREH~—rv TV
D—=2AINTWBEIZEZHSNIZLT.

7. ¥

Google Play ®Z > ¥ > 27 EfD 7 7)) & iz NE
WREPRELU., WEFRDOT TVIZDODVTHELETD
N—=ya vaEINEL, ASI Program O—E& U THEMES
NDMEEMEBEF ¥ v R=—V THROMTE~DT TV
OXNREFAEL 2. 77 OIfpgE~ DX R % Early Fix,
Campaign Fix, Late Fix, Unfixed @ 4 ¥~ L 7=.
ZHUZE D SEINE Lz, FAENROMFEEZEALRZT 7
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VON, 14.5%05EBEEZTORVEFEEINTVWS
ZEEESHIIZULZ. ZD&SBRMEFHENRBERY Y
FERAETHEN 4,622 A v A R —=)LEINTW3. MoPub
DOMETIEMEIESNTWARWT 7Y DN 63.4% A3 —F «1
VI RBEELERWY T AERY —E A ( Mobincube )
IZEBEDEEHSPIZUZ, — AT - AL D AERS
N7=7 7V D MoPub BREDF ¥ ¥ _— 2 ADIIGIZ D
Mo DL 274 HE, ZDMD T 7Y D 180
HEDEHEERLIHIGLTWBZ R gh o7z, ZHIFERE
Ty A IVDEEREPRBREZNT v 75— b O SIZ &
5107 EEZOND, FEAUrya— REOD WY T
DiZF vy U=V ANDORIEREL RNV L 2R L. 5
BIINETET7T VL, fEEZTIF Y =V EEPL
SV IEMRIERE2BL ZEDNERZEETH 5.

BEE RIAZED— I JSPS BHFE 16H02832 D Bk % 5% 1)
7-HDTY.
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