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A Stady of Authentication and Identification by Physical Medium
in the Cyber Physical Systems
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Abstract: Authentication and identification methods based on physical media established as a social system
over a long period of time are being urged to change due to the spread of electronicization. As an exam-
ple, an urgent issue is cited as an attack method called "Gummy Finger” in the early days of fingerprint
authentication, and ”Compromise of Seal” by 3D printers. These are typical examples of ”Something You
Know,Something You Are,Something You Have” in NIST SP 800 - 63 - 3, and they are being pressed for
social transformation concerning authentication methods. In this paper we will focus on authentication and
identification by ownership, verify tampering and replication, and consider the acceptance by human visual
recognition and mechanical pattern recognition in real life.
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