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Abstract: Under the analysis of malware, mainly it focuses on the functions and behaviors of malware itself such as C&C server
connection, information leak, backdoor and etc. The analysis of malware does not include the viewpoint of actions of threat
actors. But under the targeted attack such as APT, we should focus on the actions of threat actor and attribution, too. In this paper,
firstly we will describe the overview of our research data set "BOS 2017" for the countermeasures of targeted attack age.
Secondly, we will introduce the typical case of targeted attack in BOS_2017.
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f01 | 2017/01/12 | 2017/01/14 | BKDR_ZACOM.SM 3
f02 | 2017/01/13 | 2017/01/19 | BKDR_FYNLOS.SMM 2
f03 | 2017/01/18 | 2017/02/02 | BKDR_CHCHES.NAK 7
f04 | 2017/01/20 | 2017/01/20 | BKDR_CHCHES.NAM 2
f05 | 2017/01/20 | 2017/01/22 | TROJ_INJECTOR.AUSREKT 1
f06 | 2017/01/24 | 2017/01/24 | BKDR_ChChes.SM2 2
f07 | 2017/01/24 | 2017/02/06 | LNK_OTORUN.YWY 6
f08 | 2017/02/06 | 2017/02/08 | BKDR_ChChes.ZLDK-B 2
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Date Time Observable event
/18 16:03 TRAR(.exe)E=AT. CRCT—\EDTERHI L,
17:00:09 tasklist
17:10:43 logoff /f
17:19:40 dir C:¥Users¥
17:28:57 dir c:¥users¥HitachiSato¥desktop¥
17:29:34 netview /domain
17:31:22 netview
17:32:22 netuser /domain
17:32:46 net user HoshiKentaro /domain
17:33:04 c:¥users¥HitachiSato¥
17:33:16 dir c: ¥users¥HitachiSato¥Documents
17:34:07 ipconfig
17:34:16 netuse
17:34:23 powershell "Get-ItemProperty HKLM: ¥
Software¥ Microsoft¥ Windows¥
CurrentVersion¥ Uninstall¥* | Select-Object
DisplayName, DisplayVersion"
17:34:48 ping 192.168.12.8
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% 7 : Case f03 & Case d18 |Z35(F B @LHIZES: OJEEIM:

Case f03 Case d18
Time Observable event Date and Time Observable event
2017/01/18 17:00 tasklist 2014/10/09 15:14  tasklist /v
2017/01/18 17:10 logoff /f

2017/01/18 17:19
2017/01/18 17:28
2017/01/18 17:29
2017/01/18 17:31
2017/01/18 17:32
2017/01/18 17:32
2017/01/18 17:33
2017/01/18 17:33
2017/01/18 17:34
2017/01/18 17:34
2017/01/18 17:34

2017/01/18 17:34
2017/01/18 17:35
2017/01/18 17:35
2017/01/18 17:36
2017/01/18 17:36
2017/01/18 17:38

dir C:¥Users¥

dir c:¥users¥HitachiSato¥desktop¥

net view /domain

net view

net user /domain

net user HoshiKentaro /domain
c:¥users¥HitachiSato¥

dir c:¥users¥HitachiSato¥Documents
ipconfig

net use

powershell "Get-ItemProperty HKLM: ¥
Software¥ Microsoft¥ Windows¥
CurrentVersion¥ Uninstall¥* | Select-
Object DisplayName, DisplayVersion"
ping 192.168.12.8

dir ¥¥192.168.12.8%c$

net group /domain

net group "Domain Controller" /domain
net group "Domain Controllers" /domain
net group "domain admins" /domain

2017/01/18 17:38 netuser
2017/01/18 17:39 net user Administrator

2014/10/09 15:18

2014/10/09 15:19
2014/10/09 15:18
2014/10/09 15:18
2014/10/17 10:49
2014/10/17 10:49

2014/10/09 15:21
2014/10/09 15:18
2014/10/16 20:23

2014/10/17 10:48
2014/10/16 20:51
2014/10/17 10:49
2014/10/17 10:47
2014/10/17 10:47
2014/10/17 10:47
2014/10/16 20:49
2014/10/16 20:50

cmd /c ipconfig

cmd /c dir C:¥Users¥ADMINI~ 1¥desktop
cmd /c net view /domain

cmd /c net view

cmd /c net user ad /domain

cmd /c net user ad67 /domain

cmd /c dir C: ¥Users¥ADMINI~ 1¥documents
cmd /c ipconfig
cmd /c net use

cmd /c ping Cae002-av02 -n 1

cmd /c dir ¥¥CAE003-AV03¥c$

cmd /c net group "domain users" /domain
cmd /c net group "domain computers" /domain
cmd /c net group "domain computers" /domain
cmd /c net group "domain admins" /domain
cmd /c net user

cmd /c net user admin
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