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Investigation of Cyber Threat Analysis Method Using OSINT and
Deep Reinforcement Learning

Masaru Kawakita™  Shigeyoshi Shima'®

Abstract: In recent years, cyber-attacks have occurred all over the world and becomes a social problem. The adversary could
make the attack succeed with a vector but there was a problem that the protection side had to prevent all attacks by recognizing all
the threats. For that reason, cyber security analysts engaged in protection were required to have broad knowledge and operational
experience such as architecture among computers and networks, community from the surface web to the deep web, and it was one
factor that caused human resources shortage. In this paper, when learning threat analysis expertise on cyber-attacks by analysts
through deep reinforcement learning from existing analysis results and newly discovering the trail head of threats, consider a
method of investigating a threat using open source intelligence.
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