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A Method of Shortening Sleep Duration in Dynamic Malware Analysis

YOSHIHIRO OYAMA!

Abstract: Many malware programs execute sleeps for various purposes. In dynamic malware analysis, ex-
ecutions of sleeps are often skipped to shorten the analysis time. However, in the analysis of a multithread
malware program, determining whether a given sleep can be skipped is not straightforward because the skip
can change the behavior of the program owing to the nondeterminism of concurrent execution. In this study,
we present a method of skipping sleeps or shortening sleep duration in multithread malware programs with

the effect on the behavior minimized.
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volatile int a = 1;

void *threadi(...)
{

sleep(3600) ;

a = 2;

)

void *thread2(...)
{
sleep(1);
printf ("%d\n", a);

}

int main(...)

{

pthread_create(..., threadl, ...)
pthread_create(..., thread2, ...)

)

N /
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volatile int a = 1; \\
void *thread1(...)
{
sleep(10);
printf ("%d\n", a);
a = 3;
sleep(20);
printf ("%d\n", a);
a =>5;
sleep(20) ;
. thread1 thread2
} -+ a=2=
10
\{/oid *thread2(...) 4 a=3 20
printf ("%d\n", a);
a=2; 20 a=4—
sleep(20);
1 no, n .
Erinz:.f( %d\n", a); - a=5 20
sleep(20);
printf ("%d\n", a); 20 a=6-r
a = 6;
} —
int main(...) \\ //
{
pthread_create(&thi,
threadl, ...);
pthread_create(&th2,
thread2, ...);
pthread_join(thi, ...);
pthread_join(th2, ...);
\} y,
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volatile int a;

void *threadi(...)

{
sleep(100);
a=1;

}

void *thread2(...)

{
long_computation() ;
a = 2;

}

int main(...)

{
pthread_create(&thl, threadl, ...);
pthread_create(&th2, thread2, ...);
pthread_join(thl, ...);
pthread_join(th2, ...);
printf("%d\n", a);
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