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A Study of Relevance between Security Incidents and Market
Commodities in Anonymous Tor Network

YUKI KAWAGUCHI!  AKIRA YAMADA? (OZAWA SEIICHI!

Abstract: It is well known that cyberattack tools are illegally traded on Dark Web that is not indexed by
conventional search engines. In general, it is not easy to capture trade activities on Dark Web. Obviously,
to understand cyberattacks trend, there is no doubt that Dark Web is a useful information source. In this
paper, we study sales trends of illegal cyberattack products on marketplaces. For this purpose, we develop an
AT web-contents analyzer, which consists of Tor crawler and topic analyzer. We show that the topic analysis
would be helpful for predicting new cyberattacks.
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Fig. 1 Architecture of proposed Al web-contents analyzer.
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Table 2 Top sales (6/7-6/13)

Name Release Date | Price (USD) O | Sales/Week | Trust Level
Hack May 26, 2017 0.00 1120 4
Jabber Spammer May 10, 2017 10.00 125 3
Super cheap fullz Apr 17, 2015 0.88 32 7
Allways encrypt and stay safe in cyberspace PGP | Oct 29, 2015 0.00 27 6
Wifi Automated Cracker Jan 16, 2016 0.98 25 7
Bitcoin Stealer Nov 4, 2016 0.00 20 4
Super Bluetooth Hack Phones Jan 14, 2016 0.99 18 7
Free 230517 Update Aegiscrypter 9.5 Dec 8 2016 0.00 16 4
BlackShades RAT 5.5.1 Jul 11 2015 1.10 15 7
Free 230517 Update Zeus 3.0.1 May 8 2017 0.00 14 4
03 D0O0O0OD0OO0O (60 1400200)
Table 3 Top sales (6/14-6/20)
Name Release Date | Price (USD) O | Sales/Week | Trust Level
2017 Ultimate Bank Cashout Guide May 26, 2017 0.00 36 4
Allways encrypt and stay safe in cyberspace PGP | Oct 29 2015 0.00 18 6
SGCorp CoinGrab Jun 8 2017 25.00 15 3
BlackShades RAT 5.5.1 Jul 11 2015 1.10 14 7
FREE 230517 Update Loki 1.6 May 8 2017 0.00 14 4
FREE 230517 Update Cyborg v3.9.2 Dec 8 2016 0.00 14 4
Rent Botnet Flat Rate Oct 25 2016 50.00 13 5
Super cheap fullz Apr 17 2015 0.88 12 7
Bitcoin Stealer Nov 4 2016 0.00 12 4
Free SpyNote Mar 5 2017 0.00 10 7
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Table 4 Ransomwares

Name Release Date | Price (USD)
Stampado 2 Jul 12, 2016 39.00
Blackmail Bitcoin Ransomware May 1, 2017 0.00
Best Blackmail Bitcoin Ransomware 2017 May 7, 2017 0.00
BTC Ransomware May 9, 2017 0 0.00
Load for Your Botnet - Ransomware - Bank Bot - ClickBot/ | May 9, 2017 20.00
The Underground Collection May 11, 2017 0.00
Philadelphia Ransomware May 15, 2017 29.00
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Table 6 AlphaBay’s topics and representative products

Topic oooo

oooo

1 Carding Software Money Free Bitcoin Need BTC Guide Bank
PayPal

BTC Stealer 4.3 and Mass Address Generator 1.2+, Profes-

sional Carding Software

2 File Files Advanced Hacking Computer Use Ransomware
Network Victim Windows

Advanced System Protector, KilerRat v10.0.0 Full

3 Account Login PayPal Hacking Bitcoin VPN Cashout Bank
Cc BTC

VPN Account For Life ironsocket.com, Bitcoin Stealer

4 Password Com Hack Recovery Phone WWW Forensic Pass-

words Accounts Software

Get Access to Any Phone Bypass Passcodes Retrieve All the

Data on the Phone, Professional Phone Hack software

5 http php ID Exploit Time Make Money Tools File Use

Voice changer (Android, Windows), Silent Exploit Setup Ser-

vice

0 7 HansaMarket 00O O0OO0OOOO

Table 7 HansaMarket’s topics and representative products

Topic AlphaBay

HansaMarket

1 Carding Money Guide Method Make PayPal Cashout Free
Tutorial Cc

All in One-Carding/Money Making/Hacking, Overnight
Money Making Machine!

2 Windows Computer Hacking Software Guide Security Files

Use Internet Network

Bugtroid - Android Mega Tools Pack, Diamond Rat

3 Account Login Cashout PayPal Bitcoin Hacking Bank VPN

Get Access To Any Phone Bypass Passcode, Account Hack-

BTC ebay ing Program

4 Stealer Phone Email Time Access BTC Password Bitcoin | True Online Anonymity Kit, True Online Anonymity Kit
Com Use

5 Black Super Hash Fast Double High New Easy Original Ul- | Traffic Encraser Include Atomic Email Sender and Other
timate Tools for Facebook, Backlink, Keyw, DK Brute - Bruteforce

RDP, SSH, SMB, pop3, pop3s, VNC, FTP
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