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Negative Side Effect of Adversarial Training in Deep Learning
and Its Mitigation

YUYA SENZAKI!  SATSUYA OHATA?2 KANTA MATSUURA!

Abstract: Convolutional Neural Networks (CNN) attract high attention because of its accuracy in many
tasks. However, the existence of “adversarial examples”, which are the maliciously generated data to cheat
classifiers, will be a large thread in practice. A novel training technique so-called “adversarial training” is
widely known as a countermeasure of this problem. In this technique, we include adversarial examples in
training dataset and can make CNN robust against adversarial examples. In this paper, we point out the
negative aspect of the adversarial training. More concretely, we found that adversarially-trainined CNN
are not robust against randomly-noised data. We show experimental results of this fact and propose its
mitigation.
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«
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
1.0 0.9854 - - - - - - - - - -
0.9 0.9836 0.9861 - - - - - - - - -
0.8 0.9866 0.9861 0.9853 - - - - - - - -
0.7 | 0.9861 0.9852 0.9840 0.9849 - - - - - - -
0.6 0.9855 0.9856 0.9856 0.9827 0.9825 - - - - - -
B |05 | 09834 | 09849 | 0.9850 | 0.9811 | 0.9804 | 0.9807 - - - - -
0.4 | 0.9870 0.9842 0.9820 0.9829 0.9801 0.9798 0.9791 - - - -
0.3 0.9847 | 0.9847 | 0.9845 0.9808 0.9817 0.9746 0.9768 0.9743 - - -
0.2 0.9843 0.9812 0.9816 0.9804 0.9748 0.9764 0.9705 0.9703 0.9700 - -
0.1 | 0.9818 | 0.9806 | 0.9763 | 0.9760 | 0.9677 | 0.9720 | 0.9706 | 0.9658 | 0.9622 | 0.9648 -
0.0 0.9618 0.4962 0.4422 0.3871 0.4071 0.4775 0.4895 0.4588 0.4316 0.4617 | 0.6414
05 o A00000000000000000000000000 MNISTOOOODOO
(e = ¢ =0.25)
«
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
1.0 0.1597 - - - - - - - - - -
0.9 0.1502 0.8508 - - - - - - - - -
0.8 0.1538 0.8358 0.8934 - - - - - - - -
0.7 | 0.1540 0.8546 0.8932 0.8998 - - - - - - -
0.6 0.1392 0.8641 0.8950 0.9081 0.9199 - - - - - -
B 0.5 0.1306 0.8701 0.8998 0.9160 0.9058 0.9116 - - - - -
0.4 | 0.1566 0.8919 0.9100 0.9206 0.9180 0.9278 0.9317 - - - -
0.3 0.1260 0.8843 0.9158 0.9305 0.9280 0.9320 0.9223 0.9240 - - -
0.2 0.1165 0.8944 | 0.9203 0.9222 0.9232 0.9326 0.9348 0.9322 0.9352 - -
0.1 | 0.0986 | 0.9109 | 0.9200 | 0.9302 | 0.9276 | 0.9379 | 0.9364 | 0.9412 | 0.9443 | 0.9457 -
0.0 0.0797 | 0.9251 0.9268 0.9305 0.9363 0.9447 0.9413 0.9420 0.9482 0.9435 0.9380
06 o A000000000000000AE 00000 (e=¢=0.25)
¢
0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50
0.50 0.9873 0.9874 0.9865 0.9866 0.9894 0.9874 0.9878 0.9886 0.9879 0.9852
0.45 0.9885 0.9866 0.9868 0.9888 0.9875 0.9872 0.9880 0.9865 0.9880 0.9893
0.40 0.9853 0.9879 0.9878 0.9894 | 0.9881 0.9864 0.9894 0.9887 | 0.9882 0.9881
0.35 0.9868 0.9875 0.9874 | 0.9882 0.9876 0.9875 0.9887 | 0.9895 0.9872 0.9879
0.30 0.9882 0.9872 0.9856 0.9889 0.9883 0.9888 0.9880 0.9880 0.9878 0.9865
€ 0.25 0.9878 0.9895 0.9869 0.9874 | 0.9887 0.9888 0.9884 0.9881 0.9880 0.9886
0.20 0.9885 0.9905 0.9890 0.9898 0.9886 0.9895 0.9891 0.9888 0.9896 0.9889
0.15 0.9904 | 0.9909 0.9906 0.9908 0.9909 0.9906 0.9913 0.9906 0.9908 0.9900
0.10 0.9909 0.9907 | 0.9920 0.9921 0.9911 0.9909 0.9905 0.9910 0.9914 0.9919
0.05 0.9910 0.9915 0.9907 | 0.9915 0.9916 0.9920 0.9919 0.9911 0.9902 0.9915

07 ¢0000000000000OO0OMNISTOOOOO (a=0.4, 8=0.1)
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(17]

(18]

(19]

20]

(21]

(22]

23]

24]

[25]

[26]

¢
0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50
0.50 | 0.5209 | 0.8705 | 0.9482 | 0.9722 | 0.9806 | 0.9784 | 0.9798 | 0.9760 | 0.9731 | 0.9737
0.45 | 0.4491 | 0.8425 | 0.9570 | 0.9782 | 0.9779 | 0.9797 | 0.9773 | 0.9762 | 0.9748 | 0.9729
0.40 | 0.4351 | 0.7892 | 0.9458 | 0.9717 | 0.9763 | 0.9745 | 0.9759 | 0.9759 | 0.9726 | 0.9748
0.35 | 0.4777 | 0.8329 | 0.9500 | 0.9686 | 0.9736 | 0.9741 | 0.9748 | 0.9750 | 0.9711 | 0.9710
0.30 | 0.4952 | 0.7258 | 0.9282 | 0.9688 | 0.9722 | 0.9749 | 0.9756 | 0.9746 | 0.9790 | 0.9754
e | 025 | 05361 | 0.7294 | 0.9121 | 0.9637 | 0.9725 | 0.9785 | 0.9767 | 0.9794 | 0.9786 | 0.9779
0.20 | 0.5568 | 0.7261 | 0.9360 | 0.9653 | 0.9772 | 0.9801 | 0.9829 | 0.9800 | 0.9828 | 0.9836
0.15 | 0.7675 | 0.8938 | 0.9617 | 0.9818 | 0.9834 | 0.9848 | 0.9848 | 0.9855 | 0.9853 | 0.9864
0.10 | 0.9220 | 0.9736 | 0.9851 | 0.9821 | 0.9876 | 0.9855 | 0.9884 | 0.9856 | 0.9881 | 0.9883
0.05 | 0.9771 | 0.9840 | 0.9864 | 0.9869 | 0.9882 | 0.9879 | 0.9877 | 0.9892 | 0.9866 | 0.9878
08 ¢00000000D00000000000D0000000 MNISTOODOOOO
(@=0.4, 3=0.1)
¢
0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50
0.50 | 0.8114 | 0.7898 | 0.7580 | 0.7894 | 0.8048 | 0.8151 | 0.8478 | 0.8336 | 0.8012 | 0.8125
0.45 | 0.8763 | 0.8645 | 0.8321 | 0.8417 | 0.8630 | 0.8668 | 0.8758 | 0.8828 | 0.8674 | 0.8791
0.40 | 0.9016 | 0.8912 | 0.9098 | 0.8926 | 0.9178 | 0.9034 | 0.9111 | 0.8950 | 0.9088 | 0.9111
0.35 | 0.9268 | 0.9309 | 0.9303 | 0.9260 | 0.9315 | 0.9368 | 0.9512 | 0.9359 | 0.9270 | 0.9378
0.30 | 0.9401 | 0.9378 | 0.9450 | 0.9517 | 0.9452 | 0.9500 | 0.9373 | 0.9378 | 0.9477 | 0.9336
e | 025 | 0.9403 | 0.9395 | 0.9427 | 0.9452 | 0.9326 | 0.9318 | 0.9307 | 0.9349 | 0.9216 | 0.9240
0.20 | 0.9007 | 0.9087 | 0.9029 | 0.9021 | 0.8933 | 0.8979 | 0.8837 | 0.8849 | 0.8777 | 0.8724
0.15 | 0.8161 | 0.8105 | 0.8203 | 0.8204 | 0.8224 | 0.8347 | 0.8210 | 0.8062 | 0.8060 | 0.8166
0.10 | 0.7068 | 0.6925 | 0.7041 | 0.7000 | 0.6914 | 0.7214 | 0.6818 | 0.6880 | 0.6865 | 0.6946
0.05 | 0.4131 | 0.3819 | 0.3496 | 0.4185 | 0.4424 | 0.3741 | 0.4337 | 0.4111 | 0.3726 | 0.3931
09 ¢000000000000000A.E. 00000/ (a=0.4, 8=0.1)
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