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Abstract: 1t is becoming more difficult to defend against persistent cyber-attacks, which targets specific
organizations. Some attackers have prior knowledge of target organization from the experience of successful
intrusion in the past or by reconnaissance. To prevent further intrusion and information leakage, countermea-
sures against these persistent attackers who have the information of target systems including their defense
mechanism are required. Therefore, we evaluate the capability of security appliances against attackers whom
have prior knowledge of target organization. In this paper, we focus on evaluating sandbox appliances, which
are expected to be effective against advanced attacks that evade signature-based detection. We consider how
attackers evade sandbox appliances by abusing information of target system and sandboxes. Moreover, we
evaluate an actual security appliance deployed in an existing organization to see if it is effective against an
attacker who has the prior knowledge of the organization. From the experiment, we found that there is a
critical gap between the environment of user machines and that of sandboxes inside the evaluated appliance,

showing that the defense can be easily bypassed.
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Fig. 1 Sandbox evasion using Sandbox-detection based and

Trigger based Sandbox evasion technique.
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Fig. 2 Network architecture of experiment environment.
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