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Ethernet controller sharing mechanism

IsHINO MAsaTosHIT!®  HoNDA SHINYAT!

Abstract: In recent years, as the number of functions of automobiles has increased, a system with different
reliability functions are increasing. In such a system, partitioning is necessary in order to prevent the influ-
ence between functions having different reliability. Regarding the processor and memory, partitioning can be
realized by using the memory protection function of RTOS. On the other hand, regarding peripheral devices,
it is common to prepare for each function to ensure reliability. However, it is difficult to prepare network
devices for each function due to its cost, therefore, it is necessary to share network devices between functions
with different reliability. Hence, it is necessary to have a method for securely sharing a single network device
between such functions. This paper, we propose the method to share Ethernet controller between functions.
In the proposed method, we apply the device protection mechanism called Protection Wrapper to the existing
Ethernet controller, and expand controller for sharing, then it becomes possible for each function to use one
Ethernet controller independently. As a result of using the proposed method, compared to the case where
Ethernet controller is assigned to each function, echo back time was increased by 1.7%, and hardware area

was decreased by 23%.
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HOAAE AND.

(3) {EIE5EH CPU 2 %(ZE v A A% 21T,
MUOHLUTRE%24TD.

o FILIP T RLAARTu—RFv A NDEE

(1) A=V Xy baAVYIMA=FHPZELEZTL—LOD
A IP 7 KL A %MERL, 70— F¥F¥ AT
HXEEEABD 2##HL, SEEHAXAEYIZ

—
[N}
~

AR %
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SZELEILV—LEEXIAL.
(2) 4 —=Y 2w bary ba—I2EEEH CPU IZ%(E
HDIAAE AND.
(3) BEHE CPU H3%] 0 A b % 21T,
lﬂbf {u%1]“9
(4) @EH CPUDZENTT Lo, ZELET7L—
LMEEEBEAEYVIZaVY—9 5.
(5) BfE# CPU MK CPU (ICE[ D AAT T 1 —
R¥ ¥ 2 NDO%EREMT 5.
(6) K58 CPU 2 EI 0 AAZRZF, HEDAEY H
570 —RFv A MDT—REFAAL.
4.3.4 EHRR
EfFEE/EH N (P-EtherC-Ex) T, 2B THEIF =842 %
BT LD EMERT 5.

(BH1) N7 7T 4 A2 FRIPEWEET L I125—
FaovazZvrZINkikd, PWIZXOEERE CPU
MEEHEBD 2 REICERET S Z 2 Enlky, B
#H CPU D2 fE2MEfEHEH CPU OEMEREIZ & 0 i
LERMES L o7,

(B 2) IKEE CPUSED 7 L — LA ZEMHT S{21H CPU
DTS MERIZ—Y R a2z, TDHDF—IN—
~w RiFfEE iz, L»rL, 78— FKF+v A 23
R IZMRIE SR & [ UG A TEETH CPU ¥ %(E7 5
TeOF—N—~y RDFET L. DD, Btk —
TR T X I\,

(BE#3) 7uo— ¥+ A MZERUHCEEE CPU &
KM CPU DML DX D L D 2T B e ko
2. TOED, MOFREHERCPUBTOL VX T
7Y a v OHREIE.

(B 4) KEH CPU MEEFHABD 7278 AT 3
BE% PWIZX-oTHIRT 22 &I2L-T, RIEH
CPUDXY N — B Rl THI RN TES.
(BEs) 1—Yxybarbro—SDHREN—ELHE
N7, RIANTA—Yxybarbba—7%
LT BB A E R S Nz, BRI IR
EHCPUDIP 7 KL ADERER, ESiEH BD K -
{EAZFEM BD O TUFRASH 72 12 BB 5.

5. FHE

AR DZEHFRIZDVWT A=Y =7 % FPGA Iz
U, BEIZBTZTI—-N"y JiE# - N—NU o 7HE -
V7 Nz TEHEE - N— N 7TEERIZDWTIHE %
To7z. FEHIZAHWAZERRIZIRDOED TH 5.

o FRAfiAR— Terasic 1 DE2-115 (Cyclone IV)

e CPU Niosll/f 7Et vy ¥ (50MHz) x 2

0S TOPPERS/ATK2-SC1-MC (AUTOSAR f1:#k)

I:—A/?ﬁﬁbiUA—bﬁ:?ﬁﬁ@ﬁm®WF
BT D 488 =2 DWTHIE %2175 7=,

o KHHAA (EtherC)

o EHEEMEH X (P-EtherC)

o EEHMEHX (P-EtherC-Ex)

o JEHE A (EtherC + P-EtherC)

FEHESHATE, FCPUIKA—Y 2y barvba—F%
Y YTHTFYA UEHEHAL, SEEEAED SIS D 7=
DIEEFH CPU O —H 2y bV bu—FIZIX PW %
BHALTT 7 2 2AHEOHIRZIT>TW5.

A5 B2 IO

5.1 ITId—/\v UK

T a—Ny ZREEORIE T, PC & FPGA %% 100Mbps
THEE%IT\V, PC 25 FPGA EO% CPU 812 PING 2
K2RV T aA—Ny 7T 5 ETORMEZRELR. FHL
7z PC & Windows7 @ 64bitOS T. JEDERIZIZ % v b
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25
20

15

R

10
5
0
SLAELLL L LSS L LS '&00
T B R (D)

—_— AR — E EFE U H L 75 R (P-EtherC)
EHEFEU H L7 X (P-EtherC-Ex) == JE 3£ H A

7 EfEH CPU Ox a— Ny 7 KeEHIER

— AR — E R AE 5 K (P-EtherC)
R K (P-EtherC-Ex) == JEH H A X

8 K(FHH CPU O 32— Ny 7 RlE i 5

D=2 -T7FI5AY VT v 27 TH5 WireShark % (i
AU, HIEERIIKT7-K8-FX1DLIIZh-7-. HlE
Ui o i R e {EE AR E2HW RO a1 —
Ny ZIERIOZEIZET 2ERETS.

E{EHH CPU OEZE 0N, IKEHATITF 254
HEEREASRNTETIBELIEEEHR R UFIEC X -
Tfihbhd. UL, ZEOBIZIEEIP 7 KL ADHER
IR DMRFE S N B L O EBEERE S ROM G THEIZR S /-
DEDIA—N—~y RRELTNWS,

{RAE1H CPU o= a— Ny ZHIz DWW TIE, HKEEA
REHWEIGEO T a— Ny ZIERIFIEEA R & i L
T78%IMU T WA, Z DN DUKIEMLIE /- D12 F
B ==~y NIZHYT B, /-, EHXEFLFRNEHRL
T, TI—Ny 7O PRKRELBR>TWVWS., ZHlX
{RAZTEH CPU DMLEE % (K fEH 9 2 B2 CPU [ T# D JAAD
FAEL, E0AARKE CPU OEIERIIZ & - TIZHE % 75
72X NB-DTHD.

EHEEESA R (P-EtherC) % AW 2354 DIKIEH CPU
DT =Ny ZHRRIEIERA AL LIRS 5 & 63%38hL
TED, A==~y FRHIEL ENTWARW., Zidx
ZAFIZEAL TIREINTWE DS, ZEMFIZEAL T,
HFESA R EF U & 5 12@ETE CPU M 5EI125%45 L Tk IP
T RVAZHRT DUERIBEIZ B0 THB. Fiz,
Ta—Ny 7RFEDOSHEMEARNEFA LS KEL LT
B, THNIEZENBEOBIZE CPU BTE b AAMNFEE
TEZOTHS.

EEEE SR (P-EtherC-Ex) %2 HAW=54 OEETHE
CPU DT a— Ny ZERITIERAE SR BB LT 1.7% L
ML TWwWizWw, A=Y 2y ba v ba—J OEEENLR
IZ&Y, 7a—FF v 2 PIMNIEETE CPU O A TN
UCHEZEMTAD L IThotzd, Ta—"y 7
DEMEMNZ BN TE-
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RK1 FHTZa— Ny IHE (uf))
&5 CPU | &5 CPU
I 627 933
EEERES X (P-EtherC) 564 854
EHFEFEAA (P-EtherC-Ex) 544 533
FHAEHR 524 524

R 2 N—FUx TEHBEEK

LUT %
EtherC 2,941
P-EtherC 5,849
EtherC-Ex 3,133
P-EtherC-Ex 6,794

5.2 N—RUzT7EE

N— K7z 7HBEOFAM X FPGA IZEE T 28I M
NNy 27y TF—7 U (LUT ) D% ks 5
Z2ik0fFol. ENENDA—Yxy bariu—7
DETFIZOWTHICEZ T > -5 RIEE 20D LS 1Tk 5 7=,

HELUHERE»PSERELAADON— Y = 7THEK
8790LUT #X (EtherC + P-EtherC) TH 3. Zh &Kt
EHATON—FYz7HBEZLEERT 2 &, KEAX
(EtherC) TII# 67%, EEEMESA (P-EtherC) TIZHY
33%, HEEHAES A (P-EtherC-Ex) TId# 23% 4 U 7-.

53 YIJKNIITEERE
BHRTOREZEZ2FERTLIRIfT-o-Y 7 b TE
FEB XOAHEEFROFMIILLROEY TH 5.
(1) HfEARN : 3817
o ZET L —LDFEMIP R
o IKMEIZLES RETEH CPU & &{E1H CPU B F— 2%
VB L AL
(2) EEHEAE ST A P-EtherC fR : 47 17
o ZIET L —LDFEMLIP R
o ZETL—LMNTu—KNFy A NDEEIHECPU D
12 & %50 I LB
(3) EEEEEAEH X P-EtherC-Ex fiX : 34 17
ZET V=L Ta—RKFr 2 M0 E S DOMER
o 1 —H 2y oy bo—FHEERIZAES FIHILALEE D
B

54 N—RIOTTF7LEERE

A—Yxy harbo—JZ8REHET 5L, 34317
BEEFEUZ., BARMIZIEZETILV—L0D%5EEIP 7T KL A
%47 S [EEDEM E BD HENAES RIREHTH 5.

S

ARFFED—ERI, (BR) FEEBL T2t > & — e it
[FfFZEIZ & 5.
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