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Detecting Anomalies on Windows by Monitoring System Services

DAISUKE SHIMAMOTO,! YOSHIHIRO OYAMA't
and AKINORI YONEZAWA'

In recent years, attacks by malicious programs are becoming highly sophisticated. Some
new exploits and polymorphic viruses can evade the detection of security systems which de-
pend on simple matching of byte sequences. An effective countermeasure against this kind
of attacks is anomaly detection by monitoring the behavior of programs. In this paper, we
propose an anomaly detection method that monitors System Services on Windows operating
systems. The proposed method first characterizes the normal behavior of an application by
using a profile of System Service calls. Specifically, it creates N-grams of System Service calls
and utilizes it as a database representing the normal behavior. Then, it detects anomalies
by comparing the behavior of monitored programs with the database. We implemented an
anomaly detection system based on the proposed method and conducted experiments using
realistic applications. Through the experiments, we have evaluated the size of database for
characterization and the ability to detect anomalies.
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