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Personal Authentication Method Having Shoulder Surfing Resistance
by Mouse Operation

MAKOTO NAGATOMO'' MIRANG PARK'' NAONOBU OKAZAKI™

Abstract: As current personal authentication, password authentication by keyboard is mainly used. Authentication by keyboard
have some problems of compromise by peep and memory burden by increase of number of characters. In addition, biometric
authentication, used as substitute for password authentication, that a user can be authenticated by bodily or behavioral feature have
advantage of no memory burden, but have disadvantage that it is impossible to reregister the features when compromise occur. In
this paper, we consider authentication methods having shoulder surfing resistance by mouse operation. It is considered that mouse
operations have more shoulder surfing resistance than keyboard ones because the user can easily hide the mouse under the desk,
handkerchief, and so on than keyboard during authentication. We propose methods that a user can select some positions on matrix
using mouse operations. We implement the proposed methods, and perform an experiment and evaluate the proposed method.
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