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Abstract: Scanning activities for unspecified large numbers of network addresses and ports may be happen
as preparation stages of cyber attacks, it is necessary to observe and analyze this on a daily basis. In par-
ticular, low-speed scanning and distributed scanning to avoid detection of scanning activity makes detection
based on the frequency of scanning packets difficult. Therefore, in this research, in order to detect and ana-
lyze trends for low-speed scanning and distributed scanning for unspecified large numbers of addresses and
ports, we obtains the initial payload by returning the pseudo response to the TCP connection request, and
we propose a method to detect address groups which perform a series of low-speed scanning and distributed
scanning based on the identity of the hash value. Furthermore, the research so far is detection on a per-day
basis, we verified similarity of multiple address groups using MDS based on detection results for one year.
Even in the address group that sends different payloads, we can be presumed that address groups with similar
behavior have some relevance. We show the results of verifying the similarity of behaviors among multiple
address groups with different initial payload by applying the proposed method to real data.
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An analysis method of collaborative scanning group activity using MDS
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