Vol. 48 No. SIG 13(ACS 19) goooooOooooooooooooooooo Aug. 2007

Joboobtdobouobouoobooboonod

O O O of o o O tif

0000000000000000000000000000OOODO0O0000000000DO
goooooooooooooooooooOOoOOOOOCOCOOO0OOODOOOoOoDOoooooooo
goooooooOooOoOoOoOoOoOoOooooooOoooOOOCOOOOOOO0OoOooOooooOooooon
0oo00o000ooooOO0O0000 boSOOOOOOOOOODOOOOOOOODODOODODOOOO
0000000000 beSOOOODOODOODDOODOOODOOOOODOODODOODOODOODOO
g0o0o0oooooooooooooooooOoOoOOOOOOOOOOOO0OoOoOoOoooooooo
0000000000o0o00o00o0o0o0o0oobo00ooonn (N,K=L+M,G)000000 TSA
Grid000000000000000000D0DOO0O000000O00D0O0O0000O0O0O0DO
O0O0OO0OO0O0D0000 peer-to-peer DOO0OO0OO0OO0OOO0O0O0O0O0O0OOOOOOODOOODDOODOO
0000000000000 (N,K=L+M,G)00000N 00 Time Stamping UnitsD TSUO
0 0000000000000 0D0O0000000D000000 LODO0OOO0O0 TSUO M
oooooooooo TSsudoooo0o0oooooooooooooo0GEo Loopoooooo
gooooo Tsugooooooooooooooooooooooooooooooooooon
0Do000 TSAGridOOOO0OO0OO0O0O0O0000O0DO000OO00OO0O

Distributed Time-stamping Authority Grid
and Analysis of Parameter Dependencies

TAKESHI NISHIKAWAt and SATOSHI MATSUOKA®

Digital time stamping is a technique to prove the existence of a digital data prior to a
specific point in time. The centralized time-stamping scheme which is the main stream at
present can not stand up to the concentration of numerous time-stamping requests. So, the
centralized time-stamping scheme has vulnerability to the distributed DoS (DDoS) attack.
Distributed time stamping schemes have been proposed to solve a performance scalability
problem such as tolerance to DDoS attack. They still have high cost problems which are
caused by a utilization of atomic clock and by audit of trusted third party. In this paper,
we define a reliable, a high-performance, a robust, and inexpensive distributed time stamping
scheme. It is named “TSA Grid” with (N, K = L + M,G) scheme and its scheme is based
on a network of peer-to-peer time-stamping programs managed by administratively indepen-
dent entities. It solves the cost problem of proposed distributed time stamping schemes. In
(N, K = L+ M,G) scheme, one time stamp request propagates for G generation to N Time
Stamping Units (TSU). In each generation, L time stamps replies from reliable TSU and
M time stamps replies from randomly chosen TSU. The G and the L parameters enabled
us to expect authorized time of time-stamping. And they also enabled TSU to audit TSU
themselves mutually and automatically. We also investigate basic characterisitic of parameter
dependencies of the TSA Grid.
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