000000000 00o0O0OooDOoooooog Vol.1 No.2 47-58 (Aug. 2008)

FPGAOUOODODUOOOOOOODO
goboobtoobooobuobobooboood

0 o o' o o o ot
O o o ot o o o oft

FPGAOOOOODODOOOOOOOODOOOOOODODOOOOODODOOO
00o000o00oD0ooO0o0o0O0O0OD0O0FPGAOODOOODOOOOODODODOO
gooooooooooooooooOoOoboboOobooooooooooObObboOoOoo
goooooooooo0oooooooobobo0oOoooooooDooOoDbs0Ob000b000
00000D000AESO Camelliad SEEDO TDEAOMISTY10 O OOO0OO0ODOO
gobooooooooOolboooooobooooboOobobOOoOoOoooooooObObOOO
goooooooOoOoOoOoOorFPGAOOOOOOOOOOOODOOOOOOOO
65%00000000000000000 40%000000000 533%00000
ooooooooo

Area and Power Reduction with
Dynamic Partial Reconfiguration of
Multi-Algorithm Cryptographic Modules

Younrr Horr, ! HIROFUMI SAKANE, !
TosHIHIRO KATASHITAT! and KENJI Topaf!

We evaluated the effectiveness of dynamic partial reconfiguration in reducing
area and power consumption of an FPGA-based circuit. We implemented 5
cryptographic modules (AES, Camellia, SEED, TDEA, and MISTY1) on the
partially reconfigurable and non-reconfigurable circuits. Using dynamic partial
reconfiguration, the area of the circuit is reduced by about 65% and the power
consumption during operation and standby are reduced by at most 40% and
53%, respectively.
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Table 1 RTR availability of Xilinx FPGAs.
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Fig.2 Outline of SASEBO.
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Fig.3 Wave data acquired by the oscilloscope.
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Fig.4 Wave data acquired by the oscilloscope during DPR.
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Fig.5 Block diagram of PR-Crypt.
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Table 2 Inputs and outputs of the PRM.
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03 PRROOOODOOOODOOOO
Table 3 Hardware resource of PRR.

LUT FF  Slice MULT RAMB TBUF
6,656 6,656 3,328 32 32 1,664
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0 6 NonPR-crypt DO OOOO
Fig.6 Block diagram of NonPR-Crypt.
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Table 4 Hardware utilization of NonPR-Crypt.
Slice (%) LUT (%) FF (%)
9,616 (70%) 18,177 (66%) 2,454 (8%)

05 PR-Crypt JO0O000O0OO0ODOODOOOOO0ODOOOOOOOODOOOOOOODO
Table 5 Hardware utilization, bitstream size, and configuration time of PR-Crypt.

Module Slice (%) LUT (%) FF (%) Partial bitstream Config time
Static a1 (8%) 231 (2%) 174 (1%) - -
AES 2,976 (60%) 4,752 (48%) 945  (9%) 313.974kB _ 675.11 msec
Camellia 2,308 (46%) 3,720 (37%) 530 (5%) 314.366 kB 673.78 msec
SEED 2,389 (48%) 4,019  (40%) 472 (4%) 310.354kB  682.00 msec
TDEA 1,122 (22%) 1,503  (15%) 326 (3%) 293.838kB  628.89 msec
MISTY1 2,674  (54%) 4,290 (43%) 488 (4%) 315.614kB  675.33 msec
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Table 6 Power consumption of NonPR-Crypt.

Thr’put 0000 [mW]
[Mbps] | OO oo oo
ooo - 32.290 38.718 71.008
AES 204.8 32.290 303.819  336.109
Camellia 109.7 32.290 263.053  295.343
SEED 153.6 32.290 515.973  548.263
TDEA 28.98 32.290 67.771 100.061
MISTY1 118.2 32.290  390.529  422.819

0 XC2VP300 24 MHzO

07 PR-Crypt 0000000000
Table 7 Power Consumption of PR-Crypt during the encryption process.

Thr’put 0000000 [mW] 0000000 [mW]
00 PRM | [Mbps] | OO oo 00 ooo (%) | o0 00 0o 000 (%)
AES 204.8 | 23.157 17.052 40.209 (43.4) | 23.157 299.369 322.526  ( 4.04 )
Camellia | 109.7 |23.157 14.709 37.866 (46.7) | 23.157 205.735 228.892  (22.4 )
SEED 153.6 | 23.157 13.794 36.951 (47.8) | 23.157 490.727 513.884  (34.4 )
TDEA 28.98 | 23.157  9.753 32.910 (53.7) | 23.157  37.004 60.161  (39.9 )
MISTY1 118.2 | 23.157 13.852 37.009 (47.9) | 23.157 397.279 420.436  ( 0.574)

0 XC2VP70 24 MHz0O

08 PR-Crypt0OOOO0O0O0O0O0OOO
Table 8 Power Consumption of PR-Crypt during the partial reconfiguration.

trom to AES [mW]  Camellia [ mW] SEED [mW] TDEA [mW] MISTY1[mW]
AES 33.886 74.665 103.614 47.282 117.256
Camellia 88.478 33.046 116.632 46.208 86.802
SEED 75.957 50.145 31.845 44.392 58.991
TDEA 57.481 43.370 71.674 34.434 55.404
MISTY1 51.179 53.271 117.791 46.704 32.203
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Fig.7 Power consumption during data encryption.
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Fig.8 Power consumption during standby.
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Table 9 Comparison of XC2VP30 and XC2VP7.

XC2VP30 XC2VP7 000 (%)
Slice 13,696 4,928 64.0%
Size (mm) 26 x 26 23 x 23 21.7%
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Fig.9 Energy consumption during TDEA operation.
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Table 10 Power consumption of the non-PR circuit with Camellia, SEED and TDEA.
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Table 11 Power consumption of the non-PR circuit with Camellia, TDEA and MISTY1.
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TDEA 28.98 23.157 53.406 76.563 60.161 (21.4 )
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Table 12 Power consumption of the cryptographic hardware implemented on an ASIC.
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ooooooo [Mbps] [mW] [Mbps]  [mW]
AES 1841.73 53.46 846.56 6.23
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MISTY1 716.85 60.14 202.71 2.70
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