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KeNTA CHINOMI, ! GuANGzZHEN Li, T
DAISUKE NAKASHIMA, ! NaokO NiTTA, !
Yosuimichi ITof! and NoBoru BaBacucHi!

Recently, video surveillance has received a lot of attention as a technology
to realize a secure and safe community. Video surveillance is useful for crime
deterrence and investigations, but may cause the invasion of privacy. In this
paper, we propose a video surveillance system named PriSurv, which is charac-
terized by protecting the object’s privacy. PriSurv includes four main functions:
foreground extraction using Gaussian mixture models with referring to neigh-
bor pixels, object identification with a combination of RFID-tags and video
analysis, access control using XACML and visual abstraction. The prototype
of PriSurv is able to protect the object’s privacy through visual abstraction in
real time based on the relation between the objects and the viewers. Experi-
mental results have demonstrated the effectiveness of our approach.
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Fig.1 Privacy protection based on relations between objects and viewers.
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Fig.4 Object identification by RFID tags and video analysis.
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Fig.5 Access control by PEP and PDP.
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-<PolicySet Policy Setld="Taro’s PolicySet’>
-<Policy Policyld=" Closeness Level 17>

“Rule Ruleld="WatchRule 1> BEE 1
-<Subject>Stranger1</Subject>

<Rule> LS

-<Obligation Obligationld=" Abstractor 1">
-<Attribute Assignment>Dot< /AttributeAssignment >

</Obligation> )

</Palicy> HRIEARL—2
-<Policy Policyld=" Closeness Level 2">
BEE2

-<Rule Ruleld="WatchRule 2">
-<Subject>Neighbor 1</Subject>
</Rule>
-<Obligation Obligationld=" Abstractor 2">
-<Attribute Assignment>Silhouette< /AttributeAssignment >
</Obligation>
</Policy>
-<Policy Policyld=" Closeness Level 3">
~<Rule Ruleld="WatchRule 3'> BEE3
-<Subject>Neighbor 2</Subject>
</Rule>
-<Obligation Obligationld=" Abstractor 3">
-<Attribute Assignment>Mosaic< /AttributeAssignment >
</Obligation>
</Policy>
-<Policy Policyld=" Closeness Level 4>
“Rule Ruleld="WathRule 4> HEEA
-<Subject>Family1</Subject>
</Rule>
-<Obligation Obligationld=" Abstractor 4">
-<Attribute Assignment>As-Is< /AttributeAssignment >
</Obligation>
</Policy>
</PolicySet>
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Fig.6 Example of privacy policy expressed in XACML.
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Table 1 Disclosed or hidden visual information
(o : disclosed, A : partially-hidden, x : hidden).
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Fig.7 Example of visual abstraction.
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Fig.8 Graphical user interface of PriSurv.
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Fig.9 Result of subjective evaluation for privacy protection levels of abstraction operators.
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Fig.10 Example of four experimental videos.

BEE1OBREICEEOIRE

040000000000000C0COOOOOOOOOOOOOOOOOOGOOLOO
ocoooobooooooooooooo
oooooooooooono
e QIUIOODOOODODOODOODDOOOOODOOOOODODODOODODODOOOODBDOO
oooo
e Q2000000DODDUDDOOOIOOOOODOUDODOODODODOOODDOO
goo
O200000000000000 1000«a=_8009009097099000000O00O0ODO
uobooooobooooooooooooooo
QID0Q2U0000000020000000000000000O0D0DOOOO0OOOO
goooobooooooooooocooobooooboobooboOooooObobOoOooooDoboo
gooobooboooobooooooocoooobooooooobooooooDobooOooooon
bobbootobbdbe=8009%0000000D0O0000DOOOOOOOOOOOODO
goboobobobooooooooboobboobbe=9%000000000000000
goooobooooooooooobooooobooooooooooooooooooooDooboo

(© 2008 Information Processing Society of Japan



161 PriSwrvD 00000000000 O00O0DOOOOODOOOOODOOO

02 0J0000000O00O0O0O0booboooog
Table 2 Results of subjective evaluation for proposed system.
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