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Abstract: Filtering systems are one of countermeasures against harmful Web sites. However, HTTPS traffic
must be decrypted for filtering HTTPS sites and the contents of the Web pages must be send to a third
party, when filtering HTTPS sites using existing filtering systems that determine whether a Web page is
harmful based on the URL or the text on the Web page. In this paper, we propose a content filtering system
using browser extensions, which dynamically determines whether a given Web page is harmful based on the
HTML elements and the text on the Web page using Bayesian filtering. All these processes are executed at

the browser level.
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Fig. 1 Overview of the proposed system.
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Fig. 2 Example of HTML token generation.
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Fig. 3 Example of text token generation.
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Fig. 4 Judgment workflow.
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Fig. 5 Viewing restrinciton page.
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500 Internal Server Ermor x| +

€) D@ Nhttps://wwy P ¢ |[asx wE A9 =

Internal Server Error

The server encountered an internal error or

misconfiguration and was unable to complete your request.

or, support® - jo and inform them of the time the error occurred, and anything you might have done

More information about this error may be available in the server error log

Apache Server at Jp Port 443

6 ¥ 3I—0DIT 7
Fig. 6 Dummy error page.
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Fig. 7 Warning display.
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Fig. 8 Change of F value due to the change in the harmful
probability threshold.
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Fig. 9 Change of the false-positive rate and the false-negative
rate due to the change in the harmful probability
threshold.
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Fig. 11 Change of F value due to the change in the number of
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YTYVATAEDHB T, REVATLANED LD %
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5.3.1 ¥IEFEE & TN
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R 1 SHETHEICBIT B HEREE & P LI
Table 1 Accuracy and average execution time of each judge-

ment method.

F¥ A+  HTML wa
B IGHESE [%) 95.77 86.48 95.52
HREMEER (%) 96.47 88.78 95.99
btk (%) 3.53 11.22 4.01
HRETEER (%) 4.23 13.52 4.48
1Ef#ER (%] 96.12 87.63 95.76
B (%] 96.45 88.52 95.97
BB (%) 95.77 86.48 95.52
F fii 0.961 0.875 0.957
SRR [ms) 111.8 12.6 58.3
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Fig. 12 The cumulative percentage of harmful probability in
the judgement by the text on the webpage.
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Fig. 13 The cumulative percentage of harmful probability in
the judgement by the HTML elements on the webpage.
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F 2 BERTZE & OFERE O Ik

Table 2 Comparison of accuracy with relevant studies.

HETLT)AL R AETA bomdk | B (%] BREEE (%] EAE (%] mBE (%] FE
% . AN .
% BF (Robinson) pli3 77)“} %Kh 4.01 4.48 95.97 95.52 0.957
Fy 7w
[4] N7 MIVZEHE TV il 7 &k 6 29 - - -
AN TR TV
4 _ _
[12] SVM A R 78.1 70.0 0.738
BF (Robinson) fls 0.00 2.93 - - -
3] mwgwmw@ ) P - fiens - S 1.20 2.27 - i _
BF (Robinson-Fisher)  # 0.40 0.07 - - -
BF (Robinson-Fisher) A 1.40 0.00 - - -
BF (Robinson) fil - 95.1 82.6 0.884
14 B
14 BF (Robinson) H ) - 90.3 86.4 0.883
(1] BF (Robinson-Fisher) fis o - - - 0.8503
BF (Robinson-Fisher) A - - - 0.9575
BN L EET, HEBEORWT XA ML AHED 100%
Jihs, HTML ZHRIZ & B HE IR, HEY A b L gEYT 90% 1
1 bOEDF TV Or I TONMEIMA T 2 S LR | 0] =1000<t
TE%. $72, ¥v Uy TAATFITVIE3 HF T OHRT, B 05 - 200<t=1000
L MES A M T T Th B L AR TE D, B 50% - = 100<t=200
40% - <
TANE ) BT AHEREIZOWT, KifEs M %ﬂ o | # 50<t=100
. " e ° BO<t<
ISR L ORITHE L 7R 25 2 1ORT. BIEO TR & 200 | O=t=50
ZWIHHIEGR LT ICBWTAB SN TRV DTH D, 10% 1
. . 0% A
HET VT XALIZBT S BF ENRA T V7 1)V 5 Ol F¥ZN  HTML e

Thb., ZRICBITLAEYA FOEHRR AL TN
LIEENHATH Y, HHABRMEO MBI ER T T
B, REENTWIHEHHOHMTRIEREZIT) &, H/ L
5 [4], WHS [12], FH S [14] 126 L TIERRZE D HIEAE
FEAS LY, Ak S [15]) 1Sk LTI miigE CRRE O ¥ E
FEEEL 72 ), F5ith S [13] 1Sk L CIIARIIZE D MR EE DS T
B BHERE o7z, S IZx L CHEREE AT 1] - 72 3L
mELT, M12 - X 13 OFEMEDREILIRICB W TE
DT TVIZHANFEEEORNMAICH S F v > T 7
T REWOSIIEEY A PELTERL TRV A
HIFoNb, KIFFRIZBWTHLS LRBOFETFA O
EFREMH L7226, HERBEP M ETL2EEZON5.
5.3.2 MIBEREODH

HTML v — A OS2 & B IR O e F T 2 MLy
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HEFA PNV AZIZEAEERLLZ LR T4 VYY) T
VATFLEBUTCT IV VY I EFALEEZOND., F
72, 1PN TUEIK TS 250 FTIERT 5L, &fF
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Fig. 14 Distribution of execution time of each judgement
method (t[ms]).
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Fig. 15 DOM nodes of the gambling category which are in-

cluded in the search results page.
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Fig. 16 A result of hiding DOM nodes of the gambling cate-

gory which are included in the search results page.
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Fig. 18 A result of hiding DOM nodes of the gambling cate-

gory which are included in the harmless website.
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R4 OARFLIGETRBSNIAEEYA P OILE

Table 4 Comparison of harmful Web sites written in Japanese and English.

HAGEAET A b YRBEAEYA b
TELVE WA Fyry7u P | 7THLL ELANIE o AV ) R 55
HTML Y — A0/ { b [KB] 72.46 23.37 42.04 45.96 104.8 43.09 72.76 73.55
FTEANMN=ZCORLNE 420 305 293 339 446 330 333 370
HTML k=2 > O%R7% 0 411 192 311 305 941 454 638 678

xR 3 WAEVATLEDIER

Table 3 Comparison with existing systems.
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RBGEREZTR 4 \RT. HRGBEAEY A P EBT 2
&, HTML vV —A®DN4 bgE HTML =727 > O5%:
BIZOWTIIRBEAES A PHRE L ERY, FF A b

R T R | RE O[22 1] 2
I HTTP O O x X
BBl 2 HTTP O O x X
HrHl 3 HTTP O X X X
Wl 4 HTTP - O X X X
7—#47 | HTTP HTTPS | O A XX
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B LT, HTTPS ¥4 ~ 04, BELHIR S Nk
722 72. InterSafe Personal D34, URL # Wiz 7T v
) A MIEXBHEDARDO, FHYA ML TEw
TNLBEDSHIREN o7, Fvv P aFHICELT
X, HTTP 41 bOBETHNE, F v v a2 hkolE
EHTIVIREICLVEIRT S L) ICRETE L, #HE
FA M TEE Yy 2O BEHRIRICO 2D - T
W, 7, FEBEISHTTPS 4 OB H
ESHIIR 72 o 72, Blocksi D354, URL & \\/727
Ty 7 ) AMILBHEDARTH Y, HBETFEADOIHD
Lo Twinze, IXTOEFEY A ML THE
DSHIER S e 2o 72,

5.4 HEETER I N/ Web X— I AD@EAAEEM

REVAT LB LHEET A b OHETENEE TR
R ENTz Web X—= T NEFIRETH 2 AT 5720, H
AREECTHRENTHET A b e, EETRRENHFET
A NOarF Y RILET A, WIS 2 EEAEY
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F—=2 V2OV TRREAREDORL YV BIEINIHEE L
ol BR2TEICBITAL M=V Y ORLYVKICET LT
HEBRDORER T S E 25 &, HFEFEY A M RI2IE HTML
F—=2Zv, FFARNM=Z 2B, HECTHRERDY
BON=27DEINTWDEL, T00, FETRREREN
72 Web XR=JIZH LThH, 7F A b N—2 v OEETE
EAEETHZ LT, FAkOfEFEzEHL, HERKEL
R CTE L RAADND 5.

6. IR EXR

6.1 7T UYHIRMEEE AV AREICH T SME

T IPIEEREEE LT T A NVE ) YTV AT A FERE
TAHZETHRETHMEN 2 OFET L. 121F, #TD
BHIERL, LT YA VA= LTELIETH
L., FIT, WEIVATLATIE, A¥ANVT—ba@AL
TREFIRA=TV v EPOREVATLOIFREHL, L
RIEEED A Y A b=V ER DO PN EVEL ) IZLTwA, &
72, MEVATLOXMEEEEMHT512H7) XA T — F
FELAEHE LTS, ) 120, 7IVFREE LD
ETHAH. B TIE, Firefox JLEMEAE DB I S
NLZEHEY 2= VOMREIZL Y, Google Chrome T
SN DHILERIERE & L CRMOILIREREZ FAFE§ 5 Z & 13T
Re7ZEEZ N5, FD—J, Firefox ILiEMERE & Chrome
LR TP RIS HIREZ FEO PETH B [33]. 72
2016 EEIZFIHTTRE & 72 5 F%E D Microsoft Edge Dk
FERE L Firefox ILIRMEREZFIHCE 2 PETH ) [34],
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RHYIIZILRRE D 7 T 7 WIKAF I3 HE S B RaA A I
b5,

6.2 iframe ZF|HL (ERRENBa>F7>>Y

iframe # FIH L CERENLTTII I F7aryTF A b
DO, BELRI YTy YNEITNLEEN DS, L
L, “REVAT LTI Ny LRV T Iy r7ar 5%
A NDOAREFEN A POWEIHEHLTEY, iframe ND
VT EHEICHHA L TwWAR v, 21U Firefox JLiE
PREIC 7 B A R XA VHIFIPAFAEL [35], 7HARNXA ¥
D54, Firefox JLIERERED S iframe WD I ¥ T ¥ 7 & L
BTERVDTHA.

COMEDOxIHE LT, iframe D src JE\VETRRE S L7z
URL ~ Firefox JLIRMEEE S ) 7 ZA M2 F%T 5 2 & 12
L0, iframe NDI TV 2 JUST 5 TFENEZOLND.
COFEEREATSH LT, REVAT LICBWT iframe
NOa» T bFEEFA NOHEIHHT LI LD TE
L. 72720, ZOFHETIEIMEEZBETELWER2 D
ZzoNb, 12X, BOIZRRABEPEEINLILED
£91Z, WL URL~NDY 7 T A M LT, =1\ %
NENEL LV AR ZA2BTH4A. 2 0HE, BIRTO
N=VERHH LT OHREBEO a7 v ~NBIICE TR S
b Web BIERT A F X912, iframe NDI > 728
BICELT 258 THL. INSDOEE, 79 7F RIS
FoRrENTWwWAHLaryFr e, VI AMDEFEIZE ST
PisEEnsary sy VIGEVHTEL, SO RN A
REVEDS D A, LRCOXHEIC & 0 BUS AT EE 7 iframe PN O
VT REEYA NOYEIMEAT S L) ICEET L
L, BIXULRROMRICI VAR TE LRIy T YO
AT EEERT AL RSBOPETH 5.

6.3 HWEDAREM

WREAT LN ZAHNOMBEE LT, 7947~ b
T A R TEET AWM EE % H V72 Web R— VO 532
xS 2 WO RN % Liang 5 1338 L T2 [36]. Z
DFHRIFE T =TIV T) AL %00 L, AEME
REBRT I LHE RS Web X=VIZMZ A E V) DT
HY, VA= FOEFGIZL ) GHET VT XL %k
EENBVWE )T LI L EYHEMNLIRE LTHIFT
W5, L2L, Firefox Siftgld 4+ —7> v =22V 7 b
Y =7 CTHb) Z, addons.mozilla.org F AT A4
EV—2a— FE#Gt T wizw, F8H7— 5 08
TIVTY AL GRS % 29, TOKEEATE %
V. F7z, Liang SI3HloxHEE LT, FEzny v ait
THIETHESNIKLLTAILEHIFTE, ZOX
FIZOWTIL, FEHF—FDT 7 A4 VA BN L D 7
) FAAABERI ORI, /Ny ¥ 2 ALIZE S B LB AT
AINEVTIUTIEA ZIRET L 72\,
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7. BbYIC

KfaTld, 77 7V HW5 2 LT, Web 77
TH LNV TITRTOMBEAT)O BT T Y T4V F
VU TV AT A ERRE L. FHEEROKEE, Web R —
TEOTFFA N EMFHLZHE S HIML ZR 2 L7
HERMAGHLEDLZ EIZL Y, HIERE L L TBEMER
4.01%, AParER 4.48%, MBRER & L CE&@ED 71.7%0D
Web ~— 2 |Zxt LT 50ms AN, 41KD 94.8% D Web ~<—
JITKLT0.28 LN, 21K 99.7%D Web ~_— V123§ L
TIsPDNTT74 vy ) 7 dfthbiih 2 & ZhERl L7-.
F72, DOM / — FOIEFRLIZL D, Web R—=2 LD
ERar T rIORERERIRTESZ LR L7z ZL
T, VAT LA CRMEZHIRTE 2 WTTEEEOH 5,
FRAETA M7 =47, Fx vy aBHICX VIER
ENTHETFA MO T 2HEEHBRICBWTEMEEZ R L
72, AREKRETHITREEET A LT, XVFEM
B 748 )y 7Y AT BIEL TV E W,
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