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Detection of control program tampering by a malware infected on a
management terminal
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Abstract: In recent years, cyber attacks on control systems have increased and become a problem. In the Stuxnet which is a cyber
attack against the Iran nuclear development facility, it is said that the control system was downed by tampering with the control
program and caused the operation to stop. In this paper, we assume that the on a control program mal-functions are added or some
functions are deleted or modified to make illegal behaviors by malware, we propose a method of detecting tampering with a control
program update based on the degree of abnormality of an update contents.
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