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Development and Evaluation of Infringement Range Identifying Tool
against Targeted Attacks
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Abstract. In recent years, targeted attacks aiming at specific companies and organizations have become a social problem.
Targeted attacks have a process of gradually advancing attacks. Especially, the core part of the attack is the internal invasion /
investigation stage which will expand the range of infringement while taking over the terminal one after another based on the
attack base taken over at the initial stage. Therefore, it is impossible to assume the scope of damage only by investigating and
removing malicious program from terminals detected infection by a malicious program. As a result, there is a possibility of
erroneously coping with the attack. In this paper, we propose a method to identify the range of infringement by analyzing and
matching process logs of multiple terminals focusing on the internal invasion / investigation stage. We developed a prototype
program that realizes the proposed method and conducted an evaluation experiment simulating expansion the range of
infringement by an attacker. As a result of experiments, it was possible to identify the range of infringement in about 120
seconds. Thus, it is possible to assume the range of damage and identify terminals to be investigated preferentially, and it is
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considered that the time from accident response to restoration of business can be shortened.
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Figure 2 Expansion of infringement range in experiment 1.
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Figure 3 Expansion of infringement range in experiment 2.

T/, HERICBWTHELE v T M- TRE

(© 2017 Information Processing Society of Japan

V0l.2017-DPS-170 No.34

Vol.2017-CSEC-76 No.34

2017/3/3

AT RAR 2 &2 TRET 2 £ TORMZFHIL, FEM
PEZ RS 5.

53 REBRER

EBR 1 OFER, REFEICLVEEMIDNEHAE S

TRETAZENTE. £z, B LEET v s T ALK

S TREMTONIZMAZ 2 THET 5 TORMITN

120 0 ThHo7z. X¥41%, EB1IZBT2EEFETAICET

DRERO—HEHEH L LOTHD. K4 HFITRLTHD

5 RDF R U 7 VELL T O@EY ThHhD.

® RDF UL (KA R4, PID, 7tk A ID)

® RDF kU 7L (AFA b4, ipv4Address, IP 7 K1 R)

® RDF RUTL (KA M, status, RIEZ 1T T Ak
Yuikhe)

®@ RDF U7 (FatAID, name, 12t 2x4)

® RDF UL (Fut X ID, ParentPID, 7wt %
ID)

® RDF U7 (FutAID, launch time, FEE)KER)

® RDF hU 7L (FrtZID, com by, H#{EILA— bk
)

® RDF hU 7L (FutXID, com time, #{EM)

® RDF UL (IP7 RL A, port, EIE LA — F&ES)

® RDF hU 7N GEFmA— &R, TCP, sEiA— b
)

® RDF MU T (RETmr T T HREGEIRE,
infected_process, ~NIE7 127 7 LD rt& A ID)

B4 DORDF b Y ZAEEDOFFE L RFTEEZRAE L TN 2 &

WIZEVELFDOZ LB bins.

® ik 1 (K-W7X6411) T ShinoBOT.exe (2 L ¥ E#) S
7= PsExec.exe |2 & 0 iR 2 (K-W7X6412) ~3@1E 23T
bhTnd

® Uik 1 B DOil(EH, Wik 2 T PSEXESVC.exe A L)
&}, PSEXESVC.exe (2L ¥ ShinoBOT.exe 23l &
nTna

® UK 2 T ShinoBOT.exe (T & ¥ &) X 417- PsExec.exe
IZE DK 3 (K-W7X6413) ~@ENTThhTWn5

ZOZEND, BYPEFEMATH LMK | NCRE SR

E7'm 27 Z A (ShinoBOT.exe) % i&IA & L CIEERBNIL

RKLTWBEEWS Z ERDDD.



TE LB 2 T
IPSJ SIG Technical Report

Vol.2017-DPS-170 No.34
Vol.2017-CSEC-76 No.34
2017/3/3

K-WTX6412

_,,’r-ﬁf'; S
/

a

K-W7X641224072 ‘ r
K-W7X6413 o 192.168.21.34
- com_time 2017-01-26T14:03:41 096500 o
lsunch_time 2017-01-26T14:03:41.063100 ]
// f |
|
i N4
- / RN
- v —
‘ K-W7X6412#49178 K-W7X6412#3984

com_time 2017-01-26T14:03:41 086500
1
/
[Ter froe
|

lsunch_time 2017-01-26T14:03: 41061500

- \\ e

\
K-WTX64124732

K-W7XGAT1

e

com_fime 2017-01-26T14,00:35.010300
N\
AN
3\

K-W7X6412#135

P

7

e

e K-WTXBAIL#2840
192.168.21.32 1 =
= com _time  2017-01-26T24:00: 34.017100

com_time 2017-01-25T14:00:35.010300. launch_time 2017-01-26T14:00: 34.009300

T\

/ — ]

¥ ) /
K-W7X64134 135 =) K-W7X64T24 2812 x-umwaumql \ K-Wmﬂlﬁﬂll' Palnsc.exs /‘ .

com e 701 3003 700 bt 7L STIAO S com e 70U ST SO s e 171 1800 310770 /
= \ —
P Pt /
-
K-wrxsmcmz ShinoBOT.axe il K-W'JK.BI'lllll!l

launch_time 2017-01-26T14:00:35.027500

PSEXESVC.ene

X4 FEBR1IZBITS

launch_time 2017-01-26T13: 57:46,098600

ShinoBOT.exe

REATRIBT DA RO

Figure 4 Part of the result on infringing acts in experiment 1.

X 50, FEBR1ICBT2REZIT ZBRICHAE LTENE
BEHTOHEREHLIEZLOTHD.
5 RDF Y VLI To@y Thb.

® RDF FVU 7V (KRR N4, ipvd4Address, IP 7 R LX)
® RDF hUZL (IP 7 RL X, port, k[F7mA— hEF)
® RDF U 7V (EHE0A— hER, TCP, sifEA—

%5)
BKSHDRDF b U ZABEDE
WCEVWUTDZ ERbns.

=hH.
=]

WEEEZHAL TN Z L

X 5 Pz Rr LT

PRLTWD

® R 2MMHIRAKR 3 ~NEENTOATND
® iR 4 /bR 5 (K-W7X6415), Bk 6 (K-W7X6416)

~EERTOh TS
F7, MRS LUEAR 6 D RDE RV ZAREE R D Lal{E 24T
STEDITIR 4 DHTHY, WK 1 HIRK 3 £ TORKE
FomREBEEZLTVARNVENI ZE bbb,
PLEDOEERENG, Tav R L)L TBIFEITY 2 LIC L
D, RIEZa 7T ACERNLZBELZRFET DI N TE

Ly Ly Ly N (= 24— =R =mian == £ =y N -
® UK 1 MBIRAK2, WA 4 (K-WTX6414) ~ilfE 23T RERMIADIERZFFEFRETH D Z Lotz
K-W7X6415
ipvit Addres
192.168.21.37 | | K-W7X6414
port v Address
KEWTHEAISF13S K-W7X6416 192.168.21.36 | K-W7X6411 |
com_time 2017-01-265T14:10:38.092400 Ll . - = ol
//
(1‘ I.II- P - \g_l\‘l_.‘i-_-;//pul port poit i Address
K-W7X6414#49180 ., K-W7X6414#49203 | K-W7X6414#135 . T
com_time 2017.01-26T14:1035.010600| [T SRS E] oo time 2047-08-26T14:13:29.059500] | com_ time 2017-04-26T1407:35.03300 = Y FR:Y SO MR G E
\ f/:‘ i/m P (“r- plp P / L‘ i il Address
K-W7X64164135 K-W7XGAI1#49222 K-W7X6411#49178 193168, 3154 S
tumihm.e 24]17‘(]1-5:[1511]:3.3 042500/ com_time 2017-01-26T14: DG 39,013400 ‘com_time 2017-01-26T14:00:34.017100 ‘ B 'I - ‘ , . -
[ 1
k ['NII‘ P Tort port ipvid Address
KWIXEAI24135

X 5

Figure 5 Internal comm

FBR 2 OFER, METFECIV Xy hT—7 NOHED
b, REMIbNWMKOLEHETHZENTE
F72, BAR L7 07T Ao TREEMTONIZR %
ETHETHETORMIIN B TH 72, X 61252
DOFERE T 6 FIZRLTWA RDF VU 7VEX 4

(© 2017 Information Processing Society of Japan

EBR 1

K-W7X6412#49178

192.168.21.35

com_time 2017-01-25T14:03:41.086500

ey

K-W7X64[3#135

\com_time 2017-01-26T14:00:35.010300

com_time 2017-01-26T14:03:42,078300
1T 2 NER@AE o

unication part in experiment 1.

LAEETH Y, RDF kU 7D DAREN TSR
WA 1, R 2, WR4 DHTHDLI ENDNL. T,
SEHR 2 T3 PsExec DIE(E & 35 FIHE & #E L TV 2ImAR 2
WA 2, WK 4 DHTHY, MOUER~DRENIITZ 2D
STl THS.



TR 2T IR E
IPSJ SIG Technical Report

K-W7X6412

\Nr\nlwh\_.« PID

‘ ‘ 192.168.21.34 |

port

K- w7xun# m

com_time 2017-01-. Z?TlB ﬂ3 45 039600

Vol.2017-DPS-170 No.34
Vol.2017-CSEC-76 No.34

K W7Xﬁ412#2288 ‘

launch_time 2017-01-27T16: 03 46059800

K-W7X6412#135

com_time 2017-01-27T16:03:45,039600

TP |ToP

/-,‘.t \"'“nmm

ShinoBOT.exe K-W?Xﬁﬁlz*m!‘

launch_time 2017-01-27T16:03:46.005200

K Wxﬁﬂl#lQll?

com_time 2017-01. ZTI‘J.S 02 45 044600

Km‘n(summq ‘ K-¥

2017/3/3
(T ipvdAddress PD
K-W7X6411#2812 | | K-\
3 M 420 192,168,21.32 g
com_time  2017-01-27T16:02:45 044600 il e MODAETCCHE S com_time 2
launch_time 2017-01-27T16:02:45.018100 launch_time 2
_‘"“"‘ _ com_by lx-‘mnm) port %&

launch tlme 2017-01- 271‘16 02 45 016500 launch_time 2

PSEXESVC.exe ‘

6-1
Figure 6-1

192.168.21.32

KWTXEAIL#2748

com tme | 2017.03-27T16,02:45, 044600 com tme | 2017-01-27T16:06:23.087300
launch_time 2017-01-27T16:02:45.016100 lsunch_time 2017-01-27T16:06: a 084200

/ waxmuzu K-WTX641142932
ufected_puoce:
lnunch_fime 2017.01-27T16:02 45016500 unch_time 2017-01-27T161 06:23,081100
a— e Tt -
P
T KWTXeAIL4812 | -

emd.exe 1
lounch_time 2047.01-27T15.59: 07.029900] = 2

KWTX6AIL# 49228
com_time 2017-01-27T16,08,23,087300

i

com_time 2017-01-27T16:06: 31066500

ParentPID

K-! W?'XE‘II.#I:I.Z | T

launch_time 2017-01- 271‘15 58 07.029800

ShinoBOT.exe

EER 2 OFEE 1

Result 1 of experiment 2.

— '// o~ -

192.168.21.36 -
com_time 2017-01-Z7T16:08:31.060600) -‘

K-W7X6414%135 K-vmcuwtun ]

|isunch e 2037-01-2773608:21.095500
~
Past D
AT I | KW7XGALAR2020
lsunch_time 2017-01-: ZTUSﬂB 31082600

I PSEXESVC.exe

X 6-2 FEER2 OFER 2
Figure 6-2 Result 2 of experiment 2.

54 ER
A@®¥%TP£$%K£ REREBE NG L TN D
BETHo THREMTONIMAZRET DI ENTE
t.it,%ﬁbt%@%i%ﬁﬁbfw<*&vﬁﬁﬁ
I OAZERREE EOWRR & EEIINEEE 217 > TRV i
KERFETHZIEHTEE., I6IL, BETFECLIRY
N —Z NDIERD 5 BIRESNIZMEROLEHET D 2
ENRTEIZ, 200, METFIEICLVRFHFALRKET
X, WEMEOMERES L CHAT XKD EN W]
BEICRDEEZOND. £, BETFHRIIVETESNL
SR ZFEACRAE T 5 2 & TR ENTIZEIR L TR
E7 07T AORMRBIZENY, FEAON LIS Bk

(© 2017 Information Processing Society of Japan

THIENMTEDLEEZD.
REMTONTMKERET A 72O, FFED URL
IZ T BBENITOILTORONERET D &V o 72IM56
‘% EWMETDLITRERDD. LrL, ZOFETIHE, 48

M T BBENRAE L TWRITIUTERE®RFANILK L
fwf%ﬁ%_mﬂﬁé LIETERV. ZRICH LT,
RETFIETHE, REHAZIEAT I ThN 2 NEEE
ERETDZETCREMITONHERERFE L TN
A A~FET HBERIEAE L TR & HIRERH 25 E
THIENTED., ZOY, BEFEIIINTERE Z2HE
TOLFEEMTET DN TED.

AEOFER T, KEOHFB O DITHE /MR ER



TE LB 2 T
IPSJ SIG Technical Report

TOERTH- T2/, EBEOMELSEDOR Y U= LI
REENER XY NT—7 Thote. ZDO, K
7oty NT—VREEAMEEL, £V ERBEIGIVEREREE
TREFEOAIEZFMT 2MLEND D, F, EBRF
DWRNTORIEIIHBOFIDOL EIT ol iod, WED
FHUANAOa 7 1ZFNIEELHATENRTE LT, vry
A AT FH) 282KB Th o 7o, FERRICER R EBITON DR

BeanIgReEon 7PHNISND ZERTFHREND.

Flo, RO, =T 4 FEREL T I UFICL DAY =T
P FEBEEZITW NS 0 S ERRER LR, n /g X
I 1 B H72 0 3.46MB TH Y, 1 H 8 HEfiEEI &
5 E30MBIEEICIERIET B Z EMTRHRINTWS. 4H
DEBOFER, R LT 17T AL TREN TN
MR AR THET 5 £ TORMITN 120 B TH - 722

0 7 OBEPER E 2IVTOERFIC O BERHDL B XD
AT, mE DI DI R R IRRFIE L RGFTT D24
ERHD.

Fiz, BUROMEFIETIE, BERKE 1207747
U MNBRPEE OV T — MEREFOL I hAMETH D
TEEBELTWA. UL, FIHIEGERE N EE D -7
LA CREREN, 1| 2OV E— MERICH LEKD S
FTAT v MHRN D DRI OREIE L e D FREME D B D &
ExbiLd. 20D, BRERENNOWHEZFHFHSHAET
HoTHXIRAREE 2D X 9, FIEEZRFNT HLERD 5.

6. BHYIC

AAFTE T, EAYRIIEIZ BT D NEMRA - THR B
BEE2HT, BHOWMED ot 2 V&2 - 2515
L TCREGEARET D PIEERELL. o, #ET
BEEBTLHI T 0T A ERICHE L TEREZITI Z &
&0, ERNEDEERRT DL ENTE .

LY, EERERICL VIV ERRE CREFEOF N
RIS D & L HITEHILO 0O L 0 SR R T
ERRETL TV, F, BUROBEFIETIHMRERKZ |
ODRBETHDLZ LEHEL TS, HOFEEE R
OEETHSTHRIEFREL 72D L9, FEEZHRHTS.

B AMRICBELT, xR IlHEER e E LR
LIFT v ¥ =7 FORFRFEICESH - LET.

SE X

(1] ¥~r7 v 7 UERMMNBEE | A5 - A S —38 R
B L X, APT L1X, ¥~r T v 7 (FvrI4Y), AT
J
(https://www.symantec.com/ja/jp/theme.jsp?themeid=apt_insight
) (R 2015-02-15)

2] VAN—kF =Y T ERIHEATS . BAERENE BT 5 AT
W BRI 2 RSB AR R, YA =X VT
A BRIEAES (A F A 0), ATk

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.34
Vol.2017-CSEC-76 No.34
2017/3/3

(http://www.nisc.go.jp/active/kihon/pdf/incident_report.pdf) (2
i 2015-08-20) .

[3] TPA MNZIE N FHSLERHEEENERS « [ ETAEAV RSO | SR 1A)
FT2 AT BERGE A R, IPA SLEE NG SALBRHEEERERE (1
74 ), AFSE (https://www.ipa.go.jp/files/000046236.pdf)

(ZH2015-02-17).

[4] Sato, M., Sasaki, R., Sugimoto, A., Hayashi, N., and Isobe,
Y, . : Proposal of a Method for Identifying the Infection Route for
Targeted Attacks Based on Malware Behavior in a Network, 2015
Fourth International Conference on Cyber Security, Cyber Warfare,
and Digital Forensic(CyberSec), pp.40-45 (2015).

[5] SHERE, Er KR 7ot 2 EEREEEST 2lE SR
REFIEORE, HFRLIYREHIEE, Vol57, Nod,
pp.1944-1953 (2016) .

[6] Guus Schreiber, Yves Raimond, Frank Manola, Eric Miller, Brian
McBride : RDF 1.1 Primer, W3C Working Group Note (online),
available from <(https://www.w3.org/TR/rdf1 1-primer/) (accessed
2016-11-19).

[7] NEAEME, ZFEHUFEE, HFOER, BRIIFEE, SAEE) R
FIEH ORI EIRICE B U7 Amn R s B i 5=, fHHie
PREASEESCEE, Vol.57, No.3, pp.1022-1039 (2016).

[8] WEEFHIAL, FRAKIE(S, IWHIESL, SIEE @ BRI A N—I
BB D v AT AN OBMIEBRAMORE, 22—
X a )T 4 RY T L2012 w34, Vol2012, No3,
pp.360-367 (2012).

[9] mMERESE, HEAE, PRETEAC, 20, LKA, R
Z B A SRR R Z A LT A VAN b r T
AT N, 5, Vol.113, No.502, pp.125-130 (2014).

[10] JPCERT/CC : A > ¥ T ¥ NRED D DB Y — VEDIAT
IEBAFAAIC BT 2 M5, JPCERT/CC (4> 71 V), AFHE

(https://www.jpcert.or.jp/research/ir_research.html) (&
2016-07-01)..

[11] AT&T Research : Graphviz - Graph Visualization Software

Envisioning connections, Graphviz (online), available from
(http://www.graphviz.org/) (accessed 2016-11-19).

[12] Shota Shinogi : ShinoBOT -the rat/bot malware simulator,
ShinoBOT Can you detect an APT like me? (online), available
from <(http://shinobot.com/top.php) (accessed 2016-07-23).

[13] Microsoft: PsExec, Windows Sysinternals (online), available from

(https://technet.microsoft.com/ja-jp/sysinternals/pxexec.aspx)
(accessed 2016-07-23) .



