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Abstract: Mostly automotive software development has adapted HAZOP (Hazard and Operability Studies),
FTA (Fault Tree Analysis) to analysis safety of its product, and has developed it based on the analysis results.
Assuming full introduction of ISO26262, it is necessary to construct a safety case to convince stakeholders
in actual development. It is expected to adapt graphical language such as D-Case to keep stable quality of
a safety case. However, there is only simplified and indirect guideline of using the results of HAZOP and
FTA as evidences in the conventional D-Case construction method. As a result, many actual development
might have a problem that a relationship between analysis results and a safety case is indirect. For solving
this problem, it is necessary to closely collaborate HAZOP, FTA and D-Case, and to also define the process
of constructing D-Case using the collaboration. This paper proposes the method of collaborating HAZOP,
FTA, and D-Case based on the view of external and internal, and the view of analysis and confirmation.
Additionally, it confirms the effectiveness of the method on the basis of the case study.
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= 1 [bigsE : HAZOP, FTA, D-Case
Table 1 Comparison table for HAZOP, FTA, D-Case.
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Table 2 Safety analysis process and adapted method.
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Fig. 1 The configuration of proposed method.
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Table 3 Function list.

ID | #gk
1 | =D ONBETAY FI 4 M2 EITT2
2 | Z—¥D OFF #ETAy FI4 FEHITT 5

Light Switch WHLS -
Headlight
Control ECU
. WH_IG Body CAN WH_HLL Left
[ IG Switch ]7 Control ECU Headlight

—— : Wire-harmess () : Sensor () : Actuator
—— :CANBus [1:ECU

WH_HLR| " Right
Headlight

2 VAT LR
Fig. 2 System structure.

Head light control ECU
’ Head Light Control Software-component ‘ Application layer
$ I} Application
’ AUTOSAR RTE ‘ E‘ runtime environment
{ { { E e
L
COM-Stack 10-Stack RTOS § Basic software layer
f ——t
CAN HW_LS|HW_HLR
HW_HLL

3 ECU V7 b7 = 7Hi
Fig. 3 ECU software structure.
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Table 5 HAZOP analysis result.

ID  EMN%

ID | Parameter Guideword | Hazard

Q1  HAZOP GH O R E R H8T A—7 HAH§ ABRICH
W EHERO LR E T &2 R X
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1 Light intensity | No
More

Less

Total loss of headlight
More light intensity

Less light intensity

® 6 fkE— R

Table 6 Generic failure mode.

Structural element  Generic failure mode

Wire-harness disconnect
noise effect

ECU

failure

| Total loss of headlight

f

Failure related to
Body Control ECU

Failure related to
Headlight Control ECU

Failure related Failure related
to CAN to CAN

Failure related

to WH_IG Body C_ontrl

ECU circui

Failure related to

Failure related to Failure related to
WH_HLR WH_HLL

WH_LS

failure

Wire
harness

Message
transmit

Message
receive

CAN bus
disconnect

circuit failure

Wire
harness

4 FTA 5HrftiR
Fig. 4 FTA analysis result.

R T OWRMERLE

Table 7 Countermeasure confirmation table.
ID  Device Failure mode Countermeasure
1 Body WH_IG: Wire harness disconnect Circuit sets ON to IG Switch value
2 Control WH_IG: Value corruption IO-Stack provides preventing the chattering
3 ECU Body Control ECU hardware breakdown Headlight Control ECU monitors and adresses
4 CAN: CAN bus disconnect Same as above
5 CAN: Message transmission fault Same as above
6 Headlight CAN: CAN bus disconnect COM-Stack sets ON to IG Switch value
7 Control CAN: Message receive fault Same as above
8 ECU WH_LS: Wire harness disconnect IO-Stack sets ON to Light Switch value
9 WH_LS Value corruption IO-Stack provides preventing the chattering
10 Headlight Control ECU hardware breakdown Body Control ECU monitors and indicates the caution
11 WH_HLR: Wire harness disconnect Circuit addresses in Right Headlight
12 WH_HLR: Value corruption Circuit provides preventing the chattering in Right Headlight
13 WH_HLL: Wire harness disconnect Circuit addresses in Left Headlight
14 WH_HLL: Value corruption Circuit provides preventing the chattering in Left Headlight
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G1 C1 Experiment condition

C2 Parameter
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C3 Guideword
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P/\Q

C4 System structure
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Sensors are addressed
to the hazard

G2 G3 G4
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addressed addressed addressed
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the hazard to the hazards

Snl
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:

C5 System structure
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to Sensor,
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- Headlight Control ECU Circuit related
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Body Control ECU is
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Q
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]

- Connector, Circuit

G10 Connector
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G11 Connector G12 Circuit G13 Connector G14 Connector
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<

S S

D
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y

v
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G17 Countermeasre
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/
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Confirmation
report: COM-
Stack

configuration
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- disconnect
- noise effect
G15 G16
CAN bus disconnect is Message receive falult by
addressed C8 ECU Software structure noise, is addressed

Software modules related to
CAN bus disconnect

v

S7
Argue over each software module

v

G18 Countermeasure

COM-Stack sets ON to IG Switch
value if it detects disconnect

C9 ECU Software structure

/

Software modules related to
Message receive fault

Sn3

Confirmation
report: COM-
Stack

configuration

5 D-Case & W /-4t r — A
Fig. 5 Safety case using D-Case.
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Fig. 6 The summary of comparison result: correct rate.
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Fig. 7 The summary of comparison result: response time.
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Table 8 The Comparison result.

ek i T

[ides [EIE=S % IEZ=AER [EIE=S % EZEHEAR
I R S Ql Q2 Q3 Q4 Q5 I S Q1 Q2 Q3 Q4 Q5
Al | 8m30s 40% O X X O X | 4m25s  80% O O X O O
ERFE A2 | 16m00s  60% O X O X O | 4m44s  100% O O O O O
! A3 | 4m00s 60% O X O O X 1m28s  100% O O O O O
WETFHE A4 | ™m30s  60% O X @) O X | 4m00s  80% O O O O X
A5 | 10m00s 40% X X O O X | 3m00s 100% O O O O O
| 9ml2s 52%  80% 0%  80%  80%  20% | 3m30s  92%  100% 100%  80%  100%  80%
Bl | 13m30s 40% O X O X X | 5m20s  100% O @) O O O
BEFE B2 | 5m00s  40% X X @) O X | 2m00s  100% O O O O O
! B3 | 7m30s 60% O X O X O | 4m30s  80% O O O O X
fEkFE B4 | 8m00s  40% O X O X X | 4m00s  80% O O O X O
B5 | 10m10s 40% O X O X X | 5m00s  80% O O O X O
T o| 8md8s  44%  80% 0% 100% 20% 20% | 4m12s  88%  100% 100% 100%  60% = 80%

© 2017 Information Processing Society of Japan

527



[BERIEF =R Vol.58 No.2 521-530 (Feb. 2017)

(2) ¥ AT LHER B (L%, ECU, 77 F =
I—%) IO &5 (G5, G6, GT).
(3) ¥ AT 20K © B2 (K7 —#l#l ECU, ~» FJ 1 b
Hilf ECU) 1230 %40 (G8, G9).
(4) VAT LR SR OMMEE (247 5, "R
ICES EHR (G10, G11, G12, G13, Gl14).
(5) Mt — FER ON— A Wi, /A4 X, EXNE .
M) 12O &40 (G156, G16).
(6)ECU V7 b = THEBLICED &5 (BT — FIC
ity 7 Y27 EYV2a—LDA) (G17, G18).
%8B, RERTIEAY F7 4 Ml ECU @ CAN bus (2
BT 23R OFBH DO AT THIEL, TnLAHIERE L T
W5 (3%4%E T D-Case @ Undeveloped (ZHH2Y).

4.5 EEBER
4.2 FilZht > THERER T fTo 2R 2K 6, & 7 1R
T, AERFEMIIR 8 2B I v,

5. E8

5.1 HAZRIRER 1 DEEE

kT Tld, HAZOP, FTA 22N TOR )
FREREN TV, ZOGHREROMKETIEIIED S
NTHEHY, HHEILRO BARFETREWr — A%k ¥
BOMEBIMAE LRl & o Tz, —F, RET
% TlE, HAZOP, FTA OOHHERIZT TR, 2D
WHFECTH S N HI2EE 2 & 0 T D-Case L CHTHLT
NEFEREWS2ICL, FNODEHROMHE 1% D-Case
DIEBRFNEE LTERLTWAE. ZOfEER, R0y
W LREAEY BTSN TWA 2 L DERE GO T, 448
SR ERT I ENWEEE b, T, AFEEH VA
ZET, ST FIER B A L T & 5729
FNOFHAHUREL A L CERTLIMEDWEFTE
b, WROIRLAMBEEOEA,LS S, HPHOTRNRLHEE
AL s (01, 02), 2 OB DAL Y] I L
SN2 LT (03, 04), PERTHEEIARTHEFIES I
o TWAIEDPTNAE. KR, DMK 1 IZFEIET
EARANY IV

5.2 HZZIRER 2 DESE

HAZOP, FTA OZHiEEE THWZZHIBT OMBIIE, HEk
FHETIIHHR RO HRSHELEL LTI 72D,
LEDOFEIZ X o TIXELRE AT O AR & 72 2 555
WHRET D, T, BEEFOMBICET LI A NDE
{TroTLED. —JF, KRTHREL D-Case & Z42E
=AW 8E, it/ — N TR L7 HI O AR LD
ROBFETHEYIHD TSN THERTE 5.

4.5 BiOFEBFERIZB VT D, HERFHEDOIEEFED 50%H
BETH B LI LT, KIERDIEZEFEIT 90% iR %215 T

© 2017 Information Processing Society of Japan

+£ 9 D-Case |3 T 2¥EOER

Table 9 The Opinions of experimenters for D-Case.

1D #e B OE N

01  E2SNEICEROITAITRE R Z NHF . CTHRETEZ 2 D8R W
02 FERMIEHT 2 LB D 5 HHAT L N5 D THARL TV
03 FHPENER ML SN2 72D ERIRSE S Th S

04 /= FHOXENFELTHZVOTHRELLT W

05 HWFORMAHHE /) — FIZF L FoTVBEDTHDIFR TV

Wb, ERFEOEM Q2, Qb DIEZEFEAMLE K % 4 5k
BIHERE L 728 2 A, itk RO E T 2 5 %43 550
IRE AT 2 ST B LS S N TB 5, SR »
SO OENZEHE L THUEM 2 R TLESH L7290
Tholz. —F, MEFETALEMOD - 72EH Q3 122
WCHEBR B ICHERA L 72 & 25, 4T TH A Cl DS
HEEAFRAS — N Snl, Sn2 OISR sNTBY, 2
FCHAIAATHER CE o722 LB TH o7, F
7o, B Q4, Qb i, N — FER &) HFES D-Case
FTHR SN TR WD, FUERT 2R L 722 &8
FERTH -7z, %d, ({ERFHELREFEOFERIETIC X
57, REFEOIEERPEPo2HHE LT, £9 0
WEHEDERICLHITENTVWE EBY, BT 5
HEE ARV AL I EDREHTHY, & 512 D-Case DL
ik, HTREIC AR B A Rl idArde / — FIZED
ENTWALEZENRHHTH L7280, TOHRENESTH -
22 EDBHITONL. HERERICOWTOIERTE L A
TP T OB CHRATETBY, WMIZERE 2 (3EET
oz b, b, NIEREOREREL, 90 05I12H
Do TWD &), BHMNEDREZE & 7 2 HIE ORI R
/= FIZEHLTERHEIN TR ETFHEINS., F
72, OLIZHH > TWwb X912, D-Case (35T D 3
LD HNEICHEEL S B 7280, B O BEE T O4EE D
BEHThHhol-Zb—WeFHENS.

5.3 MZRIREE 3 DESE

EBAEROMK 4 27T £ 912, WFFEEH 3 TRE L7
B — IR DM AARIRIOREREIL, FTA 7217 TIEERHBT
v, TN LT D-Case TlE, wFEoIT—)L ) —
FCHEARL, ZOMNEFTMAAETNTVD Z L OMHERR
SR ERLE ) — FEMOUT A2 LT, AR
FAALTETWS (M5 D GIT & Sn2, BLXUGIS &
Sn3 OEEFRICHY). REFHRE? S, AREORETHRIIH
FARF 3 HEILETEIZE VR D,

5.4 HRRIRER 4 DEGLE

D-Case DLk in B IZERE DA F VT L o TEA S
5T ENGIroTwA 28], ZOREIX, D-Case D+45
GEBFIEDIRREN TV AEWZ LIERDH Y, 7282

528



[BERIEF =R Vol.58 No.2 521-530 (Feb. 2017)

&, HAZOP, FTA % D-Case DY T Y AIZHWA, &
VI BB FIHLRREN TR P72, 207D, &
NI D-Case 7217 2B AL TH, YEHEATONY—
7 R0 BB S5 T D N — N R o fil T IEASAS B e
%% D-Case ZEWLY 2 W EEMEA S <, BAFSHIY T OEH A
Wik CTdh o7z, —EFLETIE, HAZOP, FTA % w724
MIROFIEZEFRL, 0B TR K AEICEDS
WT D-Case Z1E T 5 FIEAIEFE L T b, IEFEIC
Beo TIERL L 72 D-Case X, & 8 IZ/RL72&BD, 90%HI
BOIEEFRLBTEY), MVilRmEEZ RO LD TET
Wb, ZOFERPG, KEOFREFEIIMICIRE 4 % FE5E
(SEVARANY &

5.5 ARORE
RFHEOFREL, AR TR LEFFOMIED T
fliLTBY, HHOFFIIILD W/ ZRBEEIX L Tw
BV, WRERD VAT AORBEREMS Lo £l
B 2 BBOFFNHEM L, AL ABEOMREIELNS
CEERMERTALEND L. T, KRETIIERL2%4E
P — 2B A EREDOFEBRD A EIT > TH Y, EEE)
BT DIERTEL OB LETH 5.

6. A

KEgTix, [9H EMERR] 7 5O AR EPIEE] DS
THAZOP, FTA, xR, B LU D-Case ZHlAED
W RESHMFERIRE L. AFEEZRAT AL LT,
BB OMERIF AT R E 2 D IE#RETRIL L) 2 TF
EONRERERATE, 512, MiHME~y 74 Ml
B AT AANOBHAFFNEDNT, ZOHFIMEZHERL
7o F72, REECTERM L7 HAZOP, FTA, D-Case i&, %
NZENHEMTIIFREE PR TV DS, 56 2 BHICH
AEDLEDLIETHVWOMEOMMEZXY, E=EH1EL
CHRCEBLREWT — AR TINEAR LT 5 2 L A5T
&7, ABROBEE LT, EBOHEE Y AT ANO#HAH
Bl L, ZOREIIED W TARTHEO AN E HEHY
WHEEL TWLLEDNH L. X512, HAZOP X FTA ©
SRR EFERERALL, O ICHED W T D-Case
ZHBAERT AR ONVTERL TV FETHA.
REHAFERSNE, Tv V=T IRHYOSHEE%
EHEOM T CHERT 52 LML 5.

SETH

(1] FOZATECE NHHSLBHEGERNE © b — 7 7 1RG£ F
V7 A BREHC B Y B SERERRARE R, RAZATBOE AE L
PUEAERERE (2015)

[2]  Dunjé, J., Fthenakis, V., Vilchez, J.A. and Arnaldos, J.:
Hazard and operability (HAZOP) analysis, A literature
review, Journal of hazardous materials (2010).

[3]  de Queiroz Souza, R. and Alvares, A.J.: FMEA and FTA

© 2017 Information Processing Society of Japan

[4]

[5]

(6]

8]

[9]

[11]

[12]

[13]

[14]

[15]

[17]

18]

[19]

[20]

[21]

[22]

analysis for application of the reliability-centered main-
tenance methodology: Case study on hydraulic turbines,
ABCM Symposium Series in Mechatronics (2008).
Kelly, T. and Weaver, R.: The goal structuring notation—
a safety argument notation, Proc. dependable systems
and networks 2004 workshop on assurance cases (2004).
Attwood, K., Chinneck, P., Clarke, M., Cleland, G.,
Coates, M., Cockram, T. and Williams, P.: GSN Com-
munity Standard Version 1, Technical Report, GSN
Working Group (2011).

Tokoro, M.: Open Systems Dependability, CRC Press
(2015).

EHFIE, IUARE—EL, R # D D-Case AMT 1 XY
FE)T 4 - r—=REFECTHRLI!, A&7
7RI T 1 27 (2012).

I, AR —ER 928k D-Case 74 RV E Y 7 1 -
F=2AEHLED, BRASHIA Ty IRV T v
7 (2013).

Allenby, K. and Kelly, T.: Deriving safety requirements
using scenarios, 5th IEEE International Symposium on
Requirements Engineering, IEEE, pp.228-235 (2001).
Dimitrakos, T., Ritchie, B., Raptis, D. and Stglen, K.:
Model-based security risk analysis for Web applications:
The CORAS approach, Proc. EuroWeb (2002).
Fenelon, P. and Hebbron, B.: Applying HAZOP to soft-
ware engineering models, Risk Management And Criti-
cal Protective Systems: Proc. SARSS (1994).

Ding, F., Yamamoto, S. and Abrahim, N.: The Method
of D-Case Development Using HAZOP Analysis on UML
Models, JCKBSE, Communications in Computer and
Information Science, pp.631-644 (2014).

Matsuno, Y. and Taguchi, K.: Parameterised Argument
Structure for GSN Patterns, 2011 11th International
Conference on Quality Software (QSIC), IEEE, pp.96—
101 (2011).

Matsuno, Y. and Yamamoto, S.: A Framework for De-
pendability Consensus Building and In-Operation As-
surance, Journal of Wireless Mobile Networks, Ubiqui-
tous Computing, and Dependable Applications, pp.1-17
(2013).

Yamamoto, S.: A Knowledge Integration Approach
of Safety-critical Software Development and Operation
based on the Method Architecture, Procedia — Procedia
Computer Science, pp.1718-1727, Elsevier Masson SAS
(2014).

Habli, I., Ibarra, I., Rivett, R.S. and Kelly, T.: Model-
Based Assurance for Justifying Automotive Functional
Safety, Proc. 2010 SAE World Congress, SAE Interna-
tional (2010).

Hawkins, R. and Kelly, T.: A software safety argument
pattern catalogue, The University of York (2013).
Alexander, R., Kelly, T., Kurd, Z. and McDermid, J.A.:
Safety cases for advanced control software: Safety case
patterns (2007).

Kelly, T. and McDermid, J.A.: Safety Case Construc-
tion and Reuse Using Patterns, Safe Comp 97, pp.55-69,
Springer London, London (1997).

Kelly, T.: Arguing safety: A systematic approach to
managing safety cases, Ph.D. Thesis, University of York
(1999).

Bloomfield, R. and Bishop, P.: Safety and Assurance
Cases: Past, Present and Possible Future — an Adelard
Perspective, Making Systems Safer, pp.51-67, Springer
London, London (2010).

IIARME—BR, I #H T4 Xy T )T 17— A5H

529



[BERIEF =R Vol.58 No.2 521-530 (Feb. 2017)

INE =IOV TOESE, B H0RE AR BAif7EH
£ (2013).

[23] Palin, R. and Habli, I.: Assurance of automotive safety
— A safety case approach (2010).

[24] Patu, V. and Yamamoto, S.: How to develop Secu-
rity Case by combining real life security experiences
(evidence) with D-Case, Procedia Computer Science,
pp-954-959 (2013).

[25] Yamamoto, S., Morisaki, S. and Atsumi, N.: A unified
approach on assurance case development method based
on models, SIG-KSN (2015).

[26] International Electrotechnical Commission: IEC 61882:
Hazard and operability studies (HAZOP studies) — Ap-
plication guide, International Electrotechnical Commis-
sion (2001).

[27] Pumfrey, D.J.: The principled design of computer sys-
tem safety analyses, Ph.D. Thesis, University of York
(1999).

[28] Yamamoto, S., Morisaki, S., Atsumi, N., Kondo, J. and
Oobayashi, H.: An experimental evaluation of GSN re-
view, SIG-KSN (2016).

IR RR (RERRA)

1997 4R 7% B e B APt K2 be R o
A e RHE RS T, [F4E

:;- () 7> v =21 x4 bAtE 2015
v L0 B ERFE R 5E

FHE LIRS, - EHoBES:
&, NLHRFRESH.

g 187 (FE&H)

2001 £E 7% BIGIm B A B R Bk &

¥ il PR ST AL B0 T 2013
w 1210 f & 0 SR K B R

R ER . L (L), V7
Py =7 VbEa—, WY 7Y =
7 LFOMFEICiESE. IEEE, &%
HEBEFES, TV hATV AV MNEAEKER.

A B—BF  (ExH)

1979 fE 4 E KRR b LR
TR TEHLAE T, [F4EHAREEERS
SFEAE. 2016 4F 4 A X ) AHEK
R B e %, v 7 b
w7 I, BRI T8 —-75
A AT —=%7 7 F X ORI, 18
+ (%), BVRHHREFEYS, ALARYS, 70y 7
AP Ay MES, ACM, IEEE %%&H.

© 2017 Information Processing Society of Japan

530



