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Evaluation of Search Query Similarity for Personal Authentication
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Abstract: It is known from previous research on privacy in search histories that search queries contain pri-
vate information. This information thought to be useful for authentication, but it is not clear whether search
queries have authentication aptitudes such as uniqueness and permanence. Therefore, this paper analyzed
search query similarity based on various models such as topic models and vector space models. Furthermore,
we evaluated how suitable each similarity index is for authentication.
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Fig. 1 Configuration of risk-based authentication and its ap-

plication to search history.
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Fig. 2 A role of authentication using search history in a multi-

factor authentication system.
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Fig. 3 Construction of vector space models using search his-

tory.

ooo
4. 00O

goboogooboobbooboobobooboo

4.1 ODOO0ODOO

ooooooooboooboooobooooboooobooooo
ooo

000000 Yahoo! JAPAN* 000000 DDOODO
0000000000000000000 Yahoo! JAPAN
IDOO0O0O0YIDOOOOOOODODDOOO0O00000oo0O
oo0O20150 7000 90000 30000000001
ooooboooooooooooooooooooooo
oooooodooooooeoobooboooooooooon
ooov01000v0200000 10000000
coooooooooooboooooooooooooo
0 YIDOOOOOOOOOOOO Cookie 0OOOOOO
coobooooooooooooon

OO0 Cookie YIDO 10 100000000000
Ooooooo yYIbOooOoOoooooooooooo
Ooooooo yYIbOoOooOoooooooooooo
cobobooooooooobooooooooooooo
OYIDOOOOOOOOOODODOOOYIDOOOOO
ooooooooon

4.2 OO0O0OO0OCOO0OOOCOO0O0d
gobooooobooooooobooooo1oo0ooo
cobooboooooocoobooOooooboOooooooo
OO0O00000 doc2vee OO OOOOOOOOOOOOO
000000000000000 Bag-of-Words DO OO
uooooooooooboooobooOooboooooon
oo 1ooooooooboo 20000000000
coboboooooooooooooooogon 260000

01 0000000000000O00O0D00D00D
Table 1 An accuracy of user estimation based on the most

similar query document.

0100
0o 44.5%

00300
53.9%

00500
58.2%

Query Similarity
B o 124
& =

o
N

12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Time Gap (day)

—8—MEAN MEDIAN

04 DO00D0O0D0O0DOODOOOODOOOOOOOOOOOO
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