Computer Security Symposium 2016
11 - 13 October 2016

Jdoogoodgoogdn
bbb tgtobtobobotgbod
—oodoouotd—

oo gobh2e

o0 oog2b)

oo ghbe

goooooooooooooooooobobooooOOobob0oOoOoOoObOOOoOoOoDOObOOoOoOooDOboOo
goboooobooobooboooobOoooobooboobobooboobOoooobOoboboobOoboboon
gbooooboooboobooobooobooobooboooobobooboobO0ooboobOooboboobOobobooon
ooo700 CSsEcO0O000OoOOO0OO0O0O0OoOoOoOoOO0000oOoOooOoOoOooUoooooooog
gooooobooooooooboOooooooooboooooooboOon

goooooooooooooooOoooooDoPEOOOOOOODDOODOOO

On Utility Comparison of Differential-private Information Disclosure
in Non-interactive and Interactive Settings
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Abstract: There has been a great attention about utilizing the personal data, and many techniques dealing
with it have been proposed. The problem seems to lie in the fact that you don’t know which approach
should apply in the real cases. It is important that how you choose the appropriate means to bring the useful
analysis along with the reliable personal data security is discussed. We evaluate the usefulness of the popular
bulk and dialogue methods on the same security, Differential Privacy. The present study was undertaken in
order to provide you with the steady privacy preservation and worthwhile insights and encourage people to

participate in it.
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Fig. 1 Relationship between data administrator and analyst.
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Fig. 2 Table and graph to represent frequency of each gender

and age.
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Table 1 Use cases, requirements and measures of evaluation.

gooooo oo gooo
gooooooooo L200
ooooo
gooooooooo (boooooo)
ooooooood gooo
ooooo

gooooooooo

(0oooooo)

Gender,

3.3 00000000
e0 ADODOD (5)0000000000000000
00000000000000000000000000
000D00D0000000000 100000000000
Af=10000000000000000000000
00000000000000000000000000
20000000000000000000000000
000000000000 Af=200 (5000000
000 (5)000000000000000000000
00000000000000000000 A00000
000000000 e=01~10000000000
0 [23][24)[25|04000000000000000000
0000e=0.1,1.0,40000000000000 py
0000 [18)000000000000000

3.4 000OO0OO0OOOOO
3oboonooooobooo32o0oonooonod

gooobooooooooooboooooboo 3o4ao.

00000000 000oO00oO00oDO0 k000 (0O

—FERARLET—7)L —HEHRLET—7ILZE
$RaHL 1sRETER (BT)

MILEF=7I
Gender | Age

Gender | Age
F |35 _ Fo| 35 |
F |45 Dk F |45
M 18 M 18
k-ER1L / iR

g U D IR

ID | Gender | Age
F—z \ 1| F 20 [
wEE ) 2| M |57 |

ﬁﬁf%rni it

*ﬁﬁ?%@i HES
JIL

ML 7%

—FHARLET—T L%
AW IR (BR

REEBRL AR (1T)

e

03 ODoooooooboooobooooo

Fig. 3 Data flows of each privacy preserving method.
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Table 2 Denominating processes of anonymization.
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Table 3 Some records in user table of MovieLens 1M Dataset.
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Table 4 Occupation list and its heuristic hierarchy settings for

k-anonymization.
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Table 5 L2 distance and rank correlation of each method pro-

cessing sex and age.
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Table 6 L2 distance and rank correlation of each method pro-

cessing sex, age and occupation.
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Table 7 L2 distance and rank correlation of each method pro-

cessing sex, age, occupation and ZIP code.
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Table 8 Anonymization methods getting small L2 distance.
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