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Copyright Protection Scheme to Realize Edit Control based on
ID-based signature

Tatsuya Fujimoto™  Keiichi Iwamura™  Masaki Inamura’

Abstract: We propose a new copyright protection technology enables various types of editing suitable for editable contents, in
contrast to the conventional copyright protection technology enables only availability of editing. Our proposed scheme can
control diversion of partial contents to the other contents and composition of contents, in addition to control of change, deletion
and addition of partial contents in one contents using digital signature based on author’s intention. Additionally, public key
certificate by a Certificate Authority is not required because we used ID-based signature. This scheme is effective in contents on
the latest Internet like consumer generated media such as Youtube. We also evaluate the security of our proposed scheme against
various attacks.
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