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Toward Formal Verification of Web Security with Cache
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Abstract: The security model proposed by Ahkawe et al. (CSF 2010) has been widely used as the first
unified model for analyzing the web security. Since a browser cache poisoning attack, where an adversary
utilizes a web cache, has been proposed recently, analyzing the security under environments with cache is
necessary. In this work, we propose a new security model including the cache. Our model contains not only
a definition of cache but also headers and intermediaries to deal with the cache.
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KIhd, M2 NOEOKHNIMABIRERL, TOMOM
BEAZTLOBRIEERT. HIZIE, General Ny X7 1 —
JV RIZJE L TW3 Cache-Control ~v X%, EFILATIX
HTTPGeneralHeader % CacheControlHeader O£ % ik
ALTWBEZ EDRREINT WS, F7z, Cache-Control
ANy R ZFDF T 3 v%iFKT CacheOption 1 options &
BEM o T wb.

x 2 ERIEH
FAIHH FEEEWE A
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L AR ZADFEF A O
L AR v ADRREFEERE -
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Ay R A (=)

REETNVHNTEEEIL Int 7 7 A2BEMFITEZ 2T
FKHTEB. HlzIX, CacheControl ~ v XD max-age D
£\ ODF Ty a VIZIZEEEE WSS DOHE
L, ZOESIRATYa iz nt 75 AHREEITSNh
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HTTPEvent

\
\
HTTPRequest HTTPHeader

extends

extends

HTTPRequestHeader HTTPGeneralHeader

‘ HTTPENtityHeader

‘ HTTPResponseHeader

extends

CacheCi

options

NoStars

NoCache RequestCacheOption

extends exiends |
I

PublicCache

PrivateCache

‘ HTTPResponse

2 EHEHOEEETI

T/ 720, Int 7 5 A% BENT 5 Z &1 HITP DR
IR UTEWARW,

Z Z T, Cache-Control ~v &% Date ~v X7 ¥ D
%2 PLINITRT.

1: sig CacheControlHeader extends HTTPGeneralHeader
{options : set CacheOption}
abstract sig CacheOption{}
abstract sig RequestCacheOption
extends CacheOption{}
4: abstract sig ResponseCacheOption
extends CacheOption{}
5: sig NoCache,NoStore extends CacheOption{}
sig OnlyIfCached extends RequestCacheOption{}
sig MaxStale extends RequestCacheOption
{time: one Int}{time > 0}
sig Private extends ResponseCacheOption{}
sig Maxage,SMaxage extends ResponseCacheOption

{time: one Int}{time > 0}

10: sig AgeHeader extends HTTPResponseHeader
{age : one Int}{age > 0}

11: sig DateHeader extends HTTPGeneralHeader
{date : one Int}{date > 0}

12: sig ExpiresHeader extends HTTPGeneralHeader

{expire : one Int}{expire > 0}

Cache-Control ~v X¥J&3 % HTTPGeneralHeader DM
BEMALTEY, 7 ar%5T CacheOption D

ERABTD. KA T a ik Z D CacheOption DME %
WAL, BEAEROA TSV a Ol BHEELTWS. £
7z, WIROFEIZH WS Age ~v &, Date ~v X, Expires
ANy REBHEFL TN,

IhoDATvarve~ny ZEHWT, VARV ADHE
AR D M2 RBILTWD. BIFIZZO&RMELHHAT S
~Ny XD %R

1: 1let A = HTTPResponse.headers.age,
D = HTTPResponse.headers.date |

2: let apparent=(restime.minus[D]>0 implies
restime.minus[D] else 0), corrected =
A .plus[restime.minus[reqtime]] |

3: let initial=(apparent>corrected

implies apparent else corrected) |
4: Maxage.time.minus[initial.plus

[current .minus[restime]]]>0

Z @ 3— K, PrivateCache (Z51) % max-age D% ALY
BRI T 2Bl L TWARERM, %0, 3.1.3
HiIZ B BEHRICE T BMED max-age DIEE D H/NIWNWT
ExRLTWAS.

¥ 7z, Private & 7Y 3 % No-store &+ 7> a ViZ & 3
FEDHIRIEL, FY v PVaDEBRIZEEITNTBEOIMUTOL
DIZEBLTWS.

abstract sig Cache{
stored: lone HTTPResponse,
current: one Int,
reqtime: one Int,

restime: one Int

H
current > 0
reqtime > 0
restime > 0
#stored = 1 implies
current > restime and restime > reqtime
#stored>0 implies no NoStore
#stored>0 implies #AgeHeader>0
}

sig PublicCache extends Cache{}{

#stored>0 implies no Private

Fy v ¥l 5 HTTPResponse & ik L T\ B
ZEHLTWS, £z, BNV ARV ADRFELET 554561F
No-store DFLR D N 2R EWHIR & LTl S T w
5. X 51Z, PrivateCache I& Cache DMEE Z k& L TV
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5770, FEHORBE2ELTED, D, BHL ARV A

WIFAET 54 & Private DRl H W2 & 2§l & LT
EBIILTWS.

# 2 DOAREZEOHHEIR, BEEEZEDTE D 5EDE
ETh5.

5 EEEFILOELMH

REETIVTENT 2EMEEBENEYTH D Z L 2 MERT
5. B U723 0 EEE TN 25 2T Alloy 281fESE 5
&, TOETINVE-TIREBRH I ING, RETIE, H
HENIREED HTTP DRk ZE T2 L TWd Z & 2R
5T, EXMEHETS. 2770, MEOHE E,
VAR Y ZADkH & BRAICEES 2% v v 2 2 DFIfEP
Cache-Control ~ & Private * 7> a > & No-store & 7
TaVIZDOVWTDAE KT 5.

5.1 LRAKRYZADKHEBEFNA

M 3 AETIRE, 2 HTTP V27T A MR L THAE
BFE vy 2 lZEME N T WS L AR 22 HAHURS
FTEHZENARRTHDE I ERLTWVAS.

PrivateCache

restime \starec

/ |HTTPResponse

/ p \ f
frjg/Tdeﬂs E \\ﬁﬁendﬂs
" [reqtime | N
4 j : ! -
AgeHeader HTTPReqguest Ih¢1d+|3f CacheControlHeader
\ / |
age h~1|#|; fcunent options
\ / f
DateHeader ! Maxage

|

P

3 &I AR Y 2D ER A A REAIRTE

M3&bh, ZOHTTP V7T A MDAy XIZLLTFD &
SIBEINTNS
Date: 3
FRkIZ, HTTP VAR Y ZZBI R D~y KHHE TN T
W5,
Date: 3
Age: 1
Cache-Control: max-age=7
ZIT, ZOVARYADF vy andigifl, 8X0Z
DRBIZB T BHMAPIELTH LN E2EHET L. FHEIT

fHTE2~y X0k 4 ZIZHRLTWD., £F, 20
VARV AZIEF vy Yazfibda5kidnl, »o,
BRI 2 A3 9 % Cache-Control ~ v X @ max-age & 7
YavRREEINTVWAZYD, JL1HDOF Yy ¥ a~d
MfZeth 2wz L T\W0Wa. IRIZ, 313HioFyvian
HHAZEIZODWTERT S, LARYADANY RIZAR)
MR BETWSE LV ARy ZAOFHMH %2 ZHA T 5 a0l i34
, FyvyadiEdHiToTWRWZD, VARV AN
ERHARNTH D2 HBENH VK 3 DERPSHEEITD.
AR IE max-age DMEDVERAIN T 272D, VARV A
DREBIFE] T,ge 2 3.1.3 HiDFHHRAZHWTRD 5.

age = 1, date = 3, current = 3

reqtime = 1, restime = 2

Topparent = maz(0, restime — date) = 0
Teorrected = age + (restime — reqtime) = 2
Enitial = max(Tappa'renta Tco’r"r'ected) =2
Tyisit = current — restime = 1

Tage = Tinitial + Tvisit = 3

B & 0 RER RNIAESIEIRN 2D, VAR Y ZIXHEH
FARTBES A 22 L C\WA. LA ST, REEa X HTTP
DHREEREZ LT WS,

5.2 Private # 7> a v

Private & 7> a v OHlRAIER IZHEEE L TV 2 2 HER
5. ZOHIBIFLA TR TEREZh, fAEFyva
RS T WD L AR Y ADMEET 556, Public 47
YarvhEENTVWARNWI L ERLTWS.

#stored>0 implies no Private

ZDHIBOMEZRIZIIATD I~ RE2HHT 5.

assert checkPrivate{
#Private>0 implies #PublicCache.stored=0
}

check checkPrivate for 10

Eioavr Nizk b, Alloy EHlIRICH T 2 K461, D%
D, Private DB H B GEIZV AR ABNEEF v v
TN E N TV BAIREIMEAES 25512 % D KMl % &
/%TE). L7zhi-T, ZOREIDES NN & HHIBEA
EICHREL TWA Z L 2K T 5. ETORRE, KA
thjj‘ém&f»of’f'&) EMMEE R T 5.

5.3 No-store 77> 3V

No-store & 7" a ¥ OHIBRASEHF IZHERE L T\ 2 h R
5. ZOHRIRITANOFBTREIN, Fvv P2l
MINTVWB VARV ANFHET 5854, No-store & 7
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YavPEENTOVRVWILERLTWS.
#stored>0 implies no NoStore

ZDHIROMEZRIZIZLATDa~x Y F2HHT 5.

assert checkNoStore{

#NoStore>0 implies #Cache.stored=0
}
check checkNoStore for 10

EERoa~r Nizk v, Aloy IZHIRIZx 35 K6, DF
Y, No-store DFLBRBHBGEIZV ARV ANFrva
IZHE N TV SREPFEET 25812 DREI%Z R AR
5. LMo T, ZORBINBES NN IR ER
WHEREL TWA Z & 2 EIRT 5. FEITOME, KENXHD
AN orizz8, ENUEEHERT 5.

6. BDHYIC

AFETIEX, Ahkawe SOBFO T = 7 Fa )T 1 ET
VA ITRREDHEZ 22T, HikilFryiazs
Gexa )T ETNLVERELEZ. EIZF v v Y aDBfE,
FrvvarEHTo7  TOMKER, Fvvyand
RS 5~y Zi2DWT HTTP/1.1 KO HTTP/1.0
DAFRIZW > TET NV EER Lz, 72, REETNVOE
BakiT-oTHD, FHEERITVWBHEEEIC DO WTOIEYME
DOWERET o7z, TOMRER, VARV AOKMPER M,
ZOEMHEREIZOVWTIEFICEHEL TWDE Z & 2R
L7-.

ARETIE, VARV AOMGEREE R FikE B3 5 IHE
DEHEEZLITVRVED, INSDEENSBOHET
Hb. ¥, TOREETINOEEBIT, BIEHEIED
5N TW5 78 ha)LTHs HTTP Strict Transport Se-
curity (HSTS) [15] & & UF Public Key Pinning for HTTP
(HPKP) [16] # @G L2 ETILVDREEEZ TS, Ih
52007 H b INVIEEEEEFEO T E b3k UTEEL
SHHHINTWS HTTPS & N5 gt 2 > 726 D
THY, BMEOFEIIF vy a2l TWEHEE
TV OBEMIXE . HSTS & HPKP O I 138
DAY X pBELLTWSD, TOEANY XOEH
H179.

BEE AW, JSPS BB E 16K16065 D BhL
EZITTWA.
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