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Report on IACR Summer School and ECRYPT workshop
on Cryptocurrencies

Shinichi Matsumoto'™  Hiroaki Anada™ Yaokai Feng™ Kouichi Sakurai’!

Abstract: From May 30th to June 2nd, IACR held a summer school on cryptocurrencies named "Blockchain Technologies:
From Cryptographic E-Cash to Modern Cryptocurrencies" in Corfu island (Kerkyra), Greece. Succeedingly ECRYPT-CSA held
a one-day workshop named "Workshop on Cryptocurrencies" in Athens, Greece on June 3rd. In this report, we report the
summary of these events.
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(1) EEER

®  Foteini Baldimtsi, George Mason University, US

®  Aggelos Kiayias, University of Edinburgh, UK

®  Sarah Meiklejohn, University College London, UK)

2) RBEUH—

®  OpenBazaar

®  FrostWire

® JACR (International Association for Cryptographic
Research)

PJ Tech Catalyst

GRNET

Intel

IOHK

merlinux

Rafik B.Hariri Institute for Computing and Computational

Science & Engineering, Boston University

22 A5 L

(1) Day 1(May 30th)

®  Bitcoin Overview (Joseph Bonneau, Stanford University)

®  Aggelos Kiayias, University of Edinburgh, UK

®  Scaling Bitcoin Securely (Aggelos Kiayias, University of
Edinburgh, UK)

®  Consensus (Roger Wattenhofer, ETH Zurlch, Switzerland)

®  Mining (Joseph Bonneau, Stanford University, US)

®  Reception

2 IACR ¥~ —R 7 — V2B OB (RHER)

(2) Day 2(May 31th)

®  Cryptographic e-cash (Jan Camenisch, IBM Research
Zurich, Switzerland)

® Anonymity in Cryptocurrencies (Foteini Baldimtsi,

George Mason University, US)

®  Cryptography on the Blockchain (Vassilis Zokas,
Rensselaer Polytechnic Institute, US)
®  Short Talks

(3) Day 3(June 1st)

®  Decentralization as a Privacy-Enhancing Technology
(George Danezis, University College London, UK)

®  Bitcoin de-anonymization in Practice (Adam Joyce,
Elliptic, UK)

®  Breakout Sessions
»  IOHK Session

»  Corfucoin Session

(4) Day 4(June 2nd)

® Anonymous Online Marketplace (Nicolas Christin,
Carnegie Mellon University, US)

® The Bitcoin Economic Ecosystem (Rainer Bdhme,
Universitdt Innsbruck, AT)

®  Regulation in Bitcoin (Jerry Brito, Coin Center, US)

®  Alternatives to Blockchains (Sarah Meiklejohn, University
College London, UK)

2.3 BEAR
PLFIZ, 2% L2 ORRED A & R OEF O RfiE
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2.3.1 Bitcoin Overview
Joseph Bonneau (Stanford Univ.)

Bitcoin THEONTWDHIFETY I7 47 L LTy
= B (SHA-256), Ny v aRkAf %, TUXNEAL,
(ECDSA)DMFEFE X7z, T “Simple cryotocurrencies” &
7 L, . FH(double spend), 7 17— N /LHIE(global ledger)
SRR S LTz, %I, Bitcoin OELS| & (2B T 2 il E
DOFERE & L T“Transaction semantics”, “Centralized ledge”,
“Decentralized ledge” 23 BV _EiF 5 i7-.
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“Bitcoin Overview” X V) .
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2.3.2 Scaling Bitcoin Securely
Aggelos Kiayias (University of Edinburgh)

Blockchain 7'v h 2 /L OALRIGR] &2 AET D 2 & &, &
EEEHETLIZ L0, FL— R 72 BERNISGERT D
LD T -7z,

2.3.3 Consensus
Roger Wattenhofer (ETH Zurich)

TRy Fra— U BINROEEREREDO -S> THLAEER
ERax ey 71T,
“Authenticated Agreement” &\ > 7ZEEEEMNER Y EiF b7z,
Paxos LIFEE T FaALD—FTHD.

“Fault-Tolerance & Paxos”, “Consensus”,

2.3.4 Mining
Joseph Bonneau (Stanford Univ.)
W5 B DERIBIC DOV TIRD F By 7 Z il LTz,

“The task of Bitcoin miners”, “Mining hardware (Bitcoin)”

(GPU ®° FPGA, ASIC %#ffiofz~vA =2 7)
consumption & ecology”, “Mining pools”, “Mining incentives
Frio~vA =0 77— L ZRICHEIRLIZK
BIZOWTOMRNR D -T2, F LDIZBV T “No complete
game-theoretic model exists” & 5 & L7z LT,
be about to get interesting” & i Pk L T & TV 2 WFZERHFE D
KU THRHEA TV,

, “Energy

and strategies”.

“Things might

2.3.5 Cryptographic e-cash
Jan Camenisch (IBM Research)

1995 4EE{A 5 2005 FEZ AT TH I centralized
model T online e-cash / offline e-cash ##FZEFRF L C& /-
MRBFIZLDMHETH-7Z. aI v PAVMNAF—L, T
VHNVBZAFT— LR 0 MEGEH Y 2 ha v bl Wo g
BV I T 4 TEREMIE, OHICEAMES EHERARTZ
fitf 2 72 W5 581 2K 35 > (centralized model D FC) %
TETMERL L T 2. (7272 L Bitcoin % & T¢ decentralized

model & OBRMEITH#EWEBbNnb.)
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“Anonymity in Cryptocurrencies” X ¥ .

2.3.6 Anonymity in Cryptocurrencies
Foteini Baldimtsi (George Mason Univ.)
BEAMEZERT D700 _SOFELREIN (O %
fif@ L T /2. —-2>HIL Mixing/Tumbler Services, 2 H
< Anonymous Cryptocurrencies & L C\ 7z, “SH®DIEH
TlX Zero-coin ZFFNMN L Tz, i I TV 5 B 5-Hf
& LT zk-SNARK & PPN D, OB E (the
knowledge-of-exponent assumption) |2 53 & 70 JEXIFEE
2 HEREEH I O W Tl T,
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2.3.7 Cryptography on the Blockchain
Vassilis Zikas (RPT)

EUROCRYPT 2016 TEAHRIZ 72 > 725 3L “Fair and Robust
Multi-Party Computation using a Global Transaction Ledger” ™
R Tdh o 77, Bitcoin D AF— L7 1 k2 LRI LT

W52 LORMBIIM, D WIE, EARK Y EoER
R ZAF727, & TEE LI LTz,
evaluation X°> GUC (global universal composability) & VYo 72
SENRS L.

Tuy I Fe2— B EEROM STV T 4T D
HICHLASA TR e (ABRSEREM] , NIZK @ CRS, &5
[T EFEO MPC, %) B x=2V 71 by T H 77 L
YATREIND L DI o T LMIFERICHET S

(ZOR, BARENFHER TS0 L.

Secure function
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2.3.8 Decentralization as a Privacy-Enhancing Technology
George Danezis (University College London)

DHER L T AN —OREICER LILHEETH
STz, IO, SERERLTRERE T4 7 T X
@%%J@%lf%x&k?ﬁm%ﬁﬁbtk:%ﬁﬁ%
Wholo., E-%DIE S TIE, decentralized network @ /
— FERRE L RDICHNAT L / — Y720 OFFEE (A
) 23 2 2 BT HOIRAT DEEA H Y, Z AL b BURIED o 2.

2.3.9 Bitcoin de-anonymization in Practice
Adam Joyce (ELLIPTIC)
IS A RV
WCAEE Lo,
— RIZ ELLIPTIC #hDFEHEAFHE L Tz,

“Blockchain Intelligence and Anonymity”

“Bitcoin + Financial compliance” % % — U

2.3.10 Anonymous Online Marketplace
Nicolas Christin (Carnegie Mellon University)

BEAH~—"T Y N LA ZRDORE LA ED D NSRS
WTOFHTH>72. &+ TOR (The Onion Router) DE4
TEEAFIC OV T BT, EEEYOTRE Z1T 5 ¥ A b
“Silkroad” C Bitcoin 73 3 #A\V VB & |2l JbZ”L’C Wi RIZB L
FUR %G Uiz,

2.3.11 The Bitcoin Economic Ecosystem
Rainer Bohme (Univ. of Innsbruck)

BFF OB (F—2EGRmSL 7 7 7 HimOBA b &)
25 Bitcoin O HBIEEE (T vy 7 Fx— U HilibETe)
Z AL L 75818 T d o 2. “Principles of Network Economics”
DX —U—RELRpoTUz.

2.3.12 Regulation in Bitcoin
Jerry Brito ( Coin Center)

USA W RIS, RN S BEICMb o) 25 U
HECThoT. HRERTF—U—RE LTI
Consumer protection, Financial Surveillance, Sanctions,
Enforcement, Securities Regulation, Tax, 72 &NZ 723> TV

7-.

2.3.13 Alternatives to Blockchains
Sarah Meiklejohn (University College London)
Tay s Fe— U EMICESEIRE LT SN HERA
PRSI L OV BB B S R T AT OW TR L 72 iliR
ThHoT-.

24 Z0ih
2.4.1 Reception
LET v a rORTFEH 61RT.

6 IACRY¥~—RZ—/:
T—=NY A RTOLET Y 3 Ok
2.4.2 Short Talks
® GHOST Against Byzantine

Panagiota)

Adversaries  (Giorgos

® Towards Bitcoin Payment Networks (Patrick McCorry,
Newcastle University)

®  Semantic Blockchain (Matthew English)

®  Decentralized Anonymous Micropayments (Peihan Miao,
University of California, Berkeley)

®  Broadcasting Intermediate Blocks as a Defense
Mechanism Aginst Selfish Mining in Bitcoin (Ren Zhang,
KU Leuven)

®  Securing  Bitcoin-Like  Protocols  Against  51%
(Hong-Sheng Zhou, Virginia Commonwealth University)

® A Quick Look at Bitcoin Ransomware (Chris Carr,
Norwegian University of Science and Technology)

®  Bitcoin Covenant (Malte Moser, University of Miinster)

2.4.3 Breakout Sessions (IOHK session)

ScoreX ¥ github (Z TAB S LTV 5[16]. ScoreX I

blockchain system @ prototyping platform T 5. F7z,
NDSS2016
nir.

IZTHIH O RSCoin [19]1 = DT THRE S

X 7 IACR V~—AZ —/L :
IIVT 4 T R (N )
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3. ECRYPTT7—%2av”
3.1 BAEER

ECRYPT V—7 + = v 7% ECRYPT-CSA DA —HTF A
X T Z 7=, ECRYPT-CSA % EU @ Horizon 2020 #4373
FR—=FLTEY, 2015ENE 2018 FEETD 3 MMET 1
Tz FTHBH[IT].

J— 3 ay 7ERIBIEIF )Yy OEET T %D Hotel
Royal Olympic Athens D /X 7 <A —/L (X 8)TH 5. A&
BHOITE T AMERLT 7 u R Y AR E, TTROELR
BN —ETE (X 9).
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32 FAY3 4
Cryptocurrencies overview (George Danezis, University
College London, UK)

®  Incentives in cryptocurrencies (Joseph Bonneau, Stanford
University, US)

®  Alternatives to Bitcoin (Sarah Meiklejohn, University
College London, UK)

®  Foundations of blockchain protocols (Aggelos Kiayias,

National and Kapodistrian University of Athens, GR)

® [BM initiatives on blockchain technologies (Elli
Androulaki, IBM Research Zurich, CH)

®  Bitcoin and Blockchain applied cryptography problems
(Adam Back, Blockstream)

®  Technology Industry Views on Blockchain (Claire Vishik,
Intel, US)
Sawtooth Lake[18]

33 BEAR
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3.3.1 Cryptocurrencies overview

George Danezis (University College London)
BESIHNN G IEOETE, F AR ELeR S R T A

OD%ZKE#EE W5 18 43 DG (232 B D BT DRI % fil

BLIEHETH2H AN D - 2. Bitcoin ® L 5 7

SERAE R (AR W&, DAk

PEIZOWTI LA T2 0D A L 72 5 iR Th - 7z,

Z€ro-governance currency,

3.3.2 Incentives in cryptocurrencies

Joseph Bonneau (Stanford Univ)

BT % miner DEE] & BB (incentives) (220
’C%E}’Lflfﬁ mining D72 HD/N— K7 = T ~OEHE & [T
DOBLR, F72, miner OERIZSLCWEEE DA E1ZHONT
MHILI#E Ch o7,

Bitcoin {

3.3.3 Alternatives to Bitcoin »Beyond Blockchain IZ4% 4 )L
P
George Danezis and Sarah Meiklejohn (University College
London, UK)
FIZ RSCoin [19] IZOWTHM LEHE TH -7z KR
X HRVE B3, PR ERITOEBRA U BN AT 8
DO FBEBETH-T. 7ry 7 Fo—r BT 5HY A7
WAECTZGERECNATDRE, REOHEMRENATY
v FRITERTHL95 ThHD.

3.3.4 Foundations of blockchain protocols

Aggelos Kiayias (National&Kapodistrian Univ. of Athens)
BRLIBBREE AP OB CTERT S Z EH

H) T % IOV TRER DA & {2 Lf:" Tuy s F=

— T O RBETNARLREVEDFE RN R L L E D0

EoOnEim UiciEE Tho T,
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“Foundations of blockchain protocol” & ¥ .

3.3.5 IBM initiatives on blockchain technologies
Elli Androulaki (IBM Research Zurich)

BEOEET AT b FRCEBRES) HAFEea A b
DR THEZ I Z TV A DI L, Bitcoin 72 & 04y BMAE
AR BENRIRZ 52 9 D% CTei Th o 72,
“Enterprise Blockchain” % % — U — NIZ, BIEMNE S H A
o, a=FOTAT T 4T 4R (VT ELHIE), W
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L= FNAT7RA7r =7 )7, EEAWTRENEREICS
WTHE LTz,

3.3.6 Bitcoin and Blockchain applied cryptography problems
Adam Back (Blockstream)

IX U ® IZ blockchain £ = — /L contract arbitration
mechanism CRFIFHIEHER - ARREER) ORELILE L
Totk, 7Ryl Fx2— AT LT SEIRN GG TE L 2
LEMUTZEBHE TH -2, Merkle VU —, TUXNVEAL,
B o HERRE 72 & O A FRIE 5 H T O BRe & ML R R~ D
W EHH LTV,

B 11 ECRYPT V—7 v 3 v Vil O#Y
“Bitcoin and Blockchain applied cryptography problems” & ¥ .

3.3.7 Technology Industry Views on Blockchain
Claire Vishik (Intel)

PEERDT 0y 7 F = —HANICER L, BARIEAL
TWDHBURZF LTz, Intel 23BAFEH D “hyperledger”
T 5 “Sawtooth Lake” [18]1Z 2 T b il Ty 7=,

4. FEH
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