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Abstract: In recent times, Internet of Things (I0T) systems are becoming increasingly common. 10T systems provide services
by collecting and analyzing data from a variety of devices via the Internet. Because many IoT services function using
bidirectional communication between loT devices and servers on a cloud, mutual authentication and encryption of data is
necessary to prevent data spoofing by other servers or false control of the device by unauthorized servers. In this paper, we
assume that an 10T service that in-vehicle devices sends in-vehicle LAN data on the cloud, then collects and analyzes the data on
servers. As a method of mutual authentication between an in-vehicle device and a server, we propose an ID-based encryption
system based on public key cryptography, which does not require a certificate pair. Then, we evaluate its efficiency by
simulation.
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