Computer Security Symposium 2016
11 - 13 October 2016

INREVFT BB UVARTLT—XTIFvICEATH—ER
M Bs™ g Bt EE e e AT

BE  ERECHIETEREIC, BENPLD) TuRr T F A ETRBSE AL EIC LIV S
w7 DL a Ry RRREIOEIS 72 8, HHRA Y hT—7 L O@AIC LY SR LR BEE N —
ANFEBFINIRD TND, ZO X RO H | S8 & OBV AT AR O KB, i X
D, EX2 VT 4 ZOBECTH-RBENEL D EHEIND, ARETIH, BEZD B4 - HFlicY
FFC, B —ERAERRTLEOOSEEFZEIH L, BEEEEOBEALLENOICKEEE
ZAONDVAT AT —XT IV F x5BT D, £, T —F7 7 F ¥ ETRICHE LR DY A N—F
¥ = U7 o xREERE & 0SB M 7o BEIZ DWW T U 5,

F—D— R aXITy Fh— 2T R, FA AR Ty

A study of new connected car architecture

Masashi Tanaka™ Yoshihiro Itoh™ Junko Takahashi™ Yoshihito Oshima'

Abstract: Recently, new automotive services with the network and the cloud platform have been provided such as remote
maintenance systems of the car and recommendations of the stores based on the driving records. Under such circumstances,
there are new problems in the aspect of the cyber security caused by connecting the car through the Internet and the complexity
of the connected car system. In this paper, we propose the system architectures which are suitable for the connected car from a
perspective of telecommunications carrier. We analyze the requirements for the automotive service of connecting the car safely
and conveniently. Moreover, we describe the cyber security countermeasures needed for the connected car architectures.
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