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Detectiong Malware Variants using Paragraph Vector

TAkUMI SATO!  SHIGEKI GOTO! TAKANORI TAKEBE!

Abstract: Subspecific malware, or a malware variant, can be easily made by tools. The number of subspe-
cific malware is increasing remarkably. For appropriate countermeasures for a malware family, it is desirable
to realize an effective method for deciding subspecific malware in a family. This paper proposes a new method
for determine malware variants. We use log files of dynamic analysis of malware in FFRI Dataset. We focus
on API calls and their arguments. Our method treat them as a natural language sentence. We apply Deep
Learning technology, and convert log files into Paragraph Vectors. The paragraph vector represents a feature
vector, which characterize malware variants. The proposed method does not depend on manual extraction
of malware features by human observation.
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