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Locating Cryptographic Functions: an Evaluation
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Abstract: In this paper, we propose a method to narrow down the candidate of cryptographic functions for
the support of malware analysis. We focuses on the fact that the encrypted data to be input to the program
passes through the decryption process at first. And we extract functions that exchange input-output at
around the function read encrypted data as the candidate for the decryption function. With experiments
using eight cryptographic programs and four real world malwares, we we extracted 2.0% of about 1000-5000
functions as candidates on average, and extracted less than 0.1% of them at best.
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for(i = 0; i < 256 ;i++)

array[il=i;

out = arrayl[in];
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2: for i «+—START to END do
3: if I; = CALL then
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6: else if I, = RET then
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15: else

16: pass

17: end if

18: end for
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K2 TIa=TaREICE > TESEBOMBMEZ AL U 2R

beeCrypt Gladman OpenSSL Crypto++ Alina Grum Pony Zeus

method AES Blowfish AES AES Blowfish DES RC4 RC4 XOR XOR RC4 RC4 Average
infomap 0.79% 0.53% 0.70% 0.26% 0.35% 0.23% 0.39% 0.27% 0.66% | 0.74% 0.26% 0.87% 0.50%
walktrap 3.81% 6.24% 0.25% 0.43% 0.28% 0.23% 0.32% 0.27% 8.75% | 2.55% 0.26% 1.80% 2.10%
fastgreedy 6.75% 8.53% 4.00% 0.52% 7.82% 0.46% 0.39% 0.27% 6.64% | 3.43% 3.25% 6.77% 4.07%
multilevel 7.62% 8.53% 2.54% 5.45% 4.54% 0.46% 0.65% 0.27% 7.03% | 2.70% 5.89% 6.67% 4.36%
spinglass 8.81% 8.27% 3.24% 8.74% 3.07% | 12.54% 0.65% 0.27% 4.44% | 2.99% | 26.39% | 10.31% 7.48%
In Graph 19.37% 8.71% 20.95% | 23.81% 8.37% | 22.55% | 22.72% 29.49% | 18.33% | 8.78% | 68.06% | 31.76% 23.58%
All Functions 1260 1137 1575 1155 1433 1308 1549 1102 2275 2038 1171 4830 1736

xR 3 YA XDAHT RO E > CEENER O @\ MER & 8 0 A A HER
beeCrypt Gladman OpenSSL Crypto++ Alina Grum Pony Zeus

method AES Blowfish AES Blowfish DES RC4 RC4 RC4 XOR XOR RC4 RC4 Average
infomap 0.48% 0.18% 0.06% 0.09% | 0.28% | 0.23% | 0.19% 0.27% 0.26% | 0.34% 0.00% | 0.27% | 0.22%
walktrap 2.86% 4.40% 0.06% 0.09% | 0.21% | 0.15% | 0.19% 0.27% 2.99% | 0.98% 0.00% | 0.46% 1.05%
fastgreedy 4.92% 6.24% 0.83% 0.09% | 2.16% | 0.23% | 0.26% 0.27% 2.51% | 1.32% 1.02% | 2.36% 1.85%
multilevel 5.56% 6.24% 0.19% 1.90% | 1.26% | 0.23% | 0.32% 0.27% 2.73% | 1.08% 1.79% | 2.28% 1.99%
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