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Evaluation of the effectiveness of memory forensics tools under
the influence of anti-forensic malwares

Ikuo Tanakat Masaki Hashimotot

Abstract: In recent years, there is a growing importance of digital forensic technologies to deal with cyber crimes
in the criminal investigation agencies, after cyber crimes using information technologies have become more popular
in the world. In particular, as the forensic targets, technologies to extract information accurately from volatile
memories have become more critical in addition to the hard disk drives. Meanwhile, it is assumed by the criminal
investigation agencies that most forensic tools are uncertain of effectiveness after recent malwares have anti-forensic
capabilities popularly. In this paper, we report the results of evaluating popular memory forensic tools to clarify the
uncertainness, by confirming the accuracy of extracting information from memories infected by anti-forensic
malwares.
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