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Privacy Enhanced Distributed and Cooperative Mechanism

HirOAKI OZEKI,T TAKAFUMI MAGARAT and MASAYUKI TAKEDAt

The authors consider that concentrating “user id”, “personal information” and “use in-
formation of services” on one service providing body has problems for privacy. This paper
proposes a privacy enhanced service model on the Internet. We will propose privacy en-
hanced service mechanism where services are jointly and cooperatively provided, the personal
information on each composition of the services are limited, and inappropriate integration of
the information can be prevented. As a result, this model makes it difficult to trace users’
behavior and enables service administration to give priority to privacy. This paper shows
the implementation of our model based on public key infrastructure (PKI) and application
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proposed privacy enhanced mechanism.
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This application also shows the effectiveness of the
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