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A Study of towards the popularization for Exception Rules of
Information Security Policy

YASUHIRO MURASAKI'" YONOSUKE HARADAT!

Implementation of information security rules, for example policy and standard, is considered as one of
measures for all of enterprises. And some organization has implemented “exception rules” which means
“escape rules for exceptional case or incident”, and has deployed ‘exception handling measures’.

In this study, present situation of “exception rules” and “exception handling measures” are researched and
analyzed from the viewpoint of organizational governance and management. In addition, allowance of
deviation from the principle rules, which is accepted as exception handling measures, has been analyzed by
using practical cases, and then, a subjectivity evaluation whether “exception rules” was effective or not has
been carried out.

In this paper, some measures to deploy exception rules are considered based on the analytic results and

considerations.
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