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Buffer-overflow Detection in C Program by Static Analysis

GoIicHI NAKAMURA' and ICHIRO MURASE?

C language is still important as a programming language of softwares such as network con-
trol software that needs high security. But the buffer-overflow problem is frequently seen in C
programs, it is one of the most serious vulnerabilities about C programs. Among the buffer-
overflow vulnerabilities, rewriting of return address on the stack is most important. There
are several tools to detect this buffer-overflow vulnerability in C program dynamically (when
C program is running). But these tools can not pick over this buffer-overflow vulnerability,
and using these tools slow down C programs running. In this research, an algorithm is de-
veloped to detect the buffer-overflow vulnerability (rewriting of return address on the stack)
in C program statically, that is, by static analysis (such as live-analysis) of register translate
language source which is made in C program compilation by GCC compiler. As this algorithm
output, the conditions on which rewriting of return address on the stack occurs is expressed
in function arguments and so on. And the tool which carry out this algorithm is developed.
Then, the effectiveness of this algorithm is evaluated by adapting the tool to C programs to
detect the buffer-overflow vulnerability.
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