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Prototype Implementation of the Personal Information Protection
Framework
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Abstract: Nowadays, various network service, such as online shops and reservation of facilities, have been
used with the spread of the Internet. Some of these services request to offer personal information to users.
However, we cannot know how offered personal information is used. Thus, we feels uneasy to offer personal
information to service providers. For this reason, we are proposing a framework that an user can desig-
nate usage procedures of his/her personal information. In this paper, we implement the prototype of our

framework.
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Fig. 1 Overview of the Personal Information Protection Framework
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1.<2ml version="1.0" encoding="UTF-8"?>
2 <USAGE>
<EXPLANATION >

RERED bl D NEFIRT &
<[EXPLANATION >

<OBJECT id="password"=
<OPERATION =
password equals(spPass)

</OPERATION= "
T

1
[12  <DATA id="password"»
13, <VARIABLE fype="5tring">strPass</VARIABLE>

14, <INPUT></FORM id="pass"></INPUT=>
115 </DATA>

O 0o oM

116.
17. <DATAId = "spPass"=
o168 <VARIAB fype="string"=registeredPass</VARIABLE >
19, <INPUT=getPassword(id),</INPUT=>

120, </DATA>
21 </USAGE=>

ETHL—IL

=11 : strPass e guals registerad Pass)
— hashedUserPass equalst hashedS pPass)

=12 ¢ hashedUserPass + mdSHashGerlstrPass)

=113 1 hashedSpPass «— mdsHashSer registeredPass)
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1.=2xml version="1.0" encoding="UTF-8"?>
2 <PROTECTION:=
<EXPLANATION>

W= FEN g 2bF 220 TRET S
<[EXPLANATION>

<0OBJECT id="p1">
<OPERATION id="equal">

p1.equals(p2)
</OPERATION>

120 <CONVERT-OPERATION id="equal"=

14. </CONVERT-OPERATION>

16. <CONVERT-DATA=
17. <TARGET=p1</TARGET>
18.  <METHOD=>md3HashGen({p1)}</METHOD>

19 <OUTPUT=hashedUserPass</OUTPUT> | L —Il-2
20.  <URI=htips:/i~~/md5HashGen java</URI>

21. <APPLY>user</APPLY>

22  <CONVERT-DATA> i

23,

24, <CONVERT-DATA> 7

25 <TARGET>p2</TARGET=

26.  <METHOD>md5HashGen(p2)</METHOD>

27.  <OUTPUT>hashedSpPass</OUTPUT> IL—IL3

26.  <URI=https//~~/mdSHashGen java</URI=
20, =APPLY=serviceProvider</APPLY>

30. =CONVERT-DATA= J
31.</PROTECTION=>

02 000000o0oooooo

Fig. 2 Examples of an use policy and protection policy
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postContent = getPostContent():  #/FIE&E & OPOSTF— &
pPolicy = getPPolicy(postContent), //{#&F 1) o OEER
convinfo = getCinfo(postContent);  / Zifaig o{F A 15EE

5 =new SSLSocket(TTP_addr, TTP_port), # TTRZ#EH
s.send(pPolicy, uPolicy, myProgram); HTTRIZIES

convProgram = sreceive(), /EREO IR T3 LES(E
NEELEIR T hEa A0

new ProcessBuilder(‘javac”, convProgram).start();

[ S LR ET

new ProcessBuilder(‘java”, convProgram, convinfo).start();

03 O0O0OO0O0OO00OO00OO0D0OO0DOODO

Fig. 3 Overview of program in service provider
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Fig. 4 User interface for selecting a protection method
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Fig. 5 The result of password authentication
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