IPSJ SIG Technical Report

Vo0l.2016-DPS-166 No.30

937 FORATLOEBRBIZEITS
Bt )T« FHEAXORRE L

BIRRIENET AR AR R
FHEEIT R T e a RR T

= . 0F, YA ARN—HEOIHWLIZ LD EH P OERICELIETOEXF2 T 4 2EZBEB LI IT VAT LA0NRD S
NTCns., 0w, ERHFURSCERFHEENL, %= )7 (EE~OWEREHERE L TS, IT VAT AOEMAEZH S
AT RERATIL, ZOBX 2T A EERFR L ETY AT AERICHE L7 BRI 2 U T o HERRDTE L L
IAHEZOBEENEYNIZRE SN TS Z L Z2RIETHHERDH D, VAT AERAE L, LEIISCTERTO IT
VAT LEERBTUAT MMEROEENTEX D7 77 RVAT AIZBWTCHEBEOXIGHARO D, L, &
X2 U T A EECHE SN X2 U T 4 BEEEORGE T EIL Y AT MERITEIFT S, 7T 7 RV AT LD L H I
TRV AT MEREED VAT AERAX, VAT AEROETZ EICEENSR X 2 ) T A BEREOTE & LiAA L RREED
VETHHTIZD, 770 REMBEOR R ZENE RV B AT DERBEOAHICERN DN HDH. £ 2 TEEH DI,
770 REBOFIEAZTENLTEX 2 Y T A MAEZHERFT2HME LT, 770 RIS ECRSELIBET o 1T &
AT DDV AT MERE 0 TN LBREL T, T /ML LIV AT AERE X2 ) 7 B S Wz d 2 Y
T A MEREE HEVOICRGET 28X 2 U 7 AR EIRET D, ZoFXNEFEELC, #HEM T2 )T 1 1Z
HECESNTND Z L AERIET 2B Y — VA Lz, &5I8, 770 FEB ETOERICLY, #EHX0ES)
PEEIRTZ LN TE T

F——F EASE, v ST, EXa2 VT 4B, 7Y RUAT A

Development and evaluation of a dynamic security evaluation
method for the cloud system during operation
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Abstract: Because of the sophisticated cyberattacks of these days, the IT systems are requested to be taken into a special
consideration of security from its design stage to operational stage. Therefore, industry organizations as well as governments
recommend that the IT system should comply with the security standard. It is necessary for the system operator of the IT system
to comprehend this security standard, and to verify that specific security functions for the proper system configuration are
selected and implemented appropriately. The operator is requested to make corresponding works for the cloud system where the
system configuration of the IT system in operation can be changed flexibly and quickly when necessary. However, the
verification method of the security functions based on the security standard depends on the system configuration. Since the
system operation for such the cloud system with flexible changes of the specific security functions and verification of these
installation whenever system configuration changes, it is difficult to make use of advantage of the cloud infrastructure and it may
result in burden of the system operator. Therefore, in order to maintain security functions by taking advantage of the cloud
infrastructure, the authors propose a security evaluation method to verify security functions automatically based on the modeled
system configuration and the security standard by following the log analysis of the IT system in operation constructed on the
cloud infrastructure. They developed a support tool to assure that the system complies to the security standard, Moreover, they
could show the effectiveness of the proposed method by experimental evaluation on the cloud infrastructure.
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VEEMT D, v UL, MRS T S r—ra v
DOFENEIZR DT, TV r—ra v OMEORIZR
LDRETZ 7 AN EER— NOFRARREZEHRT D, LEN
HIET 7 — R LTV RAT MERFICHIMSND 28,
ZoWEMmE N A2V T 4l E{TO.

b) *Y FI—VBREEORA

A~ v DEEIZETE N H 5 &, OSSEC DFRi#%E s
5728, HEONE~ BB HSE D E TIEBIS O~
VELTHRDOND. ZORIINE R DB~ U ERET D.
FDT®, Web VAT LAEBETLEH Lo TWND
Hyper-V DR EEZ R A b= A TEHAAI, Web & 2T
LDOFRy FT— RO EEOEREEFHEY; — NG S
w5, EHE, SR MY r BICEFEEREREET S Web
P—NEERL, BHY =BT 7 AT 5 HAETD.
BREDFAIAAIL, Windows D> AT AMERDEFEIT 2
% Windows Management Instrumentation (LLF, WMI) %
A3 5. &EE, BKEAL v FICER > T LI~ v
LZ@ NIC ® Mac 7 RLA2&2 YA RELTHRAELT
XML 77 ANVTHATE. 207 7 A VEBEHY— O
DYRAT LERLDET IV ERE L TR TE TW2R W AR
<~ UBXONIC ZHET 5.

(33) X =2V 7 4 5D B B{LERE

PCIDSS IZESWetX 2 V7 s 3HliZ BB TITH.
D=, BEFHEPEICBW T Y AT AMEALIZ PCIDSS (23S
WretFa VT A HBEPRESNTNWD I EERIETE D
LT A7 0EHELITEIT, Web VAT L2DEXF a2 F
S ZIT S T Ly PR T 47 (BLF, KV) ZB% L
7. TAUTL Web AT ADEREIFIZHE 2 ITRT VAT LM
KOETNVEKVICASTSHZ LT, PCIDSS & DORE%E
179, ANSNIZV AT BMERPINRSR Yy FT—7 b
Ry hU—2® DB ¥ —"~DT 7 A ZT v T5,
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Web #— /3% DMZ IZELE 9 55D PCL DSS O HLE A il /=

TV EBREPAGK TRIRT L. ZhCkEE

RO EFT RV L, PCIDSS IZHESWRFEEIT) 2 &

NTEDL. BETOZ7 I FOovX=2U T ¢ il BATO
VAT MMEREANTITIUFITO 2 LN TE D,

Fio (FEE 1) THRALBUTO VAT MEROET V%
BT 272010, ET LDk L R~ U HEROT—4
ZINETHVLENLD. FORED, RET7ANDNPEE 3
WORTT —H & Fidirhd XML 7 7 A VCHERT 5.

# 3 HBIAL~ T URERR

Table 3 Machine configuration to read

BT D7 —%

WebServer Apache DFIH T 2R — &5/
VirtualHost DFI| 3 % K — hF=

SSH FMMAT 2R — FES

Database FHT 2R — &=

Filter NRirsy bOT 4B ) T )—)L

Nat IRy N DERIE L — L

Interface IPv4a7 RLVR | TRy hvwR 7
/MAC7 KL &

Bridge TF—=brU AT FLR /
T— U =A LfET 5 NI O IPv4
7 R

WebServer, SSH, Database % 7137 7'V 7r—3 a U H3E)
ELTCWARWEAERH DT, %4357 SV r—vav
DOTREAPEELTEBY, RET7ALBEY OFR— %
FIHLTWANERAET S, —HL2WEAIE, Yok Xx
DIEFICEEL TWaWed T —F 2 H I L.

Fw U TERR LT 7 7 A VX, OSSEC O v ZIZ#iw T
IEEL, VAT LEROET VIZHA L TR LITRTHEDY
IZKV ~AHT 5. i~ oMo D%, Bridge % 7
TEHRILCY— MU =A7 R A%ZED Bridget ¥ 7 [Al L%
BRiT o, 72, *v b= —O¥BIIE bridge ¥ 7
DI I H L= T2 AT RVADRT 5V — %k
Wry hU—2 &L L, nat ¥ 7 OfEEL—)L D DMZ 3N
Ay U= 0EHET L. LDV AT AEROETT
NEAERRT BY =L EETF ALY 2R —4% (BT, MG)
LT 5.

5. EECHE IR
51 RIERBROME

4.1 i CIHRA_RMRIEEAIT O 72012, K 1 IR THAUSHh
STEBREFTD . (RFE2) TR~ U E Ry b D
— 7 RO X > TRIBEBR R/ D720, LINICBR~2
2 I OEREIT ).
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(B 1) AT ABREE#ROEX=Y 7 1 7

DB #—/3® MySQL DFIHT 2R —FE2EETL, v
Wk 2RSS, BE2) "o ZOEFRERMTEHI L
AT 5. Ele~v v OMREEORAND, (L1 ©
PCI DSS OFUEIZHE L7 BATD Y AT LK DO E T )L HME
KCTEDBZLEETMT S, 20T AERICEXF2Y T 4
FHEEATVY, (BFE3) DU AT AR OBER?S, X%
U7 4 BEEORGEE COMNMBHETITA TVWD Z L &FF
flid 5.

(8 2) BIADEIEB~ T DRFE

4 BTHEE LT Web VAT AZHiT-lifi~y %
Switchl @ DMZ 2B ET 5. (BRFE2) MO8~ DB
LDy N — IV BROETZBRML, %47 D8
vV UERETEDL L BT S.
5.2 ERER

5.1 fiOBRFERBREAT o TR A LU FITRT.
(EBRHER1) ~ VU BROERE

MySQL OFIHT 2R — M EEE LR, FHYP—A
? OSSEC D~ F—I ¥ B 4 1RTT7 77— b &S L.

** Alert 1447596703.752740: mail - ossec,
2015 Nov 15 23:11:43 (DBserver) 172.18.21.14->netstat -tan |grep LISTEN |grep -v
127.0.0.1 | sort
Rule: 533 (level 7) -> 'Listened ports status (netstat) changed (new port opened
or closed).'
ossec: output: 'netstat -tan |grep LISTEN |grep -v 127.0.8.1 | sort':
e 0 0.0.0.0:22 9.0.0.0:% LISTEN
H LISTEN
LISTEN
LISTEN
LISTEN

Previous output:

ossec: output: 'netstat -tan |grep LISTEN |grep -v 127.0.0.1 | sort':
0.0.0.0:22 9.0.0.0:% LISTEN

LISTEN

LISTEN
LISTEN
LISTEN

X4 FIHFR—FOEE
Figure 4 Change of the using port

LRI 3306 FA— R AFIH L CEIEL TW e, BHE%
WIE 3307 JFAR—FEFA LTV D, Zhick v, (RiE2)
DOV UROEREZRI LIz, ZOT 77— )5 DB
— ROV R EFRSE L T AT AMEROET NV E R
D BEHBOT—X 2K 5187,
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- <network>
—<machine id="1000">
<machineName=DBserver</machineName=>
—<=SSH id="3000">
<port=22</port>
</SSH>
—<=Database id="3001"~
<port>3307</port>
</Database=
- <interface id="2000">

M 5 T LIZETA(— R
Figure 5 Updated model (excerpt a part)

Database D% 7' IND port ¥ 7 DT — X ) 3307 1272 > TH
D, HHOT—FIIKMENTNWDEZ ERXDnD. Zhic
£V, PCI DSS OMEIZHE LT-HITO VAT LMERDET
APMER S, (REE D) ORGEFERZZ L. 20T
V& KV TEX 2 VT 4 i Z T o T2 R A2 6 12R7T.
ID1001 @ Web ¥—/ 328 ID1002 D/L—# % 3@ L C ID1000
D DB 4 — "D DBIZT 7 BATERWEHD. 2D DB
H— 30 iptables D7 4 VH VU 7 OFEITELROE F
Thb. TDED, ZEEHD MySQL OFIH$ 5 R — k-~
DOy ME7ay 7 S TEY, Web — 35 DB
—NRET I BATE W R b, lEicky, v &
T OERERZOEX 2V T ¢ FHliZ BB TIT 2 T, (BRGE
3) ORGEEFH AN L.
(ERFER2) Xy NIV—IHBROEE

Agent &) LEIORE~ T o BER LIZfE R, Sy
—/NTK 7RI Y OB EZ T T

> 2015/11/16(Monday) 1:26:27
---add machine(NI)'s List

switchl in the Agent(Hyper-V)
---remove Machine(NI)'s List

X 7 ARfE~ S OBINORE

Figure 7 Detection of addition of a virtual machine

Agent &5 A~ DA AA »F D Switchl &I
Bofe NI BSFfzicBimaneiiikInTtng. v 27
LIERDOET VTN, ORI~ T A2 DOW T ORI S
TWankw, fisto~T v LTH Y. 0k, ik
TETIERL L TO R ITHIE Y X T 2R D E 7 /2B %
72 OSSEC O~F—T ¥ LET 2 YU X MTBEMT 5.
PLbizky, (FE2) OxRy MU — 7 RO T O
O, KB~ U ERELT, (ERERLD O~ AEME
FOMME T (BFEE2) OMFEFEELZw - L.

Standardltem="1.2.1.a">

</Resuli>

—<Result ID="58" EvaluateValue="-1" InputID="1000" InputName="machine" DetaillD="1000" DebugInfo=""

e —E A PublicWebServer # {2V dbfsE H—1E A PublicWebServer # U ¥ —E A CardMemberDB # o~ iz
L THEY—E A CardMemberDB 2@ fE% 48 |- T TWET. #E%: 1001:machine -> 1002:machine(via) -> 1000:machine

X 6 ¥z T iR E

Figure 6 Result of the security evaluation
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PUEDERRERNS . MAEFH AR L TR TOREE
iRk Lo s, BRYE LTV RREHBERED & ] B P I 2
JTI7 70 RO xa )T BREEAHMERHT, A2 L0
b,

6. BE

6.1 RILFLAVICEDRIAEERT H1=-0IC

5 BT, MG 2B Y AT MMEROETFT NV EER L, ¥
AT LA ORI ARFE$IZ PCIDSS OFLE I L7z
X2 VT Ml Z T AT, — T MG BMER LIZET v
XKV SAHT 27200 THEN, v~ ORNEHID
FHRIAALTND 280, ERRICITEA T — X 2 BINTX 5.
MG PFRAiAte 7T — & BT X, EEC L7 AT A
KOET VA KVIZTET T2, BIORHEE T Vw9
HLbTEBHLEEZLND. D=8, PCIDSS LSO
X2 VT EEICLEAL, BEXx 2T 0 iOH -2
FHEEE & L CHEET D Z L A RETT 5.

62 KHELZI SO FTOEWAEEDEMICONT

5ETCIE, 3B~ LTRSS Web v 2T
LDV AT DEROERIZBCE. —FT, 777K
EREFMATNEHTEOMRE~ > o DD R
ITYVATLABMETE S, ZOXHIRBEIIBNTY, &
AT DEROEFE 2 BT 5 1-0IC& /B~ yNor J
TS5, £ 70 RERICHTEH/N—FU =7 O
EZFHAPADNEIIE D SR\, Z0), ZONHEOH
WHTIH 2 B PERE 2 Hf > COIIT KRR 2 57 R TH T &
TLEATHFA T oy NEHHATESEEZOLND.
63 X2 YT FHEDBEMEIZ & B NMEE

5 BT, VAT AEREEIZLIZEX =2 U T 0 MR
HEITITAT.., ZHICED, AT AMERALEE LT
bFa )T A EREOHFINITA D120, 777 ROHI
EEIRNDOLRBEEZZIT RO ENTE L. —F
T, VAT AR EEROBRIIV AT LHEAFICL D
DEF T, RBIZIVEEINDGZ EHEZBNS.
ZTORY, BEEEBMT DI LT, VAT AEHE OBELE
WCEDEELT TR, 77U F~OKRBLBRMTE D &
N7,
7. BHYIC

BEFEOIX, 777 R EX2 )T o BEZESHNTND
T l%, BREEMETST TR EAEBICBWTHRIETE
X902V TNAEA LATOENR X2 ) T 1 5F
it LT, AT ATV AT oy BERFELE. TOH
AT, 2y N — 7R E~ T DB
LYV AT DERROETMMEN B X 2 U T 4§ BEE
EERB L. £, FiE~UATOa ST L D~
VIR OB L 7 T 0 RIEME L fe D N— R D = 7 OfEFTIC
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X%y MU= RROERND, VAT LEROEE &
BREL, BIICHISTE D L0127, Zhicky, 7
ZURDOEFa VT A MERFOZEE LTS

Ak, FHBEE OEMZBRE 5 L3, BE T ot
REDOFL A D 72O DRBEE TOERRE LB OREL T 2.
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