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Abstract

Today, many organizations and individuals are creating a large variety of services. However, even if these
services are connected through a network, there are very few examples where such services operate in an
interconnected way. One reason for this is the lack of systems that are able to coordinate multiple systems,
with different schemes for user management, in a safe way with adequate authorization. Furthermore,
the same problem arises when users carrying mobile terminals wishes to connect to and use services
at location that they are visiting. In this paper, we are proposing an extended framework for service
provision based on Kerberos, allowing groups of services and information about ordinary users that are
managed on an organizational or personal level to be combined, handling service systems with different
management bases as units of “ Space”, while defining the security relations between different spaces.
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Senrvice Access Control List

Required Role
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Space A and Space B are combined and
Space A’s Role is admitted as Bob by Space B

When Alice tries to use Space B’s service, 1
Alice’s Role is mapped as Bob.

services

X 3: FEEROEES

When Space A is included by Space B,
two spaces’ resources are merged.
(Space A temporally disappears.)

Login request
(with Key-Ring)

SA_IUD provides a UDA
interface for SB_IUD
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